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Forward  

This document contains my study notes for the Microsoft certification exam, άAZ-204 Developing Solutions for Microsoft 

Azureέ. As I proceed through my career as an Azure developer, my study notes serve as a single point of reference to 

refresh my memory on the exam topics as needed. These study notes are my textbook. 

I have made these study notes publicly and freely available to share with everyone. The study notes were my main tool 

for passing the exam and I hope they will help you to do the same.  

I compiled these study notes in 2021 and used them to pass the certification exam for Microsoft Certified: Azure 

Developer Associate in late 2021. To create these study notes, I began by downloading the complete list of skills 

measured for AZ-204 in 2021, which is published by Microsoft at  

https://learn.microsoft.com/en-us/certifications/resources/study-guides/AZ-204  

The list of skills measured was then used to create the table of contents for this document. I then studied each skill one-

by-one and took extensive study notes. The notes were collected from various sources including all the recommended 

Microsoft Learning Paths, Microsoft online documentation, you tube videos, and online courses from various sites for 

which I had subscriptions. The notes were compiled using screen shots, copy-and-paste, and my own explanations as my 

knowledge and understanding grew. I make no claim as to the accuracy and currency of these study notes, they are 

simply the work of an enthusiastic student (myself) in the process of learning. 

I have no wish to profit from these study notes, I just want to share them with others who might find them useful. As 

such, I will not be making any efforts to update these study notes as additional topics are added by Microsoft each year. 

I hope these study notes will make an excellent starting point, but you will have to check the current list of skills 

measured to find out what skills have been changed or added. 

Good Luck and Happy Examing!  ꞌ  

Rob Das,  

Certified Azure Developer, 

Owner/Manager, DTEK Consulting Services Ltd. 

http://azuredev.ca 

21 April, 2023 
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Study Notes for  AZ-204 (circa 2021)  

 

Top Level Skill Domains  

1. Develop Azure compute solutions (25-30%) 

2. Develop for Azure storage (15-20%) 

3. Implement Azure security (20-25%) 

4. Monitor, troubleshoot, and optimize Azure solutions (15-20%) 

5. Connect to and consume Azure services and third-party services (15-20%) 

 

 

1.  Develop Azure compute solutions (25 -30%)  

Azure compute is an on-demand service for running cloud-based applications. It provides computing resources via virtual 

machines and containers. It also provides serverless computing to run apps without requiring setup or configuration of 

infrastructure. 

 

 
 

 

App Service hosts web apps, background applications, 

mobile app backends, APIs 

Azure Functions respond to events 

Batch is a VM based, scalable job scheduler 

Service Fabric uses containers to deploy microservice 

architected applications 

 

1.1 Implement IaaS solutions  

Å provision VMs  

Å configure, validate, and deploy ARM templates   

Å configure container images for solutions   

Å publish an image to the Azure Container Registry  

Å run containers by using Azure Container Instance   

 



 

https://docs.microsoft.com/en-us/learn/paths/azure-administrator-prerequisites/ 

https://docs.microsoft.com/en-us/learn/modules/network-fundamentals/ 

https://docs.microsoft.com/en-us/learn/modules/network-fundamentals-2/ 

 

 

¶ Subnet  

o logically segments the VNet using IP address ranges 

o can further be subdivided into private and public subnet  

o private subnet is isolated ς blocked from the internet ς but you can override using NAT  

¶ Routing 

o you cannot access routers directly in Azure but can you create routing rules in your VNet 

o Azure automatically creates route tables for each subnet in order to manage traffic 

¶ Network Security Group 

o serves as firewall to protect virtual machines within VNet 

o restricts inbound and outbound traffic based on IP address, port, and/or protocol 

 

Provision VMs 

Skill: provision VMs 

https://docs.microsoft.com/en-us/learn/paths/deploy-a-website-with-azure-virtual-machines 

https://docs.microsoft.com/en-us/azure/backup/backup-azure-vms-first-look-arm 

 

¢ƻ ŘŜǇƭƻȅ όǇǊƻǾƛǎƛƻƴύ ±aΩǎ ȅƻǳ ƴŜŜŘΥ 

¶ Storage account ς with at least one virtual disk for hosting the base OS 

¶ Virtual network (VNet) 

¶ Network interface ς to communicate on the network 

https://docs.microsoft.com/en-us/learn/paths/azure-administrator-prerequisites/
https://docs.microsoft.com/en-us/learn/modules/network-fundamentals/
https://docs.microsoft.com/en-us/learn/modules/network-fundamentals-2/
https://docs.microsoft.com/en-us/learn/paths/deploy-a-website-with-azure-virtual-machines
https://docs.microsoft.com/en-us/azure/backup/backup-azure-vms-first-look-arm


¶ network security group (NSG) 

¶ Public IP address ς optional 

 

You also need to think about location, size, pricing, OS. You need to select Resource Group, Image (Windows or Linux) 

 Azure Portal  

Create a resource > Compute > choose template (ex. Win 2019 0r Ubuntu) > follow the wizard 

 

Azure CLI 

https://docs.microsoft.com/en-us/cli/azure/vm#az_vm_create 

Create resource group and vm. Open port. Get public IP. 

#create resource group  

az group create \  

    -- name ñtest-rgò \  

    -- location ñcentralusò 

 

 

#create win vm  

az vm create \  

    -- resource -group ñtest-rgò \  

    -- name ñwin2016-vmò \  

    -- image ñwin2016datacenterò \  

    -- admin -username ñrobiò \  

    -- admin -password ñaReallyGoodPasswordHereò 

 

#create linux vm  

az vm create \  

    -- resource -group ñtest-rgò \  

    -- name ñlinux-vmò \  

    -- image ñUbuntuLTSò \  

    -- admin -username ñrobiò \  

    -- authentication -type ñsshò \  

    -- ssh - key - value ~/.ssh/id_rsa.pub  

 

#open port   

# c reates nsg , adds and  applies rule  to vm 

az vm open - port \  

    -- resource -group ñtest-rgò \  

    -- name ñwin2016 - vmò \  

    -- port ñ3389ò 

 

 

 

az vm open - port \  

    -- resource -group ñtest-rgò \  

    -- name ñlinux - vmò \  

    -- port ñ22ò 

 

#get public ip  

az vm list - ip - addresses \  

    -- resource -group ñtest-rgò \  

    -- name ñwin2016-vmò 

 

 

Powershell 

https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-powershell 

New- AzResourceGroup `  

- Name test - rg  `  

- Location " East  US" 

 

New- AzVm `  

    - ResourceGroupName " test - rg " `  

    - Name " win2016 - vm" `  

    - Image " Win2019Datacenter "  `  

    - Location "East US" `  

    - VirtualNetworkName "test - wp1- eus - network" `  

    - SubnetName "default" `  

    - SecurityGroupName "test - wp1- eus - nsg" `  

    - PublicIpAddressName "test - wp1- eus - pubip" `  

    - OpenPorts 80,3389  

 

https://docs.microsoft.com/en-us/cli/azure/vm#az_vm_create
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-powershell


Get - AzPublicIpAddress `  

    - ResourceGroupName " test - rg " `  

    - Name " win2016 - vm"   

 

 

 Programmatic API 

You can interact with every type of resource in Azure programmatically, where the creation and management of VMs 

form part of a larger application with complex logic. 

Azure REST API 

The Azure REST API provides developers with operations categorized by resource as well as the ability to create and 

manage VMs. Operations are exposed as URIs with corresponding HTTP methods (GET, PUT, POST, DELETE, and PATCH) 

and a corresponding response. 

Azure Client SDK 

The Azure Client SDK encapsulates the Azure REST API, making it much easier for developers to interact with Azure. The 

Azure Client SDKs are available for a variety of languages and frameworks, including C#, Java, Node.js, PHP, Python, 

Ruby, and Go. 

Availability Set 

https://docs.microsoft.com/en-us/learn/modules/configure-virtual-machine-availability/ 

An availability set is a logical feature used to ensure that a group of related VMs are deployed so that they aren't all 

subject to a single point of failure and not all upgraded at the same time. 

 

A fault domain is a physical group of hardware that shares a common set of hardware components, and that share a 

single point of failure. You can think of it as a rack within an on-premises datacenter. 

An update domain is a logical group of hardware that can undergo maintenance, or be rebooted at the same time. 

By default, new VMs are locked down. Apps can make outgoing requests, but the only inbound traffic allowed is from 

the virtual network and from Azure Load Balancer. To open ports (SSH, RDP, HTTP, FTP, etc.) two steps:  

1. Create a network security group. 

2. Create an inbound rule allowing traffic on the ports you need. 

 

https://docs.microsoft.com/en-us/learn/modules/configure-virtual-machine-availability/


VMs ς ARM Templates 

Skill: configure, validate, and deploy ARM templates 

https://docs.microsoft.com/en-gb/learn/paths/az-204-implement-iaas-solutions/ 

https://docs.microsoft.com/en-us/learn/paths/deploy-manage-resource-manager-templates/ 

https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/template-syntax 

https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/template-tutorial-create-first-

template?tabs=azure-powershell 

https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/overview 

ARM template file structure: 

schema the location of the JSON schema file that describes the version of the template 
language and the structure of the JSON data 
 

required 

contentVersion the version of your template ς to document significant changes and to ensure 
you're deploying the right template 

required 

resources the actual items you want to deploy or update in a resource group or a subscription 
 

required 

apiProfile defines a collection of API versions for resource types 
 

opt. 

parameters define values that are provided during deployment ς can be provided by a 
parameter file, command-line parameters, or in Azure portal 

opt. 

variables define values that are used to simplify template language expressions 
 

opt. 

functions user-defined functions that are available within the template ς simplify your 
template when complicated expressions are used repeatedly 

opt. 

output the values that will be returned at the end of the deployment 
 

opt. 

 

In its simplest structure, a template has the following elements: 

{  

  "$schema": "https://schema.management.azure.com/schemas/2019 - 04- 01/deploymentTemplate.json#",  

  "contentVersion": "",  

  "apiProfile": "",  

  "parameters": {  },  

  "variables": {  },  

  "functions": [  ],  

  "resources": [  ],  

  "outputs": {  }  

}  

 

 

ARM templates are JSON files that define the resources to deploy for your solution ς for VMs, they are templates from 

which to create an exact copy of a VM or to create and deploy specific configurations.  

https://docs.microsoft.com/en-gb/learn/paths/az-204-implement-iaas-solutions/
https://docs.microsoft.com/en-us/learn/paths/deploy-manage-resource-manager-templates/
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/template-syntax
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/template-tutorial-create-first-template?tabs=azure-powershell
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/template-tutorial-create-first-template?tabs=azure-powershell
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/overview


Create resource templates from the Automation section for a specific VM: 

 

You have the option to save the resource template for later use, or immediately deploy a new VM based on this 

template. You can take that template and easily re-create multiple versions of your infrastructure, such as staging and 

production. You can parameterize fields such as the VM name and load the template repeatedly, using different 

parameters for each environment. 

Exam Tip: Understand ARM template parameters and parameter files, functions, variables. 

https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/template-syntax 

https://docs.microsoft.com/en-us/learn/paths/deploy-manage-resource-manager-templates/ 

deploy an ARM template to Azure in one of the following ways: 

¶ Deploy a local template 

¶ Deploy a linked template 

¶ Deploy in a continuous deployment pipeline 

A deployment of Azure resources requires a resource group and an ARM template Json File. To deploy the template 

defined in the Template file, use either the Azure CLI command az deployment group create  or the Azure PowerShell 

command New- AzResourceGroupDeployment .  

# CLI example  

az  deployment  group  create  \  

  -- name blanktemplate \  

  -- resource - group  myResourceGroup \  

  -- template - file  "{provide - the - path - to - the - template - file}"  

  

# powershell  example  

New- AzResourceGroupDeployment  `  

  - Name {name of your resource group} `  

  - Location  "{location}"  

 

Create Docker Images 

Skill: configure container images for solutions 

https://docs.microsoft.com/en-us/learn/modules/intro-to-docker-containers/ 

 

Container Image: A container image is a portable package that contains software (source-code, dependencies, libraries) 

as a single binary deployable package. It's this image that, when built and run, becomes our container. It serves as the 

deployment mechanism for your application. The term Container image is sometimes abbreviated to just image.  

https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/template-syntax
https://docs.microsoft.com/en-us/learn/paths/deploy-manage-resource-manager-templates/
https://docs.microsoft.com/en-us/learn/modules/intro-to-docker-containers/


A container image is immutable. Once you've built a container image, it can't be changed. This is our guarantee that the 

container image we use in production is the same image used in development and QA. 

Container: A container is an isolated environment that allows us to run images. LǘΩǎ ŀ running instance of a container 

image. Inside that container is a compiled, running instance of your application.  

Azure Container Registry (ACR): is a centralized storage service based on the open source docker registry. It makes your 

image accessible to all the servers that can execute your image. It allows you to build, store, and manage container 

images. You can think of ACR as a storage and cataloging service. 

Azure Container Instances (ACI): Azure service that allows us to run one or more containers in Azure with no servers or 

infrastructures to manage. ACI serves as a container orchestrator that can pull down container images from ACR, 

compile and run them as containers. You can think of ACI as a runtime environment.   

Docker is a containerization platform used to develop, ship, and run containers.  

 

Building a Container Image 

A Dockerfile is a text file that contains the instructions we use to build and run a Docker image. 

 

 

FROM defines a base container image used for subsequent 

instructions in the docker file. 

RUN executes a command inside the container. In the example, it 

will create a directory named app inside the container image. 

WORKDIR sets the working directory for any subsequent 

instructions in this docker file.  

COPY is used to copy application binaries into the container.  

RUN executes scripts inside the container. 

EXPOSE tells the ŎƻƴǘŀƛƴŜǊΩǎ runtime which port the application in 

the container is listening on. 

ENTRYPOINT is used to define which script or binary to start when 

the container is started from this container image. Inside the [] is 

the command to run along with its parameters. Sometimes CMD is 

used instead of ENTRYPOINT. 

 



Using this example docker file in the current directory, we execute the docker build command: 

docker build - t webappimage:v1 .  

 

This builds ǘƘŜ ŎƻƴǘŀƛƴŜǊ ƛƳŀƎŜ ŦǊƻƳ ǘƘŜ ŘƻŎƪŜǊ ŦƛƭŜ ǘƘŀǘΩǎ ƛƴ ǘƘŜ ŎǳǊǊŜƴǘ ŘƛǊŜŎǘƻǊȅ, and name and tag the container 

image with the name webappimage, and the tag v1.  

To run an instance of this container image on the local host as a container: 

docker run ïname webapp ïpublish 8080:80 ïdetach webappimage:v1  

 

The -publish specifies the port that the container is going to listen on, on the local machine, 8080, as well as the port 

that the application is listening on, inside the container, 80.  

With the container running, we can use curl to connect to the published port 8080.  

curl http://localhost:8080  

 

We can stop and remove the running webapp (the container): 

docker stop webapp  

docker rm webapp  

 

Publish Image to Azure Container Registry (ACR) 

Skill: publish an image to the Azure Container Registry 

https://docs.microsoft.com/en-us/learn/modules/deploy-run-container-app-service/ 

 

 

First, we must create an ACR. To create an ACR, we can use Azure Portal, PowerShell, or Azure CLI. For example, using 

CLI: 

ACR_NAME=ôdemo-acrô 

 

az acr create \  

    -- resource -group ótest-rgô \  

    -- name $ACR_NAME \  

    -- sku Standard  

 

Azure Container Registry (ACR) is a centralized storage service making your image accessible to all the servers that can 

execute your image. This makes your code independent from the servers and highly portable.  

https://docs.microsoft.com/en-us/learn/modules/deploy-run-container-app-service/


Note: this does not make the code live, it just puts in in a central place to make it available to the servers. 

To push your container image to your ACR registry: 

# 1. Log in to your Azure subscription  

az login  

 

# 2. Log in to your  registry  

az acr login ï- name $ACR_NAME 

 

# 3. Tag the image that you want to upload to the registry  -  for example webappimage:v1  

docker tag webappimage:v1  $ACR_NAME.azurecr.io/ webappimage:v1  

 

# 4. Push the  image  for example  webappimage:v1  

docker push $ACR_NAME.azurecr.io/ webappimage:v1  

 

Alternatively, you can push the image using ACR tasks: 

az acr build ïimage ñwebappimage:v1- acr -taskò ïregistry $ACR_NAME .  

 

 

You can use ACR tasks to offload the build process of your application into Azure Container Registry. ACR tasks can be 

triggered when your team commits code into source control. 

Azure Container Instances ς Running Containers 

Skill: run containers by using Azure Container Instance   

 

 

Before you can deploy your code to an Azure Container Instance or to a Web App, you need to set up access using 

access keys. We need to enable access to the container registry itself. Typically, this is done by creating a service 

principal. We need a container registry administrator user id and password. ACI will use this to pull down the container 

image from ACR. 

#deploy  container in to  ACI  

SERVER=$(az acr show ïquery loginServer)  

az container create \  

    -- resource - group test - rg \  

    -- name ñmy-appò \  

    -- ports 80 \  

    -- image $SERVER/weba ppi mage:v1  

 

Once deployed, the app in the container will be running in ACI. Get the URL as follows: 

URL=$(az container show -- name ómy-appô -- query ipAddress.f qdn)  

echo $URL  

 



To test the app, point your browser at this URL. 

 

1.2 Create Azure App Service Web Apps  

Å create an Azure App Service Web App  

Å enable diagnostics logging  

Å deploy code to a web app  

Å configure web app settings including SSL, API, and connection strings  

Å implement autoscaling rules, including scheduled autoscaling, and auto scaling by 

operational or system metrics  

 

 

 

 

Azure App Service is a fully managed PaaS environment for hosting web applications, webapps-in-containers, mobile app 

backends, and custom-made APIs.  

When working in containers, be aware of these Docker environment variables for App Service:  

WEBSITES_CONTAINER_START_TIME_LIMIT time to wait before evaluating the health and then restarting the container 

WEBSITES_ENABLE_APP_SERVICE_STORAGE if true, the /home dir will be shared across container instances and files will persist 

WEBSITE_WEBDEPLOY_USE_SCM set to false to deploy a container-based web app using WebDeploy/MSDeploy 

 

 

 

The App Service plan haǎ ƻƴŜ ƻǊ ƳƻǊŜ ±aΩǎ ōŜƘƛƴŘ ǘƘŜ ǎŎŜƴŜǎΦ aƛŎǊƻǎƻŦǘ ƳŀƴŀƎŜǎ ǘƘŜ ŎƻƳǇǳǘŜ ƭŀȅŜǊΣ ƳŀƪƛƴƎ ǎǳǊŜ ǘƘŜ 

ƳŀŎƘƛƴŜǎ ŀǊŜ ǇŀǘŎƘŜŘΣ ǘƘŀǘ ǘƘŜȅΩǊŜ ƘƛƎƘƭȅ ŀǾŀƛƭŀōƭŜΣ and ǘƘŀǘ ǘƘŜȅΩǊŜ ŦǳƴŎǘƛƻƴŀƭΦ ²Ŝ Ŏŀƴ ŘŜǇƭƻȅ ƳǳƭǘƛǇƭŜ ǿŜō ŀǇǇǎ ƻƴǘƻ 

an app service plan, and that app service plan is scalable. There are two types of app service plans: non-isolated and 

isolated. Non-isolated app service plans are not inside a virtual network ς no isolation at the network layer. Isolated app 

service plans are fully isolated and dedicated environments for running highly scalable, high performance web apps. You 

can put isolated apps into virtual networks for enhanced security. The app service plan is where you choose the OS and 

the pricing tier. 

Web Jobs is another feature of Azure App Service that enables you to run a program or script in the same instance as a web app, API app, or mobile app. 

Azure Functions provides another way to run programs and scripts.    ς OUT OF SCOPE 

App Service Environment (ASE) is an Azure App Service feature that provides a fully isolated and dedicated environment for securely running App Service 

apps at high scale. Helps    ς OUT OF SCOPE 



Create an Azure App Service Web App 

Skill: create an Azure App Service Web App 

https://docs.microsoft.com/en-us/learn/paths/create-azure-app-service-web-apps/ 

https://docs.microsoft.com/en-us/learn/paths/deploy-a-website-with-azure-app-service/ 

https://docs.microsoft.com/en-us/learn/modules/host-a-web-app-with-azure-app-service/ 

 

You need to create a resource group, app service plan, and then a web app. 

From Azure Portal  

You can create a Web App from the Azure portal > Create Resource > Web App > follow the wizard. Creating a web app 

allocates resources in App Service Plan, which you can use to host any web-based application that is supported by Azure. 

To publish, you can either push code ǎŜƭŜŎǘƛƴƎ ȅƻǳǊ ǊǳƴǘƛƳŜ ǎǘŀŎƪ όΦb9¢ /ƻǊŜΣ WŀǾŀΣ bƻŘŜΣ ΧύΣ or you can use a container 

image as your application.  

From Azure CLI  

You can create a web app using Azure CLI.  
as group create -- name my- resource - group -- location westus2  

 

az appservice plan create -- name my- app - service - plan -- resource - group my - resource - group \  

    -- sku s1 -- is - linux  

 

az webapp create -- group my - resource - group -- plan my - app - service - plan \  

    -- name my- web- app -- runtime ñnodeò 

 

From PowerShell  

You can create a web app using PowerShell.   
New- AzResourceGroup -Name ómy-rgô -Location ówestusô 

 

New- AzAppServicePlan -Name ómy-planô -Location ówestusô`  

    -ResourceGroupName ómy-rgô - Tier S1  

 

New- AzWebApp -Name ómy- web-appô -Location ówestusô ` 

    -AppServicePlan ómy-planô -ResourceGroupName ómy-rgô 

https://docs.microsoft.com/en-us/learn/paths/create-azure-app-service-web-apps/
https://docs.microsoft.com/en-us/learn/paths/deploy-a-website-with-azure-app-service/
https://docs.microsoft.com/en-us/learn/modules/host-a-web-app-with-azure-app-service/


From ARM Template  

When it comes to building web apps with infrastructure as code, the native solution on Azure is using ARM templates. 

From Azure Portal > Create Resource > Template > Web App. Follow the wizard to select a resource group and provide 

the inputs needed to create the ARM template. Once we have an ARM template, we can then deploy it from the Portal, 

from CLI, or from PowerShell. 

Enable Diagnostic Logging 

Skill: enable diagnostics logging 

https://docs.microsoft.com/en-us/learn/modules/capture-application-logs-app-service/ 

https://docs.microsoft.com/en-us/aspnet/core/fundamentals/logging/?view=aspnetcore-5.0 

https://docs.microsoft.com/en-us/azure/app-service/troubleshoot-dotnet-visual-studio 

https://docs.microsoft.com/en-us/azure/app-service/troubleshoot-diagnostic-logs 

https://mderriey.com/2020/08/08/a-look-at-the-aspnet-core-logging-provider-for-app-service/ 

From Azure Portal 

To enable app service diagnostic logging in the portal, go to App Service > monitoring > App Service logs. 

 

 

You can enable diagnostics logs using the Azure portal and you can select the level of error log (Disabled, Error, Warning, 

Information, Verbose). 

Options for diagnostic logging: 

¶ Application Logging Send a log message directly from your code. 

¶ Web Server Logging 3 types of web server diagnostic logs can be enabled: Off, Storage, Filesystem.  

¶ Detailed error messages for an HTTP status code of 400 or more, a detailed log is created. 

¶ Failed request tracing Failed requests to the server can be enabled. 

¶ Deployment logging This log is automatically enabled and gathers all information related to the deployment of 

your application. 

From CLI 
 

az webapp log config  `  

https://docs.microsoft.com/en-us/learn/modules/capture-application-logs-app-service/
https://docs.microsoft.com/en-us/aspnet/core/fundamentals/logging/?view=aspnetcore-5.0
https://docs.microsoft.com/en-us/azure/app-service/troubleshoot-dotnet-visual-studio
https://docs.microsoft.com/en-us/azure/app-service/troubleshoot-diagnostic-logs
https://mderriey.com/2020/08/08/a-look-at-the-aspnet-core-logging-provider-for-app-service/


-- web- server - logging filesystem  `  

ï- name my- app `  

-- resource - group my - rg  

 

Retrieving Diagnostic Logs 

Use Windows File Explorer as an FTP client and create a connection to the App Service root folder in Azure. FTP 

connection credentials are available in the publish profile, which can be downloaded from Portal > App Service > 

hǾŜǊǾƛŜǿΣ ŀƴŘ ŎƭƛŎƪƛƴƎ ƻƴ άDŜǘ ǇǳōƭƛǎƘ ǇǊƻŦƛƭŜέΦ 

 

Or from the CLI: 

az webapp log download -- log - file \ <_filename_ \ >.zip  -- resource - group \ <_resource group name_ \ > -- name \ <_app 

name_\ > 

 

Writing to Diagnostic Logs with C# 

Install the NuGet package Microsoft.Extensions.Logging.AzureAppServices. Add the appropriate provider to the logging 

system: 

// Program.cs  

using Microsoft.Extensions.Logging ;  

 

public static IHostBuilder CreateHostBuilder(string[] args) =>  

    Host.CreateDefaultBuilder(args)  

        .ConfigureLogging(builder => builder.AddAzureWebAppDiagnostics() )  

        .ConfigureWebHostDefaults(webBuilder =>  

        {  

            webBuilder.UseStartup<Startup>();  

        });  

 

In code, reference the ILogger  as usual, with dependency injection.  

    public class HomeController : Controller  

    {  

        private readonly ILogger<HomeController> _logger;  

 

        public HomeController(ILogger<HomeController> logger)  

        {  

            _logger = logger;  

            _logger.LogError("TESTING LOGGING");  

        }  

 

 // your code hereé 

    }  



 

 

install asp net core logging integration site extension 

https://www.visualstudiogeeks.com/devops/installing-aspnet-core-site-extensions-for-azure-app-service-using-arm 

https://nugetmusthaves.com/Package/Microsoft.AspNetCore.AzureAppServices.SiteExtension 

 

 

Deploy Code to a Web App 

Skill: deploy code to a web app 

https://docs.microsoft.com/en-us/learn/modules/publish-azure-web-app-with-visual-studio/ 

https://docs.microsoft.com/en-us/learn/modules/stage-deploy-app-service-deployment-slots/ 

https://docs.microsoft.com/en-us/azure/app-service/deploy-staging-slots#Auto-Swap 

https://docs.microsoft.com/en-us/azure/app-service/deploy-staging-slots#specify-custom-warm-up 

https://docs.microsoft.com/en-us/learn/modules/stage-deploy-app-service-deployment-slots/ 

For Azure App Services, Azure supports publishing your web app through deployment-as-code to the underlying services 

either directly to a runtime stack, or as a Docker container. Before configuring automated deployment, you first need to 

create an Azure app service plan in a resource group, and a web app in the app service. This can be done through the 

Azure Portal using the usual +Create a resource wizard approach. 

Azure supports automated-deployment directly from several sources:  

¶ Azure Repos (part of Azure DevOps) 

¶ GitHub 

¶ Bitbucket 

https://www.visualstudiogeeks.com/devops/installing-aspnet-core-site-extensions-for-azure-app-service-using-arm
https://nugetmusthaves.com/Package/Microsoft.AspNetCore.AzureAppServices.SiteExtension
https://docs.microsoft.com/en-us/learn/modules/publish-azure-web-app-with-visual-studio/
https://docs.microsoft.com/en-us/learn/modules/stage-deploy-app-service-deployment-slots/
https://docs.microsoft.com/en-us/azure/app-service/deploy-staging-slots#Auto-Swap
https://docs.microsoft.com/en-us/azure/app-service/deploy-staging-slots#specify-custom-warm-up
https://docs.microsoft.com/en-us/learn/modules/stage-deploy-app-service-deployment-slots/


¶ OneDrive 

¶ Dropbox 

You authorize Azure App Service to retrieve code from the source repository and then you enable continuous 

deployment in Azure. You associate your web app to point to a branch of one of these repositories, and anytime the 

branch is updated, the update automatically deploys to your App Service web application.  

Go to Azure Portal > App Services > your App Service > Deployment > Deployment Center. 

 

Follow the wizard: 

1. Define the source control where we are storing our code. Scroll down under Continuous Deployment (CI / CD) 

and choose one of the sources listed, and then click the Authorize button. 

  



2. ²ƘƻΩǎ ƎƻƛƴƎ ǘƻ ōǳƛƭŘ ǘƘŜ ŎƻŘŜΚ CƻǊ ŜȄŀƳǇƭŜΣ ǿƘŀǘ ǎŜǊǾƛŎŜ ǿƛƭƭ Řƻ ŀ ŎƻƳǇƛƭŜ ƻƴ ƻǳǊ Φb9¢ ŀǇǇƭƛŎŀǘƛƻƴΚ Click one of 

the build service choices, and click Continue. 

 
3. Click Finish. That will kick off the first deployment.  

 

Azure also supports manual deployment:  

¶ Git 

¶ CLI (az webapp up) 

¶ zip deploy 

¶ WAR deploy (Java) 

¶ Visual Studio 

¶ FTP 

Deployment Slots 

 

https://docs.microsoft.com/en-gb/learn/modules/understand-app-service-deployment-slots/ 

Within a single Azure App Service web app, you can create multiple deployment slots. Each slot is a separate instance of 

that web app, and it has a separate hostname. However, each slot shares the resources of the App Service plan. You can 

deploy a different version of your web app into each slot. One slot is the production slot. This slot is the web app that 

users see when they connect. When ready to put a new app version into production, deploy it by swapping its slot with 

the production slot. Unlike a code deployment, a slot swap is instantaneous. If necessary, you can roll back the version 

by swapping the slots back.  

The initial delay for compilation and other server actions before the first page is delivered is called a cold start. You can 

avoid a cold start by using slot swaps to deploy to production. When you swap a slot into production, you "warm-up" 

the app because your action sends a request to the root of the site to ensure that all compilation and caching tasks 

finish, and the site responds as fast as if it had been deployed for days. When you swap two slots, the app's 

configuration settings travels to the new slot. You can override this by configuring them as slot settings. 

You can create a new slot or you can clone another slot. After you clone the settings, the configuration of the two slots 

can be changed independently. Although you can clone settings to a new slot, you can't clone content. The new slot is 

https://docs.microsoft.com/en-gb/learn/modules/understand-app-service-deployment-slots/


effectively a separate web app with a different hostname. You can control access to a slot by using IP address 

restrictions. 

The swap-with-preview feature helps you discover problems before your app goes live into production. The swap 

proceeds in two phases so you can test the app in the source slot to make sure it works with the target slot 

configuration. If you find no problems, the hostnames for the two sites are swapped. 

Auto swap brings swap-based deployment to automated deployment pipelines. When you configure a non-production 

slot for auto swap, Azure automatically swaps it whenever you push code into that slot. When you use auto swap, you 

can't test the new app version in the staging slot before the swap. To address this, you can deploy to a separate slot 

that's dedicated for testing. 

Some apps might require custom warm-up actions before the swap. The applicationInitialization configuration element 

in web.config lets you specify custom initialization actions. The swap operation waits for this custom warm-up to finish 

before swapping with the target slot. 

<system.webServer>  

    <applicationInitialization>  

        <add initializationPage ="/"  hostName ="[app hostname]"  />  

        <add initializationPage ="/Home/About"  hostName ="[app hostname]"  />  

    </applicationInitialization>  

</system.webServer>  

 

Web App Settings including SSL, API, and Connection Strings 

Skill: configure web app settings including SSL, API, and connection strings 

https://docs.microsoft.com/en-gb/learn/modules/configure-web-app-settings/ 

https://docs.microsoft.com/en-gb/learn/modules/configure-web-app-settings/2-configure-application-settings 

https://docs.microsoft.com/en-gb/learn/modules/configure-web-app-settings/6-configure-security-certificates 

Configuration of app services, including app settings and connection strings, can be done through the Azure Portal, or 

scripted using JSON. In the Portal, click on the desired app service, and select Settings > Configuration. 

 

https://docs.microsoft.com/en-gb/learn/modules/configure-web-app-settings/
https://docs.microsoft.com/en-gb/learn/modules/configure-web-app-settings/2-configure-application-settings
https://docs.microsoft.com/en-gb/learn/modules/configure-web-app-settings/6-configure-security-certificates


 

 

Configure web app security with SSL 

To use HTTPS to secure your connection, you need to upload an SSL certificate to the web application in Azure. To use 

SSL, you need to be using at least the Basic tier service plan type. Public vs. private certificates (managed vs. 

unmanaged) ς we can purchase from a certificate authority such as VeriSign, or we can generate private certificates 

ǳǎƛƴƎ ƻǳǊ ƻǿƴ ŎŜǊǘƛŦƛŎŀǘŜ ŀǳǘƘƻǊƛǘȅΦ LǘΩǎ ŀ ƳŀǘǘŜǊ ƻŦ ǘǊǳǎǘ ς will the client devices trust a private certificate?   In the 

properties of your app service plan, you can enforce HTTPS and TLS (transport layer security). 

To add an SSL certificate to your App Service, in the portal go to TLS/SSL settings for you App Service. You can access 

these settings in the Configuration menu on the Settings section in the App Service blade.  

 



If you set a variable in this section that matches a variable in Web.config or appsettings.json files, the value of the 

variables in the configuration files will be replaced with the value in your Azure Web App settings.1 

Configure Database Connection String 

¢ƻ ƎŜǘ ŀ ŎƻƴƴŜŎǘƛƻƴ ǎǘǊƛƴƎ ŦƻǊ ŀƴ !ȊǳǊŜ {v[ ŘŀǘŀōŀǎŜΣ ŎƭƛŎƪ ƻƴ άǎƘƻǿ ŘŀǘŀōŀǎŜ ŎƻƴƴŜŎǘƛƻƴ ǎǘǊƛƴƎǎέΦ 

 

¢ƘŜƴ Ǝƻ ǘƻ ά/ƻƴƴŜŎǘƛƻƴ ǎǘǊƛƴƎǎέ ǳƴŘŜǊ {ŜǘǘƛƴƎǎκ/ƻƴŦƛƎǳǊŀǘƛƻƴ ŦƻǊ ȅƻǳǊ !ǇǇ {ŜǊǾƛŎŜΦ  

 

Then give the connection string a name, paste in your connection string and put in your password, and then select a 

database type. 

 

 



Autoscaling  

Skill: implement autoscaling rules, including scheduled autoscaling, and autoscaling by operational or system metrics 

https://docs.microsoft.com/en-us/learn/modules/app-service-autoscale-rules/ 

https://docs.microsoft.com/en-us/learn/modules/app-service-scale-up-scale-out/  

https://docs.microsoft.com/en-us/learn/modules/scale-apps-app-service/ 

Autoscaling is a feature of the App Service Plan used by the web app. 

Autoscaling requires you to configure autoscale rules. Autoscaling performs scaling in and out, as opposed to scaling up 

and down. Autoscaling doesn't have any effect on the CPU power, memory, or storage capacity, it only changes the 

number of web servers. Autoscaling makes its decisions based on rules that specify the threshold for a metric, and 

triggers an autoscale event (change number of web servers).  

Autoscaling is integrated with Azure Monitor. This means we can configure Azure Monitor to send out notifications 

when scaling events are triggered.  

 

Important: when adding a rule to scale out based on a condition, remember to add a corresponding rule to scale back in 

when the condition is over. 

Scheduled Autoscaling  

Scale to a specific instance count according to a schedule.  

 

Go to App Service  >  Scale out (App Service plan)  >  Custom autoscale  >  +Add a scale condition 

https://docs.microsoft.com/en-us/learn/modules/app-service-autoscale-rules/
https://docs.microsoft.com/en-us/learn/modules/app-service-scale-up-scale-out/
https://docs.microsoft.com/en-us/learn/modules/scale-apps-app-service/


 

 

Scaling by Operational Metrics or System Metrics  

!ǎ ōŜŦƻǊŜ ǿƛǘƘ ǎŎƘŜŘǳƭŜŘ ŀǳǘƻǎŎŀƭƛƴƎΣ ōǳǘ ǘƘƛǎ ǘƛƳŜ ǿƘŜƴ ȅƻǳ άҌ!ŘŘ ŀ ǎŎŀƭŜ ŎƻƴŘƛǘƛƻƴέΣ ŎƘƻƻǎŜ ǘƘŜ ά{ŎŀƭŜ ōŀǎŜŘ ƻƴ ŀ 

ƳŜǘǊƛŎέ ǊŀŘƛƻ ōǳǘǘƻƴΦ 

 

For example, the metric could be CPU percentage  

 

{ŜǘǘƛƴƎ ǘƘŜ ŘǳǊŀǘƛƻƴ ǘƻ мл ƳƛƴǳǘŜǎ ƛǎ ŘƻƴŜ ǎƻ ǘƘŀǘ ƛǘ ŘƻŜǎƴΩǘ ǎŎŀƭŜ ƛƳƳŜŘƛŀǘŜ ŦƻǊ ŀƴ ŀƴƻƳŀƭȅ ǎǳŎƘ ŀǎ ŀ ƳƻƳŜƴǘŀǊȅ ǎǇƛƪŜ 

ƛƴ ǳǎŀƎŜΦ ²Ŝ ŘƻƴΩǘ ǿŀƴǘ ƛǘ ǘƻ ǎŎŀƭŜ ǳƴƴŜŎŜǎǎŀǊƛƭȅΦ  



 

We need to make sure we have both a scale out rule and a scale in rule to return things back to normal. 

A custom implementation would collect operational and system metrics, analyze the metrics, and then scale resources 

accordingly. 

Scale based on a metric, such as the length of the disk queue, or the number of HTTP requests awaiting processing 

System metrics are measurement types found in the system. 

 

1.3 Implement Azure functions  

Å create and deploy Azure Function apps  

Å implement input and output bindings for a function  

Å implement function triggers by using data operations, timers, and webhooks  

Å implement Azure Durable Functions  

Å implement custom handlers  

 

 

https://docs.microsoft.com/en-us/azure/azure-functions/functions-host-json 

https://docs.microsoft.com/en-us/learn/paths/create-serverless-applications/ 

https://docs.microsoft.com/en-us/azure/azure-functions/functions-bindings-error-pages?tabs=csharp 

 (link to Azure Functions error handling and retries) 

Azure Functions allow you to host business logic that can be executed without managing or provisioning infrastructure. 

With traditional enterprise architecture, you need to consider server hardware infrastructure provisioning and 

maintenance up front. With serverless computing, this is delegated to the cloud provider letting you focus completely on 

building the app logic. 

Every Azure function has its own function.json file, which defines the trigger and provides configuration information 

such as bindings. Functions have one trigger, and any number of bindings. 

https://docs.microsoft.com/en-us/azure/azure-functions/functions-host-json
https://docs.microsoft.com/en-us/learn/paths/create-serverless-applications/
https://docs.microsoft.com/en-us/azure/azure-functions/functions-bindings-error-pages?tabs=csharp


The host.json metadata file contains global configuration options that affect all functions for a function app.  

Create and deploy Azure Function apps  

Skill: create and deploy Azure Function apps 

https://docs.microsoft.com/en-us/azure/azure-functions/functions-core-tools-reference 

https://docs.microsoft.com/en-us/azure/azure-functions/functions-run-local 

https://docs.microsoft.com/en-us/azure/azure-functions/functions-reference 

https://docs.microsoft.com/en-us/learn/paths/create-serverless-applications/ 

https://docs.microsoft.com/en-us/learn/modules/create-serverless-logic-with-azure-functions/ 

https://docs.microsoft.com/en-us/learn/modules/create-serverless-logic-with-azure-functions/3-create-an-azure-

functions-app-in-the-azure-portal 

https://docs.microsoft.com/en-us/azure/azure-functions/functions-create-your-first-function-visual-studio 

https://docs.microsoft.com/en-us/azure/azure-functions/functions-scale 

 

 

Functions are hosted in an execution context called a function app. Function apps are used to logically group Azure 

Functions and link them to a hosting plan and a storage account.  

Hosting plan options: app service plan, consumption plan, premium plan, dedicated plan, ASE, Kubernetes. 

https://docs.microsoft.com/en-us/azure/azure-functions/functions-core-tools-reference
https://docs.microsoft.com/en-us/azure/azure-functions/functions-run-local
https://docs.microsoft.com/en-us/azure/azure-functions/functions-reference
https://docs.microsoft.com/en-us/learn/paths/create-serverless-applications/
https://docs.microsoft.com/en-us/learn/modules/create-serverless-logic-with-azure-functions/
https://docs.microsoft.com/en-us/learn/modules/create-serverless-logic-with-azure-functions/3-create-an-azure-functions-app-in-the-azure-portal?pivots=javascript
https://docs.microsoft.com/en-us/learn/modules/create-serverless-logic-with-azure-functions/3-create-an-azure-functions-app-in-the-azure-portal?pivots=javascript
https://docs.microsoft.com/en-us/azure/azure-functions/functions-create-your-first-function-visual-studio
https://docs.microsoft.com/en-us/azure/azure-functions/functions-scale


 

 

To create a Function App from the Azure Portal: 

Create a resource > Compute > Function App 

Create Function App page > Enter basic settings > Review + create > Create 

 

From Azure CLI: 

az functionapp create - g MyResourceGrp - p My AppService Plan - n My Func AppName - s MyStorageAcct  

After the Function App has been created, you can publish Azure Functions to it. 

From VSCode and command line, there is now a Func command. First install Azure func core tools: 

npm i azure - functions - core - tools  

 

Initialize the function app: 

func init MyFunctionProject  

This will create a folder named MyFunctionProject and will initialize the project MyFunctionApp.csproj . You will be 

ǇǊƻƳǇǘŜŘ ŦƻǊ ƛƴƛǘƛŀƭƛȊŀǘƛƻƴ ǇŀǊŀƳŜǘŜǊǎ ǎǳŎƘ ŀǎ ǊǳƴǘƛƳŜ όŘƻǘƴŜǘΣ ƴƻŘŜΣ ǇȅǘƘƻƴΣ Χύ 

Then change directory and create the function: 

cd MyFunctionProject  

func new  

 

You will be prompted for the function creation parameters such as template όƘǘǘǇ ǘǊƛƎƎŜǊΣ ǘƛƳŜǊΣ Χύ, function name. 

 

Input/Output Bindings 

Skill: implement input and output bindings for a function 

https://docs.microsoft.com/en-us/learn/modules/chain-azure-functions-data-using-bindings/ 

Bindings provide a declarative way to connect to data from within your code. The type of binding defines where we are 

reading or sending data. A binding type can be used as an input, an output or both. However not all types support both 

input and output. An Azure Function can have multiple input and output binding. 

https://docs.microsoft.com/en-us/learn/modules/chain-azure-functions-data-using-bindings/


 

Common binding properties: Name, Type, Direction. 

Bindings are defined in JSON. A binding is configured in your function's configuration file, which is named function.json 

and lives in the same folder as your function code. ¢ƘŜ bŀƳŜ ǇǊƻǇŜǊǘȅ ƛǎ Ƙƻǿ ȅƻǳǊ ŎƻŘŜ ŀŎŎŜǎǎŜǎ ǘƘŜ ōƛƴŘƛƴƎΩǎ ǾŀƭǳŜΦ 

For example:  

{  

  "bindings": [  

    {  

      "type": "httpTrigger",  

      "direction": "in",  

      "name": "Request",  

    },  

    {  

      "type": "http",  

      "direction": "out",  

      "name": "Response"  

    }  

  ]  

}  

 

Triggers 

Skill: implement function triggers by using data operations, timers, and webhooks 

https://docs.microsoft.com/en-us/learn/modules/execute-azure-function-with-triggers/ 

A trigger is an object that defines how an Azure Function is invoked. Every function must have exactly one trigger 

associated with it. 

 

Data Operations 

Blob, Queue, Cosmos DB and Event Hub trigger types are examples of data operation triggers. For example, a blob 

trigger is a trigger that executes a function when a file is uploaded or updated in Azure Blob storage. Blob triggers have a 

Path setting. For example  

samples - workitems/{name}  

 

The first part, samples-workitems, represents the blob container that the trigger monitors. The second part, {name} 

means that every type of file will cause the trigger to invoke the function. The name represents a parameter in your 

Azure function that receives the name of the added file. 

https://docs.microsoft.com/en-us/learn/modules/execute-azure-function-with-triggers/


 

Timers 

 A timer trigger is a trigger that executes a function at a consistent interval. Timer triggers can be used to implement 

scheduled tasks. You supply two pieces of information: timestamp parameter name, a schedule (CRON expression). A 

CRON expression consists of:  

{second} {minute} {hour} {day} {month} {day of the week}   

 

For example, a CRON expression to create a trigger that executes every five minutes looks like:  

0 */5 * * * *  

 

CRON expression special characters:  

¶ Asterisk * means select every value in a field 

¶ Comma , separates items in a list 

¶ Hyphen ς specifies a range 

¶ Slash / specifies an increment 

 

Webhooks ς HTTP Request Triggers  

 

https://docs.microsoft.com/en-us/learn/modules/monitor-github-events-with-a-function-triggered-by-a-webhook/ 

HTTP triggers can be used to respond to webhooks. You supply a webhook callback to a third-party app. The callback will 

be used to call your HTTP trigger Azure Function. 

Note: In addition to responding to webhooks, HTTP triggers can also be used to implement APIs (out of scope). 

HTTP triggers let you customize the HTTP method (GET, POST), and the Route to control the URL of your Function. For 

example: 

{  

    "bindings" : [  

     {  

         "type" : "httpTrigger" ,  

         "name" : "req" ,  

         "direction" : "in" ,  

         "methods" : [ "get"  ],  

         "route" : "products/{category:alpha}/{id:int?}"  

     },  

     {  

         "type" : "http" ,  

         "name" : "res" ,  

         "direction" : "out"  

     }  

    ]  

}  

 

https://docs.microsoft.com/en-us/learn/modules/monitor-github-events-with-a-function-triggered-by-a-webhook/


HTTP triggers can be secured by requiring an authorization key with one of three authorization levels: 

¶ Anonymous: no key required 

¶ Function: key per function 

¶ Admin: key per function app 

Example: 

[ FunctionName( "HttpTriggerCSharp" ) ]  

public  static  async  Task<IActionResult> Run(  

    [HttpTrigger( AuthorizationLevel.Function , "get" , "post" , Route = null )] HttpRequest req, ILogger log)  

{  

    string  name = req.Query[ "name" ];  

     

    string  requestBody = String.Empty;  

    using  (StreamReader streamReader =  new  StreamReader(req.Body))  

    {  

        requestBody = await  streamReader.ReadToEndAsync();  

    }  

    dynamic  data = JsonConvert.DeserializeObject(requestBody);  

    name = name ?? data?.name;  

     

    return  name;  

}  

 

 Durable Functions 

Skill: implement Azure Durable Functions  

https://docs.microsoft.com/en-us/learn/modules/create-long-running-serverless-workflow-with-durable-functions/ 

 

Durable Functions enables you to implement stateful function workflows in a serverless-environment. These stateful 

workflows are called orchestrations, and are defined using an orchestration function.  

The programming model for durable functions consists of three function types: Client, Orchestrator, and Activity. 

¶ Client functions are the entry point. When triggered, they initiate a new orchestration. 

¶ Orchestrator functions describe how actions are executed, and the order in which they are run. 

¶ Activity functions are the basic units of work in a durable function orchestration. 

Durable functions implement many common workflow patterns including function chaining, fan out/fan in, async HTTP 

API, Monitor, Human Interaction. 

Chaining 

 

Chaining orchestrates each of the desired functions in order to have the output of one function act as the input of the 

next. 

Fan out/fan in 

https://docs.microsoft.com/en-us/learn/modules/create-long-running-serverless-workflow-with-durable-functions/


 

Fan out/in has a single orchestrator function execute multiple functions to execute in parallel (fan out), and then wait 

until they are all complete, and aggregate the results together (fan in).  

 

Async HTTP APIs 

 

Async HTTP is when the API addresses the problem of coordinating the state of long-running operations with external 

clients, by redirecting the external clients to an endpoint where they can use polling to learn when the operation is 

finished. 

Monitor 

 

Monitor refers to a flexible, recurring process in a workflow that checks to see when something is completed. An 

example is polling until specific conditions are met. 

 

Human interaction (requiring manual intervention) 

 

Human interaction is when durable functions are used to trigger a process to notify a party and require their 

intervention for the process to proceed. If no response is received within a timeframe, then other rules can be applied.  

Aggregator (Stateful Entities) 



 

Aggregator is when the API aggregates event data over a period of time into a single, addressable entity. 

 

Implement custom handlers 

Skill: implement custom handlers 

https://docs.microsoft.com/en-us/azure/azure-functions/functions-custom-handlers 

https://azure.microsoft.com/en-ca/updates/azure-functions-custom-handlers-are-now-generally-available/ 

https://www.youtube.com/watch?v=-2mAFSNCP-I 

https://www.youtube.com/watch?v=RPCEH247twU 

Every Functions app is executed by a language-specific handler. While Azure Functions supports many language handlers 

by default, there are cases where you may want to use other languages or runtimes. Custom handlers are lightweight 

web servers that receive events from the Functions host. Any language that supports HTTP primitives can implement a 

custom handler. 

 

An Azure Function implemented as a custom handler must configure the host.json, local.settings.json, and function.json 

files. There is also a proxies.json file. 

A custom handler is defined by configuring the host.json file with details on how to run the web server via the 

customHandler section. Use the arguments array to pass any arguments to the executable. Arguments support 

expansion of environment variables (application settings) using %% notation. 

Sample host.json custom handler section: 

{  

  "version": "2.0",  

  " customHandler ": {  

    " description ": {  

https://docs.microsoft.com/en-us/azure/azure-functions/functions-custom-handlers
https://azure.microsoft.com/en-ca/updates/azure-functions-custom-handlers-are-now-generally-available/
https://www.youtube.com/watch?v=-2mAFSNCP-I
https://www.youtube.com/watch?v=RPCEH247twU


      " defaultExecutablePath ": "app/handler.exe",  

      "arguments": [  

        " -- database - connection - string",  

        "%DATABASE_CONNECTION_STRING%" 

      ],  

      "workingDirectory": "app"  

    }  

  }  

}  

 

 

defaultExecutablePath The executable to start as the custom handler process. 

workingDirectory The working directory in which to start the custom handler process.  

arguments An array of command line arguments to pass to the custom handler process. 

 

local.settings.json defines application settings used when running the function locally. As it may contain secrets, 

local.settings.json should be excluded from source control. In Azure, use application settings instead. For custom 

handlers, set FUNCTIONS_WORKER_RUNTIME to Custom in local.settings.json. 

Sample local.settings.json: 

{  

  "IsEncrypted": false,  

  "Values": {  

    "FUNCTIONS_WORKER_RUNTIME": "Custom"  

  }  

}  

 

When used with a custom handler, the function.json contents are no different from how you would define a function 

under any other context. The only requirement is that function.json files must be in a folder named to match the 

function name. 

Request Payload the Functions host sends an HTTP post request to the custom handler with a payload in the body. The 

payload includes a JSON structure with two members: Data and Metadata. The Data member includes keys that match 

input and trigger names as defined in the bindings array in the function.json file. The Metadata is generated from the 

event source. 

Example: 

{  

  "Data" : {  

    "myQueueItem" : "{ message: \ "Message sent \ " }"  

  },  

  "Metadata" : {  

    "DequeueCount" : 1,  

    "ExpirationTime" : "2019 - 10- 16T17:58:31+00:00"  

  }  

}  

 

Response Payload The function responses are formatted as key/value pairs. Supported keys include:  



Outputs response values as defined by the bindings array in function.json 
 

Logs ǘƘŜ CǳƴŎǘƛƻƴΩǎ ƛƴǾƻŎŀǘƛƻƴ ƭƻƎ 
 

ReturnValues configured as $return in the function.json file 
 

Example: 

{  

  "Outputs" : { "res" : "Message enqueued" },  

  "Logs" : [ "Log message 1" , "Log message 2" ],  

  "ReturnValue" : "{ \ "hello \ ": \ "world \ "}"  

}    



2. Develop for Azure storage (1 5-20%)  

https://docs.microsoft.com/en-us/azure/storage/common/storage-account-overview 

https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy 

https://docs.microsoft.com/en-gb/learn/modules/explore-azure-blob-storage/5-azure-storage-redundancy 

A storage account is a cloud repository for blobs, files, queues, tables.  

FYI: Storage accounts can also be used to contain unmanaged disks. Unmanaged disks are created and managed by you. Azure Managed Disks are 

managed by Microsoft Azure. Compared to unmanaged disks, Azure-managed disks provide better scalability for VMs with VM scale sets, and breaks the 

limit of 20,000 IOPS per storage account, which will impact the number of VMs that can be created per storage account. Azure Managed Disks are 

recommended by Microsoft. OUT OF SCOPE 

Storage accounts have 4+2 storage redundancy options:  

¶ Local (LRS) ς multiple copies of data in one data center made synchronously  

¶ Zone (ZRS) ς multiple copies in multiple data centers within a region  

¶ Geo (GRS) ς multiple copies in multiple regions  

o 3 copies in one data center within the primary region using LRS  

o 3 async copies in secondary region using LRS 

¶ Geo-zone (GZRS) ς multiple copies in multiple regions  

o 3 copies in separate data centers within the primary region using ZRS 

o 3 async copies in secondary region using LRS 

¶ Read-Access Geo (RA-GRS) ς same as GRS but with ability to read from replicas 

¶ Read-Access Geo-zone (RA-GZRS) ς same as GZRS but with ability to read from replicas 

note: zone = data center = availability zone 

 

LRS: ZRS: 

 

 
 

 

https://docs.microsoft.com/en-us/azure/storage/common/storage-account-overview
https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy
https://docs.microsoft.com/en-gb/learn/modules/explore-azure-blob-storage/5-azure-storage-redundancy


GRS: GZRS: 

 

 

 

The hot and cool tiers support all redundancy options. The archive tier supports only LRS, GRS, and RA-GRS. 

 

 

2.1 Develop solutions that use Cosmos DB storage  

Å select the appropriate API  and SDK  for your solution  

Å implement partitioning schemes and partition keys  

Å set the appropriate consistency level for operations  

Å perform operations on data and Cosmos DB containers  

Å manage change feed notification  

 

https://docs.microsoft.com/en-us/learn/paths/az-204-develop-solutions-that-use-azure-cosmos-db/ 

Azure Cosmos DB is an enterprise grade non-relational database. At the lowest level, all data in any Azure Cosmos DB is 

stored in an ARS (atom-record-sequence) format, allowing Cosmos DB to achieve multi-modal database functionality. 

An Azure Cosmos DB account contains a unique DNS name. It is the fundamental unit of global distribution and high 

availability. It connects your usage to your Azure subscription for billing purposes. An Azure Cosmos DB account is a 

container for one or more databases which are in turn containers for one or more collections. A collection contains 

documents. A document is an unstructured set of key/value pairs, read and written in JSON format.  

The hierarchy of different entities: 

https://docs.microsoft.com/en-us/learn/paths/az-204-develop-solutions-that-use-azure-cosmos-db/


 

 

Comparing Azure Cosmos DB to SQL server: 

 

Azure Cosmos DB 
 

 SQL Server analogy 

cosmos db account is like sql server host server 

database is like database 

collection (aka container) is like table 

document is like record 

unstructured key/value pair is like column value (attribute) of a record 

 

 

Example: create a Cosmos DB account using Azure CLI. 

# create a cosmos db account (defaults to sql api)  

az cosmosdb create -- name pluralsight -- resource - group pluralsight  

 

# create a sql database  

az cosmosdb sql database create -- account - name pluralsight  

    -- name sampledb  

 

# create a sql database container  

az cosmosdb sql container create -- resource - group pluralsight  

    -- account - name pluralsight -- database - name sampledb  

    -- name samplecontainer -- partition - key -path ñ/employeeidò 

 

 



Select Appropriate API and SDK 

Skill: select the appropriate API and SDK for your solution 

https://docs.microsoft.com/en-us/learn/modules/choose-api-for-cosmos-db/ 

API 

The API is chosen when creating the Cosmos DB account and determines the type of account to create. Azure Cosmos 

DB provides five main APIs (plus etcd) to suit the needs of your application, each of which currently requires a separate 

account:  

SQL (Core) relational  the default API. You can query the hierarchical JSON documents with a SQL-like language. The 
SQL API is the preferred choice for JSON documents. 

MongoDB 
 

document  allows existing MongoDB SDK clients to interact with the data as if it was an actual MongoDB 
database. MongoDB supports JSON documents. 

Cassandra 
 

SQL-like Allows you to query using the Cassandra Query Language (CQL). Not relational (no joins). 

Azure Table NoSQL  provides support for applications that are written for Azure Table Storage. Querying is by 
OData and LINQ queries in code, and the original REST API for GET operations. 

Gremlin  
 

graph  provides a graph-based view over the data. You typically use a traversal language to query a 
graph database, and Azure Cosmos DB supports the Gremlin language (Apache Tinker pop). 

Etcd Kubernetes Etcd API allows you to access the key-value items in the Kubernetes Etcd configuration folder 
 

 

SQL API is the preferred data model if you are creating a new application. If you're working with graphs or tables, or 

migrating your MongoDB or Cassandra data to Azure, select relevant data models: 

Scenario SQL (Core) MongoDB Cassandra Azure Table Gremlin 

New projects being created from scratch      

Existing MongoDB, Cassandra, Azure 
Table, or Gremlin data 

     

Analysis of the relationships between 
data 

     

All other scenarios 
 

     

 

SDK 

Data is stored in JSON documents in Azure Cosmos DB. Documents can be created, retrieved, replaced, or deleted in the 

portal, or programmatically. Azure Cosmos DB provides client-side SDKs for .NET, .NET Core, Java, Node.js, and Python, 

each of which supports these operations. 

Selecting an SDK: 

¶ SQL API utilize the latest Cosmos DB SDK for your platform  

¶ MongoDB, Cassandra, and Gremlin ǳǎŜ ŎǳǊǊŜƴǘ {5YΩǎ ŦƻǊ ǘƘƻǎŜ !tLΩǎ  

¶ Azure Table API leverage the current Table Storage SDK 

.NET starts with the Microsoft.Azure.DocumentDB NuGet package. This is the client library (SDK) for Azure Cosmos DB 

DocumentDB (SQL) API. In code: 

https://docs.microsoft.com/en-us/learn/modules/choose-api-for-cosmos-db/


 

using Microsoft.Azure.Documents.Client;  

 

string endpoint = ñhttps://whateverò;  // from portal ï put in appsettings.json  

string key = ñqwertyuiop1234567890ò;  // from portal ï put in appsettings.json  

DocumentClient dc = new DocumentClient(new Uri(endpoint), key);  

var uri = UriFactory(ñmy- database -nameò, ñmy- collection -nameò); 

var result = dc.CreateDocumentCollectionUri(uri, partitionkeyValue)  

.GetAwaiter()  

.GetResult();  

var query = dc.CreateDocumentQuery<EmployeeModel>(uri, myOptions)  

 .Where(e => e.LastName == ñJackò); 

foreach (var employee in query)  

{  

 Console.WriteLine(employee);  

}  

 

Partitioning Keys and Schemes 

Skill: implement partitioning schemes and partition keys 

https://docs.microsoft.com/en-us/learn/modules/monitor-and-scale-cosmos-db/ 

https://docs.microsoft.com/en-us/learn/modules/create-cosmos-db-for-scale/4-how-to-choose-a-partition-key 

A partition key is a document property that defines the partition strategy. It's set when you create a container and can't 

be changed. 

Understand the following key metrics: 

¶ Total requests made per second 

¶ Total throughput, the rate at which data is processed measured in Request Units per second (RU/s) 

¶ Total storage, measured in kilobytes (KB) 

An RU is the amount of CPU, disk I/O, and memory required to read 1 KB of data in 1 second. The cost to do a point 

read, which is fetching a single item by its ID and partition key value, for a 1 KB item is 1 RU. When you create an Azure 

Cosmos DB collection, you configure a fixed maximum number of RUs. The sum of RUs that all of the operations 

consume in the collection must be less than this value. If you exceed this value, requests to the database are throttled. 

The partition key is used to automatically partition data among multiple servers for scalability. Choose a JSON property 

name that has a wide range of values and is likely to have evenly distributed access patterns. Partitioning is the 

distribution and grouping of your data across the underlying resources. Documents are grouped in a partition based on 

the value of the partition key. You specify the partition key when you create the collection. An effective partitioning 

strategy distributes data and access evenly across partitions. Querying documents from within the same partition is less 

expensive than querying across partitions. 

A partitioning strategy enables you to add more partitions to your database when you need them. This scaling strategy is 

called scale out or horizontal scaling, and is defined by a partition key. A partition key is the value by which Azure 

organizes your data into logical divisions and serves as the means of routing your request to the correct partition. It 

should be a value that does not change for the item, and it should have many different values represented (high 

cardinality) in the container. 

Partition key best choice: 

https://docs.microsoft.com/en-us/learn/modules/monitor-and-scale-cosmos-db/
https://docs.microsoft.com/en-us/learn/modules/create-cosmos-db-for-scale/4-how-to-choose-a-partition-key


¶ Have a high cardinality. This allows data to distribute evenly across all physical partitions. 

¶ Evenly distribute requests. Keeps the RU/s is evenly divided across all physical partitions. 

¶ Evenly distribute storage. Each partition can grow up to 20 GB in size. 

 

Logical partitions: A logical partition is a set of items within a container that share the same partition key. You can divide 

a container into pieces based on this partition key criteria. Each of these pieces is a logical partition. All items stored in a 

logical partition share the same partition key. A container can have as many logical partitions as it needs, but each 

partition is limited to 20GB of storage. Logical partitions are managed by Cosmos DB, but their use is governed by your 

partition key strategy. 

Physical partitions: a group of replicas of your data that is physically stored on the servers. A physical partition can 

contain one or more logical partitions. Physical partitions are managed entirely by Azure Cosmos DB. 

Replica Set: A physical partition contains multiple replicas of the data, known as a replica set. By having this data 

replicated, you enable your storage to be durable and fault tolerant. Replica sets are managed entirely by Azure Cosmos 

DB. 

Avoid hot partitions. A hot partition is accessed more than the other partitions. A partition key design that doesn't 

evenly distribute throughput requests can create hot partitions, which results in inefficient use of the total configured 

throughput. A good partition design avoids hot partitions. 

Other strategy considerations:  

¶ Throughput is distributed evenly across all of your physical partitions  

¶ Multi-item transactions require triggers or stored procedures  

¶ You will want to minimize cross-partition queries for heavier workloads  

¶ Decide upon a partition key strategy before creating your container 

The three indexing modes you can use with Azure Cosmos DB are: 

 

¶ Consistent: The index is updated synchronously every time a new document is written to the collection. New 

queries on the collection use the updated index immediately. Query results are consistent with the updated 

documents in the collection. 

¶ Lazy: The index is updated at a lower priority. The reads and writes from the collection take a higher priority. In 

lazy mode, writes are cheaper because the index isn't updated immediately. When the index is fully updated 

depends on the demands on the collection. Query results don't include the updated documents until the index is 

consistent with the collection. 

¶ None: No index is created. Queries are expensive on collections that aren't indexed. If you're using your Azure 

Cosmos DB collection to read records directly rather than querying the collection, it's possible to avoid the 

overhead of indexing. 

 

 



 

 Set Consistency Level 

Skill: set the appropriate consistency level for operations 

ά5ƛǎǘǊƛōǳǘŜŘ ŘŀǘŀōŀǎŜǎ ǘƘŀǘ ǊŜƭȅ ƻƴ ǊŜǇƭƛŎŀǘƛƻƴ ŦƻǊ ƘƛƎƘ ŀǾŀƛƭŀōƛƭƛǘȅΣ ƭƻǿ ƭŀǘŜƴŎȅΣ ƻǊ ōƻǘƘΣ Ƴǳǎǘ ƳŀƪŜ ŀ ŦǳƴŘŀƳŜƴǘŀƭ 

ǘǊŀŘŜƻŦŦ ōŜǘǿŜŜƴ ǘƘŜ ǊŜŀŘ ŎƻƴǎƛǎǘŜƴŎȅΣ ŀǾŀƛƭŀōƛƭƛǘȅΣ ƭŀǘŜƴŎȅΣ ŀƴŘ ǘƘǊƻǳƎƘǇǳǘΦέ 

  ς Microsoft Cosmos DB Documentation 

Azure Cosmos DB has five different consistency levels: strong, bounded staleness, session, consistent prefix, and 

eventual. 

 

 

Consistency Level Guarantees 

Strong Guarantees that reads get the most recent version of an item. Linearizability.  

Bounded Staleness Guarantees that a read has a max lag (either versions or time). Reads lag behind 

writes by at most k prefixes or t interval.  

Session Guarantees that a client session will read its own writes. Session consistency is 

scoped to a client session, and provides predictable consistency for that session.  

Consistent Prefix Guarantees that updates are returned in order. This level guarantees that you 

ŀƭǿŀȅǎ ǊŜŀŘ Řŀǘŀ ƛƴ ǘƘŜ ǎŀƳŜ ƻǊŘŜǊ ǘƘŀǘ ȅƻǳ ǿǊƻǘŜ ǘƘŜ ŘŀǘŀΣ ōǳǘ ǘƘŜǊŜΩǎ ƴƻ 

guarantee that you can read all the data. If writes were performed in the order A, 

B, C, then a client sees either A, A,B, or A,B,C, but never out of order like A,C or 

B,A,C.  

Eventual Provides no guarantee for order. Out of order reads. Use this consistency level if 

the order of the data is not essential for your application.  

 

Cosmos DB containers  

An Azure Cosmos container is the fundamental unit of scalability. A container is specialized into API-specific entities. An 

item can represent either a document in a collection, a row in a table, or a node or edge in a graph. 



 

 

SQL API Cassandra API MongoDB API Gremlin API Table API 

container Container Table Collection Graph Table 

item Item Row Document Node or edge Item 

 

A container is a schema-agnostic container of items. Items in a container can have arbitrary schemas. By default, all 

items that you add to a container are automatically indexed without requiring explicit index or schema management.  

Perform operations on data and Cosmos DB containers 

Skill: perform operations on data and Cosmos DB containers 

https://docs.microsoft.com/en-us/learn/modules/access-data-with-cosmos-db-and-sql-api/ 

Azure Cosmos DB uses SQL queries, just like SQL Server, to perform query operations. The returned results would be a 

JSON document. The source can also be reduced to a smaller subset. For instance, to enumerate only a subtree in each 

document, the subroot could then become the source, as shown in the following example: 

SELECT *  

  FROM Products.shipping  

 

Any defined valid JSON value that can be found in the source is considered for inclusion in the result of the query. For 

example: 

SELECT *  

  FROM Products.shipping.weight  

 

The JOIN clause lets you perform inner joins with the document and the document subroots. 

SELECT p.productId  

  FROM Products p  

  JOIN p.shipping  

 

the product IDs are returned for each product that has a shipping method. If you added a third product that didn't have 

a shipping property, the result would be the same because the third item would be excluded for not having a shipping 

property. 

Geospatial queries enable you to perform spatial queries using GeoJSON Points, allowing you to work with a Point, 

Polygon, or LineString. 

Stored procedures are written in JavaScript and are stored in a container on Azure Cosmos DB. Stored procedures are 

the only way to achieve atomic transactions within Azure Cosmos DB; the client-side SDKs do not support transactions. 

UDFs can be called only from inside queries. 

 

Manage change feed notification 

Skill: manage change feed notification 

https://docs.microsoft.com/en-us/learn/modules/access-data-with-cosmos-db-and-sql-api/


https://docs.microsoft.com/en-us/azure/cosmos-db/change-feed 

https://www.youtube.com/watch?v=sYkKXSTws4E 

Change feed in Azure Cosmos DB is a persistent record of changes to a container in the order they occur. While all other 

server-side programming approaches enable execution on the Cosmos DB engine, change feed processing enables you 

to react to data changes using server-side code outside of the Cosmos DB engine.  

Change feed enables you to be notified for any insert and update on your data. Deletes are not directly supported, but 

you can leverage a soft-delete flag. A change will appear exactly once in the change feed. Reading data from the 

database will consume throughput. Partition updates will be in order, but between partitions there is no guarantee. 

Change feed is not supported for the Azure Table API. 

You can trigger an Azure Function with a change feed and start a microservice to process the change.  

 

 

Another use-case for change feed is for creating a materialized view. 

 

Another use-case for change feed is to replicate data. 

https://docs.microsoft.com/en-us/azure/cosmos-db/change-feed
https://www.youtube.com/watch?v=sYkKXSTws4E


 

The change feed notification is a design pattern that triggers a notification or a call to an API, when an item is inserted or 

updated. You can selectively trigger a notification or send a call to an API based on specific criteria. While the Azure 

Function code would execute during each write and update, the notification would only be sent if specific criteria had 

been met. 

Note: change feed support is also available in Azure blob storage. The purpose of blob storage change feed is to provide 

transaction logs of all the changes to the blobs and the blob metadata. It provides an ordered, read-only log of these 

changes. Client applications can read these logs enabling you to build solutions that process change events occurring in 

your Blob Storage account at a low cost. 

 

2.2 Develop solutions that use blob storage  

Å move items in Blob storage between storage accounts or containers  

Å set and retrieve properties and metadata  

Å perform operations on  data  by  using the appropriate SDK  

Å implement storage policies , data archiving , and  retention  

 

 

Blobs are files for the cloud. Unlike a local file, blobs can be reached from anywhere with an internet connection via 

REST API over HTTP/HTTPS. Blobs store unstructured data: text files (text files, logs) and binary files (images, virtual 

disks). Blob storage is accessible by http or https protocol, not SMB or NFS like traditional file servers. 

 

There are three kinds of blobs:  

¶ block blobs composed of blocks of different sizes 

¶ append blobs support only appending new data 

¶ page blobs designed for random access reads and writes (512K pages) 



 

 

Blobs are stored in blob containers, which in turn are stored in storage accounts. 

 

 

 

There are three kinds of standard performance storage accounts: 

 

Omitting the legacy storage account kinds, we have the following standard and premium storage account kinds: 

 



 

Move Blob storage items between storage accounts or containers  

Skill: move items in Blob storage between storage accounts or containers 

There are several tools that you can use for performing these tasks: Azure Storage Explorer, AzCopy ς a command-line 

tool for performing bulk copy operations, Python, SSIS ς the SQL Server Integration Service Feature Pack for Azure can 

transfer data.  

However, none of these options provide a move operation. If you need to move blobs or containers between different 

locations, you need to perform a copy, and then delete the source. 

Azure CLI 

To copy blobs with the Azure CLI, use the az storage blob copy  command.  

#copy a single  blob  

az storage blob copy start  

    -- source - account - name   acct1   

    -- source - account - key    00000000  

    -- source - container      images  

    -- source - blob           pic .jpg  

    -- account - name          acct2   

    -- account - key           00000000  

    -- destination - container pics  

    -- destination - blob      pic .jpg  

#copy container with all  its blobs  

az storage blob copy start - batch   

    -- source - account - name   acct1  

    -- source - account - key    00000000  

    -- source - container      images  

 

    -- account - name          acct2  

    -- account - key           00000000  

    -- destination - container pictures  

 

 

AzCopy Command-line Utility 

The AzCopy command line utility has a copy command that allows you to copy between containers, storage accounts, 

and local directories. If you copy a directory instead of a single blob, you additionally specify the recursive flag set to true 

-- recursive=true . 

azcopy copy " <source - path> "  " <target - path> "  [ -- recursive=true ]  

 

To upload a local folder, you specify the local directory as the source, and the URL to a container, including its SAS, as 

the target.  

azcopy copy " C: \ Documents "  " https://mystorage url .com /mycontainer ?[SAS] " ïrecursive=true  

 

When you specify the source directory like this "C:\Documents", azcopy prefixes the blobs with the directory name 

ά5ƻŎǳƳŜƴǘǎέΦ If instead you use a star like this "C:\Documents\*" , azcopy will not prefix the blobs with a directory 

name. 

Copy a single blob between storage accounts by specifying both source and target urls. 

azcopy copy "https://url1.com/mycontainer/myfile.txt ?[SAS] " "https://url2.com/mycontainer/myfile.txt ?[SAS] "  

 

Copy all blobs from one container to another by using two container URLs. 

azcopy copy "https://url1.com/mycontainer 1?[SAS] " "https://url2.com/mycontainer 2?[SAS] "  ïrecursive=true  

 

Copy all containers from one storage account to another by using two storage account URLs. 

azcopy copy "https://url1.com ?[SAS] " "https://url2.com ?[SAS] " ïrecursive=true  

 



.NET Client Library 

You can also use the .NET client library to copy blobs, but that means you have to write code. 

 

Set and retrieve properties and metadata  

Skill: set and retrieve properties and metadata 

 

 

System properties are information that the storage service adds to storage resources, for example LastModified. Blobs 

and containers also support user-defined metadata in the form of key-value string pairs. Your apps can use metadata for 

anything you like. 

From Azure Portal, under Container/Settings, you can select Properties or Metadata. Under the Overview of a specific 

blob, you can access Properties. If you scroll down, you can access Metadata.  

If you point your browser at a blob, hit F12 > Network tab > Headers, you will see the properties as headers. These 

properties use standard HTTP header names. You can also see metadata as HTTP headers prefixed with x-ms-meta- 

 

 



Interact with data using the appropriate SDK  

Skill: perform operations on data by using the appropriate SDK 

https://docs.microsoft.com/en-us/dotnet/api/overview/azure/Storage.Blobs-readme 

The Blob storage API is REST-based and supported by client libraries in many popular languages including .NET, 

JavaScript, and PHP.  [ŜǘΩǎ look at .NET 

 

It lets you write apps that create and delete blobs and containers, upload and download blob data, and list the blobs in a 

container.  

 

 

 

You can set and retrieve properties and metadata in .NET. You need to reference the NuGet package 

Azure.Storage.Blobs and then, in code, you add the connection string of your storage account. Then you create a 

BlobClient. 

      BlobServiceClient blobServiceClient =  

          new BlobServiceClient(_connectionString );  // note: blob service == storage account  

      BlobContainerClient blobContainerClient =  

          blobServiceClient.GetBlobContainerClient(_blobContainerName);  

      BlobClient blobClient = blobContainerClient.GetBlobClient(_blobName);  

 

Using the blob client, you get properties and metadata  

BlobProperties blobProperties = await blobClient.GetPropertiesAsync();  

 

and you set properties and metadata. 

      await blobClient.SetHttpHeadersAsync(blobHttpHeaders);  

https://docs.microsoft.com/en-us/dotnet/api/overview/azure/Storage.Blobs-readme


      await blobClient.SetMetadataAsync(metadata);  

 

Important: properties that are not set are deleted, so get a properties object with all the properties, change the ones 

you want, and then set them all.  

You can also create and delete containers using the blob container object methods CreateIfNotExistsAsync() and 

DeleteIfExistsAsync(). 

When several users or processes simultaneously access the same storage account, Azure provides a leasing mechanism 

to handle contention. When you acquire a lease to a blob or container, you get exclusive write and delete access to that 

blob or container.  

Data archiving and retention ς hot, cool, and archive storage  

 

Azure provides three different access tiers with different price and performance: hot, cool, archive.  

¶ Hot: frequently accessed data. 

¶ Cool: infrequently accessed. Stored for at least 30 days. 

¶ Archive: rarely accessed and stored for at least 180 days. Available for blobs only ς cannot configure a Storage 

Account with this tier. 

Cooler tiers have lower storage costs, but higher access costs. Archive tier blobs are stored offline and must be 

rehydrated to access them ς rehydrating can take up to 15 hours with standard rehydration, or one hour with high 

priority rehydration ($$$).  

A default online access tier of Hot or Cool can be set for the storage account. The default is Hot. The archive access tier 

can only be set at the blob level. Block blob access Tier can be set to Hot, Cold, or Archive. 

 

Access Tiers are only available to Storage-V2 and (Legacy) BlobStorage accounts. 



 

From the Azure portal, you can set the access tier for the storage account by going to the storage account > Settings > 

Configuration. 

 

From Azure portal, you can set the access tier for a blob by going to the blob container and then selecting the blob. You 

can then change the tier to Hot, Cool, Archive. 

 

You can also change the tier using .NET: 

Await blobClient.SetAccessTierAsync(AccessTier.Cool);  

 

And from Azure CLI:  



az storage blob set - tier  

    -- account - key 12345  

    -- account - name myacct  

    -- container mycontainer  

    -- name mypic.jpg  

    -- tier Cool  

 

You can also change blob tier using lifecycle rules. Go to the storage account  >  Blob Service  >  Lifecycle Management  >  

+Add a rule 

 

Rehydrating Blob Data From Archive Tier 

There are two options for rehydrating archive tier blobs: 

¶ copy archived blob to an online tier (recommended option) 

¶ ŎƘŀƴƎŜ ŀ ōƭƻōΩǎ ŀŎŎŜǎǎ ǘƛŜǊ ǘƻ ƻƴƭƛƴŜΦ 

Priorities available for rehydration: 

¶ standard ς takes up to 15 hours 

¶ high priority ς may complete in under one hour if blob is under 10 GB in size. 

 

Implement storage policies  

Skill: implement storage policies, data archiving, and retention 

https://docs.microsoft.com/en-gb/learn/modules/manage-azure-blob-storage-lifecycle/ 

https://docs.microsoft.com/en-gb/learn/modules/manage-azure-blob-storage-lifecycle/3-blob-storage-lifecycle-policies 

https://docs.microsoft.com/en-us/azure/storage/blobs/storage-lifecycle-management-concepts?tabs=azure-portal 

https://www.youtube.com/watch?v=R_YrhDD47vk 

https://www.youtube.com/watch?v=XIBr4Cn26e8 

https://docs.microsoft.com/en-gb/learn/modules/manage-azure-blob-storage-lifecycle/
https://docs.microsoft.com/en-gb/learn/modules/manage-azure-blob-storage-lifecycle/3-blob-storage-lifecycle-policies
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-lifecycle-management-concepts?tabs=azure-portal
https://www.youtube.com/watch?v=R_YrhDD47vk
https://www.youtube.com/watch?v=XIBr4Cn26e8


 

Lifecycle Management Policies 

You want to automate blob transition between Hot, Cool, and Archive storage tiers. There is a default access tier for the 

entire blob storage account. 

 

But what if we have thousands of blobs across different containers and we want to instantiate retention policies such 

ǘƘŀǘ ǘƘŜ ŀŎŎŜǎǎ ǘƛŜǊ ǿƛƭƭ ŎƘŀƴƎŜ ŦǊƻƳ ǎŀȅ Ƙƻǘ ǘƻ Ŏƻƻƭ ƛŦ ǘƘŜ ŘƻŎǳƳŜƴǘ ƘŀǎƴΩǘ ōŜŜƴ ƳƻŘƛŦƛŜŘ ƛƴ ŀǘ least N number of days? 

²Ƙŀǘ ƛŦ ȅƻǳ ǿŀƴǘ ǘƻ Ǝƻ ŦǊƻƳ Ŏƻƻƭ ǘƻ ŀǊŎƘƛǾŜ ƛŦ ŦƛƭŜǎ ǊŜŀŎƘ ŀ ŎŜǊǘŀƛƴ ǘƘǊŜǎƘƻƭŘΚ ¢ƘŀǘΩǎ ǇŀǊǘ ƻŦ ǘƘŜ ƭƛŦŜ ŎȅŎƭŜ ƳŀƴŀƎŜƳŜƴǘΦ  

 

 

Dƻ ǘƻ !ŘŘ wǳƭŜҌ ŀƴŘ ǎŜǘ ǘƘŜ ǊŜǘŜƴǘƛƻƴ ŀƳƻǳƴǘǎ ǘƻ ŎǊŜŀǘŜ ǿƘŀǘΩǎ ŎŀƭƭŜŘ ǘƘŜ !Ŏǘƛƻƴ {ŜǘΦ 



 

 

Now we can filter within the storage account which blobs we want to apply with this rule definition.  

 

 

 

A lifecycle management policy is a collection of rules in a JSON document: 

{  

  "rules" : [  

    {  

      "name" : "rule1" ,  

      "enabled" : true ,  

      "type" : "Lifecycle" ,  

      "definition" : {  

        "filters" : {  

          "blobTypes" : [ "blockBlob"  ],  

          "prefixMatch" : [ "container1/foo"  ]  

        },  

        "actions" : {  

          "baseBlob" : {  

            "tierToCool" : { "daysAfterModificationGreaterThan" : 30 },  

            "tierToArchive" : { "daysAfterModificationGreaterThan" : 90 },  

            "delete" : { "daysAfterModificationGreaterThan" : 2555 }  

          },  

}  

    },  

    {  

      "name" : "rule2" ,  

      "type" : "Lifecycle" ,  

      "definition" : {...}  

    }  



  ]  

}  

 

Filters can be blobTypes, prefixMatch, blobIndexMatch. Actions can be tierToCool, enableAutoTierToHotFromCool, 

tierToArchive, delete. Run condition can be daysAfterModificationGreaterThan or daysAfterCreationGreaterThan. 

Storage Access Policies 

Storage access policies provide us with an additional level of control over SAS. The policy overrides the restrictions (time 

and permissions) of a SAS. SAS is not available at the container level, but access policy is.  

To add stored access policies from the Azure Portal, select a storage resource and go to Settings  >  Access Policy 

 

 

 

 

 

 

3. Implement Azure security ( 20-25%)  

3.1 Implement user authentication and authorization  

Å create and implement shared access signatures  

Å authenticate and authorize users and apps by using Azure Active Directory   

Å authenticate and authorize users using Microsoft Identity Platform  

 

https://docs.microsoft.com/en-us/azure/active-directory/develop/reference-app-manifest 

 

Security principal can be a signed-on user, a group, a service principal (headless process), or a managed identity.  

https://docs.microsoft.com/en-us/azure/active-directory/develop/reference-app-manifest


In Azure AD, an App Manifest is the definition of an application object within the Microsoft Identity Platform. The 

application manifest contains a definition of all the attributes of an application object in the Microsoft identity platform. 

It includes configuration for authentication and authorization. Example of an App Manifest: 

 

Common App Manifest attributes:   

¶ appId unique identifier for the app that is assigned to an app by Azure AD 

¶ appRoles the collection of roles that an app may declare 

¶ groupMembershipClaims the groups claim issued in an access token that the app expects. Supported values:  

o None 

o SecurityGroup ς security groups and Azure AD roles 

o ApplicationGroup ς includes only groups that are assigned to the application 

o DirectoryRole ς the Azure AD roles the user is a member of 

o All  ς all of the Azure AD groups and roles that the signed-in user is a member of 

¶ optionalClaims the collection of optional claims returned by the security token service for this specific app 

¶ oauth2AllowImplicitFlow whether this web app can request OAuth2.0 implicit flow access tokens. The default is 

false. This flag is used for browser-based apps, like JavaScript single-page apps. 

¶ oauth2permissions the collection of OAuth 2.0 permission scopes that the web API (resource) app exposes to 

client apps. These permission scopes may be granted to client apps during consent. 

¶ signInUrl the URL to the app's home page 

¶ signInAudience what Microsoft accounts are supported for the current application . Supported values:  

o AzureADMyOrg  

o AzureADMultipleOrgs 

o AzureADandPersonalMicrosoftAccount  

o PersonalMicrosoftAccount 

Applications can have their own roles (appRoles in the manifest). 

 



Once roles are added to the application, you can assign them to ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴΩǎ users. 

 

The roles will then appear in the Microsoft Identity Platform id tokens and access tokens.  

 

In your .Net application code, you can authorize based on these roles. 

   

 

Privileged Identity Management 

Privileged Identity Management (PIM) is a feature for protecting privileged admin accounts in Azure AD. 

Mutual TLS Authentication 

Mutual TLS authentication is used for SSL certificates in Azure App Service. The certificate is in the X-ARR-ClientCert 

HTTP header. It is Base64 encoded. The mutual TLS authentication service will not validate the certificate for you, it will 



simply make sure that it's present in the HTTP header. You have to write code in your application to validate the 

certificate. 

 Shared Access Signature (SAS) 

Skill: create and implement shared access signatures 

When working with storage accounts, you need to control who and how much time a process, person, or application can 

access your data. 

¶ Shared Key Authorization ς use one of the two access keys configured at the Azure Storage account level. Azure 

Storage account keys are like the root password of the Azure Storage account. The client embeds the shared key 

in the HTTP Authorization header of every request, and the Storage account validates the key. If the primary key 

is compromised, change each app to use the secondary key and regenerate the primary key. Consider this as the 

new secondary key. 

¶ Shared Access Signature ς use Shared Access Signatures (SAS) for narrowing the access to specific containers 

ƛƴǎƛŘŜ ǘƘŜ {ǘƻǊŀƎŜ !ŎŎƻǳƴǘΦ ¢ƘŜ ŀŘǾŀƴǘŀƎŜ ƻŦ ǳǎƛƴƎ {!{ ƛǎ ǘƘŀǘ ȅƻǳ ŘƻƴΩǘ ƴŜŜŘ ǘƻ ǎƘŀǊŜ ǘƘŜ !ȊǳǊŜ {ǘƻǊŀƎŜ 

ŀŎŎƻǳƴǘΩǎ ŀŎŎŜǎǎ ƪŜȅΦ ¸ƻǳ Ŏŀƴ ŀƭǎƻ ŎƻƴŦƛƎǳǊŜ ŀ ƘƛƎƘŜǊ ƭŜǾŜƭ ƻŦ ƎǊŀƴǳƭŀǊƛǘȅ ǿƘŜƴ ǎŜǘǘƛƴƎ ŀŎŎŜǎǎ ǘƻ ȅƻǳǊ ŘŀǘŀΦ 

Three types of SAS 

1. User-delegation SAS ς ǿŜΩǊŜ ƴƻǘ ǳǎƛƴƎ ǘƘŜ ǎǘƻǊŀƎŜ ŀŎŎƻǳƴǘ ƪŜȅ ǘƻ ǎƛƎƴ ǘƘƛǎ ǎƛƎƴŀǘǳǊŜΤ ǿŜΩǊŜ ǳǎƛƴƎ ǘƘŜ ǳǎŜǊΩǎ ŀŎŎƻǳƴǘ 

credentials. Available for blob storage use only. 

2. Service SAS (with stored access policy) ς scoped to a specific service within your storage account. Service SAS is 

secured with a storage account key and delegates access to a resource in only one of Azure storage services (blob, 

file, queue, or table). Service SAS is also linked to a Stored Access Policy. 

3. Account SAS ς scoped to one or more services within your storage account. Combines all operations available to user 

and service SAS plus additional operations that apply to services such as get/set service properties; secured with a 

storage account key and delegates access to a resource in one or more of Azure storage services (blob, file, queue, 

or table).   

User-delegation SAS and account SAS types are Ad Hoc ς you put in things like start time and expiration. With the service 

SAS type, the Stored Access Policy has the start time and expiration.  

User-delegation SAS is considered to be a best practice because it uses Azure AD credentials instead of the storage 

account key ς use whenever possible (available for Blob storage only).  

You can configure each SAS with a different level of access: 

Services  
 

grant access to only the services required (blob, file, queue, or table) 

Resource types  
 

grant access to a service, container, or object 

Permissions  
 

configure the permissions the user is allowed to perform 

Expiration  
 

configure the period for which the SAS is valid 

IP address  
 

grant access to a single IP address or range of IP addresses 

Protocol  
 

HTTPS-only or HTTP and HTTPS. You cannot grant access to HTTP-only 



 

You append the SAS token to the URL that you use for accessing your storage resource. One of the parameters of a SAS 

token is the signature. The Azure Storage Account service uses this signature to authorize access to the storage 

resources. 

Accounts that store user data have two typical designs: 

¶ Clients upload and download data through a front-end proxy service, which performs authentication. This design 

becomes complicated or expensive to scale for high volume transactions. 

 

¶ A lightweight service authenticates the client, as needed. Next, it generates a SAS. After receiving the SAS, the 

client can access storage account resources directly. 

 

 

 

 

Azure AD 

Skill: authenticate and authorize users and apps by using Azure Active Directory 

An Azure subscription has a trust relationship with Azure Active Directory (Azure AD). A subscription trusts Azure AD to 

authenticate users, services, and devices. Multiple subscriptions can trust the same Azure AD directory. Each 

subscription can only trust a single directory.  

 

Trust relationship between Azure AD and Subscriptions 



Azure AD ς Register Apps 

Before your application can use the Azure AD service for authenticating users, you need to register the application in 

your Azure AD tenant. This establishes a trust relationship between the app and Microsoft Identity Platform. 

To register your app: Azure Portal > Azure Active Directory > Manage > App Registrations > follow wizard 

Your application needs to use certificates and secrets ǘƻ ǇǊƻǾƛŘŜ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴΩǎ ƛŘŜƴǘƛǘȅ ǿƘŜƴ ǊŜǉǳŜǎǘƛƴƎ ŀ ǘƻƪŜƴΦ !ǎ 

with any other authorization system in C#, you need to add the [Authorized] attribute to any resource that you want to 

protect. 

Typically, you create an appsetting for the ClientId and pass it in when your app interacts with Azure. You get the value 

of ClientId from the Azure Portal, Azure AD blade when you register the app. 

Azure AD ς Authenticate Users 

You need to consider whether the users of your application would be 

¶ Users from your organization only Any person that have a user account in your Azure Active Directory tenant 

would be able to use your application. 

¶ Users from any organization You use this option when you want any user with a professional or educational 

Azure Active Directory account to be able to log into your application. 

¶ Users from any organization or Microsoft accounts You use this option if you want your users to log into your 

application by using professional, educational, or any of the freely available Microsoft accounts. 

Azure AD ς Federated Services 

Azure AD Federated Services provides simplified web single sign-on (SSO) capabilities, enabling users access resources in 

Azure with on-premises credentials. Identity federation gives users access to Azure applications by confirming their 

credentials through the on-premises directory. 

 

RBAC ς Control Access to Resources 

Azure RBAC is an authorization system built on Azure Resource Manager that provides fine-grained access management 

of resources in Azure. You grant access by assigning the appropriate role to users, groups, and applications. The scope of 

a role assignment can be a subscription, a resource group, or a single resource. A role assigned at a parent scope also 

grants access to the child scopes contained within it.  

In the Azure Portal, RBAC is managed for a resource by selecting the Access Control (IAM) pane for that resource.  



 

To create a role assignment, you need three elements: a security principal, a role definition, and a scope. Think of these 

elements as "who", "what", and "where". 

 

A role assignment is the process of binding a role definition to a security principal at a particular scope, for the purpose 

of granting access. 

Four fundamental built-in roles: 

¶ Owner ς full access to all resources, including the right to grant access to others 

¶ Contributor ς create and manage all types of !ȊǳǊŜ ǊŜǎƻǳǊŎŜǎΣ ōǳǘ ŎŀƴΩǘ ƎǊŀƴǘ ŀŎŎŜǎǎ ǘƻ ƻǘƘŜǊǎ 

¶ Reader ς view existing Azure resources 

¶ User Access Administrator ς manage user access to Azure resources 

Azure RBAC is an allow model. So, if one role assignment grants you read and a different role assignment grants you 

write, you will have read and write permissions on that resource group. NotActions are subtracted from Actions to 

compute the effective permissions.  

 

Authenticate and authorize users using Microsoft Identity Platform 

Skill: authenticate and authorize users using Microsoft Identity Platform 

https://www.youtube.com/watch?v=uDU1QTSw7Ps 

https://docs.microsoft.com/en-us/learn/paths/m365-identity-associate/ 

https://www.youtube.com/watch?v=uDU1QTSw7Ps
https://docs.microsoft.com/en-us/learn/paths/m365-identity-associate/


https://docs.microsoft.com/en-us/learn/modules/getting-started-identity/ 

https://docs.microsoft.com/en-us/learn/modules/getting-started-identity/2-different-token-types 

https://docs.microsoft.com/en-us/azure/active-directory/develop/ 

https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-overview 

https://docs.microsoft.com/en-us/azure/active-directory/develop/app-objects-and-service-principals 

https://docs.microsoft.com/en-us/azure/storage/common/storage-auth-aad-app 

¢ƘŜ aƛŎǊƻǎƻŦǘ LŘŜƴǘƛǘȅ tƭŀǘŦƻǊƳ ƛǎ ǘƘŜ ƴŜȄǘ ǾŜǊǎƛƻƴ ƻŦ !ȊǳǊŜ !5Σ aƛŎǊƻǎƻŦǘΩǎ ƘƻǎǘŜŘ ƛŘŜƴǘƛǘȅ ƳŀƴŀƎŜƳŜƴǘ ǎŜǊǾƛŎŜΦ The 

Microsoft Identity Platform provides an authentication service, open-source libraries, and application management 

tools. It offers users a unified way to authenticate into apps with work, school, or personal accounts.   

 

CƻǊ ŘŜǾŜƭƻǇŜǊǎΣ ƛǘΩǎ ŀƴ ŜǾƻƭǳǘƛƻƴ ƻŦ !ȊǳǊŜ !5Φ   

Authentication Service Open-Source Libraries Application Management 

¶ Azure Active Directory  

¶ Azure AD Connect  

¶ ADFS (federated service) 

¶ So much more... 

¶ MSAL (authentication library) 

¶ Microsoft.Identity.Web 

¶ OpenID connect 

¶ Gallery and non-gallery apps  

¶ Single Tenant and Multi-Tenant apps  

¶ Authorization  

¶ Consent  

¶ Logs  

¶ And much more ... 

 

 

Basics of modern authentication: 

1. Apps request tokens from Microsoft Identity 

2. Authentication happens over shared web surfaces to provide SSO 

3. App passes Access Token to API 

4. API validates Access Token before returning the result 

The MSAL library wraps the complexity of working at the protocol level, by providing straightforward methods with 

behind-the-scenes capabilities such as passwordless authentication, MFA, and SSO. The vast majority of modern 

authentication can be performed by asking the MSAL library to sign in the user:  

MSAL.loginPopup()  simply ask to sign in the user ς implicitly supports all of the ways that a 
user could authenticate 

https://docs.microsoft.com/en-us/learn/modules/getting-started-identity/
https://docs.microsoft.com/en-us/learn/modules/getting-started-identity/2-different-token-types
https://docs.microsoft.com/en-us/azure/active-directory/develop/
https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-overview
https://docs.microsoft.com/en-us/azure/active-directory/develop/app-objects-and-service-principals
https://docs.microsoft.com/en-us/azure/storage/common/storage-auth-aad-app


 
MSAL.acquireTokenSilent()  get access ǘƻƪŜƴǎ ǎƛƭŜƴǘƭȅ ǿƛǘƘƻǳǘ ƛƴǘŜǊǊǳǇǘƛƴƎ ǘƘŜ ǳǎŜǊΩǎ Ŧƭƻǿ 

 
 

MSAL.acquireTokenPopup()  if Microsoft Identity does need to talk to the user, then it falls back to 
acquiring the access tokens interactively 

 

Modern authentication refers to protocols that scale to the size of the internet. They can provide secure access to users 

and devices that are outside the corporate network. There is a clear distinction between the identity provider who 

ǇǊƻǾƛŘŜǎ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǎŜǊǾƛŎŜǎΣ ŀƴŘ ǘƘŜ ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊ ǘƘŀǘ ƴŜŜŘǎ ǘƻ ǾŜǊƛŦȅ ǘƘŜ ǳǎŜǊΩǎ ƛŘŜƴǘƛǘȅ ƛƴ ƻǊŘŜǊ ǘƻ ƎǊŀƴǘ ŀŎŎŜǎǎ 

to secure resources. The application is no longer concerned with managing user credentials ς they rely on claims (or 

characteristics) of the user. To keep these claims safe, modern authentication protocols such as the Microsoft Identity 

Platform, ƘŀǾŜ ƳŜŎƘŀƴƛǎƳǎ ǘƻ ǾŜǊƛŦȅ ǘƘŀǘ ǘƘŜƛǊ ǾŀƭǳŜǎ ƘŀǾŜƴΩǘ ōŜŜƴ ǘŀƳǇŜǊŜŘ ǿƛǘƘΦ Modern authentication protocols 

are also stateless. The identity provider never remembers which party a given authentication request was for, and the 

ǊŜƭƛŀƴǘ ǇŀǊǘȅ ŘƻŜǎƴΩǘ ǊŜƳŜƳōŜǊ which identity provider was used to perform authentication.  

Use case 1: client app wants to authenticate a user to sign in and allow user to access the client app itself => ID token. 

An ID token is a security token that allows the client to verify the identity of the user. 

Use case 2Υ ŎƭƛŜƴǘ ŀǇǇ ǿŀƴǘǎ ǘƻ ŀǳǘƘŜƴǘƛŎŀǘŜ ǳǎŜǊ ŀƴŘ ƎŜǘ ǳǎŜǊΩǎ ŎƻƴǎŜƴǘ ǘƻ ŀŎŎŜǎǎ ǊŜǎƻǳǊŎŜǎ ŦǊƻƳ ŀƴƻǘƘŜǊ ǎƻǳǊŎŜ 

(resource provider) on behalf of the user => access token. Access tokens enable clients to securely call APIs protected by 

Azure AD. 

Developers also need to think about user provisioning. How do your customers add their users to your application? 

Developers should use Azure AD with a SCIM endpoint. Microsoft Identity Platform builds on SCIM, an industry standard, 

so that Microsoft Identity Platform works across the identity industry. 

 

Microsoft Identity Platform also performs publisher verification so that users are more accepting of your application by 

providing them with confidence that they are getting the right application.  

Microsoft Identity Platform gives developers: 

¶ libraries for implementing standards-based authentication & authorization 

¶ identity protection and conditional access 

¶ easy access to Microsoft 365 data from Microsoft Graph 

¶ user provisioning through Azure AD 

¶ publisher verification 



 

Azure AD B2B enables users in an organization to securely share files and resources with users in another organization. 

Azure AD B2C enables an organization to provide customer facing apps that enable users to sign in with an identity that 

ǘƘŜȅ ŀƭǊŜŀŘȅ ƘŀǾŜ όŦŀŎŜōƻƻƪΣ ƎƳŀƛƭΣ Χύ ƻǊ ŎǊŜŀǘŜ ŀƴ ŀŎŎƻǳƴǘ ŦƻǊ ǘƘŜ ǎƻƭǳǘƛƻƴΦ  

Microsoft Graph is a gateway to the cloud. It allows developers to build applications that can provide users with access 

to their data, by authenticating with Microsoft Identity.  

OpenID Connect extends the OAuth 2.0 authorization protocol to be used as an authentication protocol, allowing you to 

implement single sign-on (SSO). It uses an ID token ς a JSON Web Token (JWT) security token ς that allows the client to 

verify the identity of the user, contains basic profile info about the user, and claims about the user. Access tokens ς a 

JSON Web Token (JWT) security token ς that enable clients to securely call APIs protected by Azure AD.   

 

Microsoft Authentication Library (MSAL) is a well-maintained OpenID Connect library that is kept up to date by Microsoft 

to ensure that your implementation is as secure as possible.  

Single Tenant apps: single AD directory ς no one outside your organization can sign in and use the application. 

Multi-tenant apps: multiple AD directories ς more than just users from your organization can sign in and use the 

application. Multi-tenant apps can also allow users to sign in using their personal Microsoft account. Building multi-

tenant apps can be a challenge because of the different policies that as set by different administrators in different 

tenants.  

Application object defines what the developer knows about the application (auth params, secrets, certificates, 

ǇŜǊƳƛǎǎƛƻƴǎΣ ǊƻƭŜǎΣ ΧύΦ !ȊǳǊŜ !5 ŀǇǇƭƛŎŀǘƛƻƴǎ ŀǊŜ ŘŜŦƛƴŜŘ ōȅ ŜȄŀŎǘƭȅ ƻƴŜ ŀǇǇƭƛŎŀǘƛƻƴ ƻōƧŜŎǘΦ ¢ƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ƻōƧŜŎǘ 

resides within the Azure tenant where the app was registered. The application object is the global definition of the app 

across all tenants.  

Service principal defines how an application will operate within your tenant. The service principal is created when an 

application is granted permission to use a resource in a tenant. The service principal is the local instance of the app in a 

specific tenant.  

Application objects have a one-to-many relationship with service principals.  



 

Azure Function Authorization Levels 

¶ Function 

¶ Anonymous 

¶ Admin 

Function and Admin levels require keys.  

 

 

 

3.2 Implement secure cloud solutions  

Å secure app configuration data by using the App Configuration and Azure Key  Vault   

Å develop code that uses  keys, secrets, and certificates stored in Azure  Key  Vault  



Å implement solutions that interact with Microsoft Graph  

 

 

 

Secure App Configuration Data 

Skill: secure app configuration data by using the App Configuration and Azure Key Vault 

!ƭǘƘƻǳƎƘ ȅƻǳ Ŏŀƴ ŎǊŜŀǘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǎŜǘǘƛƴƎǎ ŦƻǊ ȅƻǳǊ !ȊǳǊŜ !ǇǇ {ŜǊǾƛŎŜǎ ǎŜǇŀǊŀǘŜƭȅ ŦƻǊ ŜŀŎƘ ƛƴǎǘŀƴŎŜΣ ƛǘΩǎ ŜŀǎƛŜǊ ǘƻ 

manage when you use a centralized configuration service. 

Azure App Configuration Service 

Azure App Configuration service is a centralized configuration service that allows you to share the same configuration 

between different Azure App Service instances. You can also use it with containerized applications or with applications 

running inside virtual machines. When you work with Azure App Configuration, you need to deal with two different 

components: The App Configuration store and the SDK.  

You create key-value pairs for storing your configuration and you use the key for retrieving the value from the store. You 

can also add a label attribute to a key. By default, the label attribute is null. You can use the label for making values 

different using the same key. This is especially useful when used for deployment environments: The following three 

examples are different keys because the labels are different: 

¶ Key = AppSample:DBConnection ς Label = Development 

¶ Key = AppSample:DBConnection ς Label = Staging 

¶ Key = AppSample:DBConnection ς Label = Production 

To use Azure App Configuration service from code, you can use a connection string for non-production environments, 

but you should consider using Managed Service Identity for production environments, instead of using connection 

strings. 

Azure Key Vault 

Azure Key Vault allows you to securely store keys, secrets, certificates, and any other sensitive settings that your 

application may need. You can use the Azure Key Vault in conjunction with Azure App Configuration by creating 

references in Azure App Configuration to items stored in the Azure Key Vault. You can store Key Vault information in 

software or hardware security module (HSM), but HSM requires the Premium sku. By default, the Key Vault endpoint is 

publicly available, but can be secured using VNets and NSGs. YŜȅ ±ŀǳƭǘ ƛǎ ŀǾŀƛƭŀōƭŜ ǳƴŘŜǊ ǘǿƻ ŘƛŦŦŜǊŜƴǘ ǎƪǳΩǎΣ {ǘŀƴŘŀǊŘ 

and Premium. 

 



 

When adding a secret to Key Vault, Azure creates a URL so that the secret can be accessed programmatically.  

Azure Key Vault references are strings which include a special prefix that we can use within our configuration settings. It 

will take care of configuring a managed identity to go and get this value from Azure Key Vault.   

(See: https://docs.microsoft.com/en-us/azure/app-service/app-service-key-vault-references ) 

 

Azure Key Vault lets you control permissions for users, developers and administrators. You can receive logging so you 

always know how your secrets are accessed.  

Main benefits: 

¶ Separation of sensitive info from code 

¶ Restricted access with access policies 

¶ Centralized secret storage 

¶ Logging and monitoring 

Creating a key vault from the portal: All services  >  Key vaults  >  +Create  >  follow wizard 

Creating a Key Vault with PowerShell: 

New- AzKeyVault -VaultName óMyVaultô -ResourceGroupName órg-101ô -Location óEast USô 

 

Creating a Key Vault with CLI: 

az keyvault create -- resource -group órg-101ô [ éoptional parametersé ] 

 

Soft delete key vault allows you to recover accidentally deleted secrets or even whole key vaults within the retention 

period (7 to 90 days). You can force a hard delete using the PURGE operation, unless Purge-Protection is enabled. 

 

https://docs.microsoft.com/en-us/azure/app-service/app-service-key-vault-references


There is only one built-in RBAC role to configure access to the management plane: Key Vault Contributor. This role gives 

access to manage the key vault without access to the data. You can also create custom roles for the management plane.  

# PowerShell command to assign role to a user  

New- AzRoleAssignment `  

    -- UserPrincipalName ñrob@home.comò ` 

    -- Scope ($myKeyVault).ResourceId `  

    -- RoleDefinitionName ñKey Vault Contributorò 

 

To configure access to the key vault data plane, we use access policies. Access policies are applied to all objects in a key 

vault of a given type (keys, secrets, or certificates). Access policies assign permissions to an Azure AD object (application, 

group, or user). Permissions include things like get, set, list, create, delete, etc.  

# PowerShell command to assign key vault access policy to a user  

Set - AzKeyVaultAccessPolicy  `  

    -- VaultName ñMyVaultò ` 

    -- ResourceGroupName ñMyRgò ` 

    -- PermissionsToSecrets (ñgetò,òlistò,òsetò) ` 

    -- PermissionsToKeys (ñgetò,òlistò,òcreateò) ` 

    -- UserPrincipalName ñrob@here.xyzò 

 

¢ƻ ǎŜŎǳǊŜ ŀ ƪŜȅ ǾŀǳƭǘΩǎ ǇǳōƭƛŎ ŜƴŘǇƻƛƴǘΣ ƳŀƪŜ ŀ ǇǊƛǾŀǘŜ ŜƴŘǇƻƛƴǘ ƛƴǎƛŘŜ ŀ ±Net, secured by NSG. 

 

Once your key vault has been adequately secured, you can start adding keys, certificates, or secrets to your key vault 

using the Azure Portal, command line, or API/SDK. For example: 

# PowerShell command to create a key in key vault  

Add- AzKeyVaultKey `  

    -- VaultName ñMyKeyVaultò ` 

    -- Name ñMyKeyò  

 

Manage keys, secrets, and certificates by using the Key Vault API 

Skill: develop code that uses keys, secrets, and certificates stored in Azure Key Vault 

https://docs.microsoft.com/en-us/learn/modules/manage-secrets-with-azure-key-vault/ 

https://docs.microsoft.com/en-us/learn/modules/manage-secrets-with-azure-key-vault/5-access-secrets-from-web-

app?pivots=csharp 

 

https://docs.microsoft.com/en-us/learn/modules/manage-secrets-with-azure-key-vault/
https://docs.microsoft.com/en-us/learn/modules/manage-secrets-with-azure-key-vault/5-access-secrets-from-web-app?pivots=csharp
https://docs.microsoft.com/en-us/learn/modules/manage-secrets-with-azure-key-vault/5-access-secrets-from-web-app?pivots=csharp


Using Identity Access Management and RBAC, you can configure access policies for granting access to your Key Vault. 

Developers no longer need to store this sensitive information on their computers, and you can apply fine-grained access 

control, allowing access to specific secrets only. 

Getting a token from Azure Active Directory requires a secret or certificate because anyone with a token could use the 

app identity to access all of the secrets in the vault. Managed Identities for Azure resources is an Azure feature that your 

app can use to access Key Vault and other Azure services without having to manage even a single secret outside of the 

vault. 

The Azure Key Vault API is a REST API that handles all management and usage of keys and vaults. Each secret in a vault 

has a unique URL, and secret values are retrieved with HTTP GET requests.  

With ASP.NET Core's AddAzureKeyVault method, you can load all the secrets from a vault into the Configuration API at 

startup. This technique enables you to access all of your secrets by name using the same IConfiguration interface you 

use for the rest of your configuration. Apps that use AddAzureKeyVault require both Get and List permissions to the 

vault. AddAzureKeyVault only requires the vault name as an input. It automatically handles managed identity 

authentication τ when used in an app deployed to Azure App Service with managed identities for Azure resources 

enabled, it will detect the managed identities token service and use it to authenticate. 

To use the Key Vault .NET API, you need Microsoft.Azure.KeyVault package (available from NuGet). Your application 

authenticates using its service principal so Azure will know who you are. You then need to get an access token for 

authenticating with the Azure Key Vault. You create a KeyVaultClient object that is responsible for the communication 

with the Azure Key Vault services.  

 

// components of the secretôs URL 

var vaultName = ñMyKeyVaultò; 

var objectType = ñsecretsò; 

var secretName = ñMySecretò; 

var version = ñ2ò; 

var base URL = $ñhttps://{vaultName} .vault.azure.netò;  

 

// get authenticated key vault client  

var provider  = new AzureServiceTokenProvider();  // uses service principal   

var tokenC B = provider.KeyVaultTokenCallback;  

var authC B = new KeyVaultClient.AuthenticationCallback(tokenC B);  

var client  = new KeyVaultClient( authC B);  

 

// get value of secret  

var secret = await client .GetSecretAsync ($ò{baseURL} / {objectType} / {secretName}/{version} ò);  

console.log($ò{secret.value}ò; 

 

// create new secret  

secretName = ñNewSecretò; 

await client.SetSecretAsync(baseURL, secretName, ñThis is a secret value.ò); 

 

// delete a secret  

await client.DeleteSecretAsync(baseURL, secretName);  

 

The Key Vault API provides specialized methods (Get, List, Set, Delete) for each item type (secrets, keys, certificates). 

Most of the methods that work with items require the vault URL and the name of the item that you want to access. If 

you try to create a new secret, key, or certificate using the same name of an object that already exists in the vault, you 

are creating a new version of that object. 

You can also access your key vault secrets through other types of code such as ARM templates or CLI. For example 



az keyvault create \  

    -- resource - group learn - 950b3a03 - fe30 - 4c1f - 815d - d259db8eff26 \  

    -- location centralus \  

    -- name ridvaultname  

 

az keyvault secret set \  

    -- name SecretPassword \  

    -- value reindeer_flotilla \  

    -- vault - name ridvaultname  

 

Implement solutions that interact with Microsoft Graph 

Skill: implement solutions that interact with Microsoft Graph 

https://docs.microsoft.com/en-us/learn/paths/m365-msgraph-associate/ 

https://docs.microsoft.com/en-us/learn/modules/msgraph-build-aspnetmvc-apps/ 

https://docs.microsoft.com/en-us/graph/overview 

https://developer.microsoft.com/en-us/graph/get-started 

 

 

 

 

 

Microsoft Graph is a REST API that can be used to interact with Microsoft 365. Microsoft 365 is a term that encompasses 

the collection of products and services Microsoft has to offer, including Office 365. Microsoft Graph is a unified 

programming model to access the tremendous amount of data in the cloud. It is a proxy, which serves as the gateway to 

all your data in the Microsoft Cloud. Microsoft Graph enables developers to build applications that provide users access 

to their data. Developers and users can access their data with Microsoft Graph by authenticating and authorizing users 

with Microsoft identity framework. LǘΩǎ ŀƭǎƻ ŀƴ !tL ǘƘŀǘ ȅƻǳ Ŏŀƴ ǳǎŜ ǘƻ ŎƻƴƴŜŎǘ ǘƻ ŀ ǾŀǊƛŜǘȅ ƻŦ hŦŦƛŎŜ оср ǎŜǊǾƛŎŜǎ ŀǎ ǿŜƭƭ 

as Azure ς it provides a single end point and tools to connect to all of these services. Microsoft Graph is a restful API to 

ŜȄǇƻǎŜ Řŀǘŀ ƻǾŜǊ ΨƘǘǘǇǎΩ ǎƻ ƛǘ ƛǎ ǎŜŎǳǊŜΦ aƛŎǊƻǎƻŦǘ DǊŀǇƘ ƛǎ ǎŜŎǳǊŜŘ ǿƛǘƘ !ȊǳǊŜ !5Σ ǿƘƛŎƘ ƳŜŀƴǎ ǘƘŀǘ ŘŜǾŜƭƻǇŜǊǎ ǿƛƭƭ 

need to authenticate with Azure AD and obtain an OAuth access token.  Microsoft Graph, acting as a proxy to many of 

the services in the Microsoft cloud, provides access via a single top-level endpoint, https://graph.microsoft.com.  

https://docs.microsoft.com/en-us/learn/paths/m365-msgraph-associate/
https://docs.microsoft.com/en-us/learn/modules/msgraph-build-aspnetmvc-apps/
https://docs.microsoft.com/en-us/graph/overview
https://developer.microsoft.com/en-us/graph/get-started


 

Apps only need to authenticate once and obtain a single access token that can be used to retrieve data from multiple 

sources, greatly simplifying the development process.  

Accessing the Microsoft Graph 

Direct REST API ς any platform, language, or framework; Native SDKs ς utilizes different implementations, abstracts the 

details of REST requests over HTTP, .NET, IOS, Android, Php, etc. 

Graph Explorer is a tool to query all the protected data. 

 

 

 

Microsoft Graph App Patterns  

 



Scenario: A Web app calling Graph 

 

https://docs.microsoft.com/azure/active-directory/develop/scenario-web-app-call-api-overview 

 

Scenario: A Desktop app calling Graph 

 

https://docs.microsoft.com/azure/active-directory/develop/scenario-desktop-overview 

 

 

https://docs.microsoft.com/azure/active-directory/develop/scenario-web-app-call-api-overview
https://docs.microsoft.com/azure/active-directory/develop/scenario-desktop-overview


Scenario: A Web API calling Graph 

 

https://docs.microsoft.com/azure/active-directory/develop/scenario-web-api-call-api-overview 

 

Scenario: A Daemon app calling Graph 

 

https://docs.microsoft.com/azure/active-directory/develop/scenario-daemon-call-api?tabs=dotnet 

 

https://docs.microsoft.com/azure/active-directory/develop/scenario-web-api-call-api-overview
https://docs.microsoft.com/azure/active-directory/develop/scenario-daemon-call-api?tabs=dotnet


Scenario: A Browserless app calling Graph 

 

 

https://docs.microsoft.com/azure/active-directory/develop/v2-oauth2-device-code 

 

Scenario: A Mobile app calling Graph 

 

 

https://docs.microsoft.com/azure/active-directory/develop/scenario-mobile-overview 

  

https://docs.microsoft.com/azure/active-directory/develop/v2-oauth2-device-code
https://docs.microsoft.com/azure/active-directory/develop/scenario-mobile-overview


 

4. Monitor, troubleshoot, and optimize solutions ( 15-20%)  

This chapter discusses monitoring, troubleshooting, and optimizing Azure solutions.  

4.1 Integrate caching and content delivery within solutions  

Å configure cache and expiration policies  

Å configure cache and expiration policies for Azure Redis Cache  

Å Implement secure and optimized application cache patterns including data sizing, 

connections, encryption, and expiration  

 

 

https://docs.microsoft.com/en-us/azure/cdn/cdn-overview 

https://docs.microsoft.com/en-us/learn/modules/create-cdn-static-resources-blob-storage/ 

https://docs.microsoft.com/en-us/learn/modules/optimize-your-web-apps-with-redis/ 

https://docs.microsoft.com/en-us/learn/paths/architect-modern-apps/ 

https://docs.microsoft.com/en-us/learn/modules/work-with-mutable-and-partial-data-in-a-redis-cache/ 

 

configure cache and expiration policies  

Skill: configure cache and expiration policies 

Caching is the act of storing frequently accessed data in memory. You need to control the lifetime and validity of your 

ŀǇǇƭƛŎŀǘƛƻƴΩǎ ƻōƧŜŎǘǎ ǎǘƻǊŜŘ ƛƴ ȅƻǳǊ ŎŀŎƘŜ ǎƻ ǘƘŀǘ ȅƻǳǊ ǳǎŜǊs see the latest, most up-to-date content. When you replace 

an object on the server, you need to also replace it in cache. This is sometimes done manually through purging or file 

renaming.  

When you cache an object, you assign it a time-to-live (TTL). Once the TTL has expired, the cache checks the file in the 

cache against the file on the host. If they are the same, then the TTL is reset. If they are different, then the cached file is 

replaced and assigned a new TTL. TTL is controlled by setting the max-age cache-control HTTP header on the web server. 

This can be done in different ways:  

¶ Caching policies (rules) can be used to control how TTL values are assigned. You can create global rules for all objects 

within the cache, or you can use custom rules for different file types or paths within your app.  

¶ In ASP.NET web applications you can control the TTL by setting the ClientCache property in the web.config file.  

¶ Also, in .ASP.NET you can control the caching behavior by setting the HttpResponse.Cache property 

programmatically. 

Web.config example: 

https://docs.microsoft.com/en-us/azure/cdn/cdn-overview
https://docs.microsoft.com/en-us/learn/modules/create-cdn-static-resources-blob-storage/
https://docs.microsoft.com/en-us/learn/modules/optimize-your-web-apps-with-redis/
https://docs.microsoft.com/en-us/learn/paths/architect-modern-apps/
https://docs.microsoft.com/en-us/learn/modules/work-with-mutable-and-partial-data-in-a-redis-cache/


<?xml version=ò1.0ò?> 

<configuration>  

  <system.webserver>  

    <staticcontent>  

      <clientcache cachecontrolmode=òUseMaxAgeò cachecontrolmaxage=ò3.00:00:00ò /> 

    </staticcontent>  

  </system.webserver>  

</configuration>  

 

Programmatic example: 

public class HomeController: Controller  

{  

  public ActionResult Index()  

  {  

    Response.Cache.SetExpires(DateTime.Now.AddHours(1));  

    Response.Cache.SetCacheability(Public);  

    Response.Cache.SetLastModified(DateTime.Now);  

 

    Return View();  

  }  

}  

 

Azure CDN Cache Configuration 

Azure CDN supports two approaches for configuring caching:  

¶ global caching rule (overrides HTTP cache headers) 

¶ custom caching rules (overrides global caching rule) 

Azure CDN cache duration behavior: 

¶ Bypass Cache ς ŘƻƴΩǘ ŎŀŎƘŜ ŀƴȅǘƘƛƴƎ ŀƴŘ ƛƎƴƻǊŜ ŎŀŎƘŜ ƘŜŀŘŜǊǎ 

¶ Override ς ignore cache duration in headers, use config values 

¶ Set if Missing ς uses the config value if duration header is missing 

Azure CDN query string handling: 

¶ Bypass Caching ς asset is not cached, query string always passed to origin 

¶ Ignore Query String ς query string is only used on initial fetch from origin (default) 

¶ Cache Every Unique URL ς URL with query string used to set cache value 

 

configure cache and expiration policies for Redis caches 

Skill: configure cache and expiration policies for Azure Redis Cache 

 

https://docs.microsoft.com/en-us/learn/modules/optimize-your-web-apps-with-redis/ 

https://docs.microsoft.com/en-us/learn/modules/aspnet-session/ 

https://docs.microsoft.com/en-us/learn/modules/optimize-your-web-apps-with-redis/
https://docs.microsoft.com/en-us/learn/modules/aspnet-session/


Redis (REmote DIctionary Server) cache is an open-source, in-memory key value pair store. It can be used as a database, 

cache or message broker. Azure Cache for Redis is typically used to improve the performance of systems that rely 

heavily on back-end data stores. Your cached data is located in-memory on an Azure server running the Redis cache as 

opposed to being loaded from disk by a database. Each data value is associated to a key that can be used to look up the 

value from the cache.  

 

Guidelines for choosing keys: 

¶ Avoid long keys. 

¶ Use keys that can identify the data. For example, "sport:football;date:2008-02-02" ƛǎ ōŜǘǘŜǊ ǘƘŀƴ άŦōΥу-2-нέΦ 

¶ Use a convention such as "object:id", as in "sport:football". 

Data is stored in Redis by using nodes and clusters. A node is a single storage location and a cluster is a set of three or 

more nodes. 

You can create a Redis cache using the Azure portal, the Azure CLI, or Azure PowerShell. To connect to an Azure Cache 

for Redis instance, you'll need the host name, port, and an access key for the cache. You can retrieve this information in 

the Azure portal through the Settings > Access Keys page. Azure also offers a connection string which bundles this data 

together into a single string.  

Typically, a client application will use a client library, such as StackExchange.Redis for .NET, to execute commands on a 

Redis cache. The main connection object is the ConnectionMultiplexer class, which abstracts the process of connecting 

to a Redis server. It's optimized to manage connections efficiently and intended to be kept around while you need 

access to the cache. Once you are done with the Redis connection, you can Dispose the ConnectionMultiplexer. This will 

close all connections and shutdown the communication to the server. 

Configure Redis Cache 

Set these parameters: 

Name The name has to be unique within Azure because it is used to generate a public-facing URL to 
connect and communicate with the service. 
 

Resource 
Group 
 

You can either create a new resource group, or use an existing one. 

Location Determine where the Redis cache will be physically located by selecting an Azure region. Important: 
Put the Redis cache as close to the data consumer as you can. Connecting to a cache in a different 
region can significantly increase latency and reduce reliability. 
 

Pricing tier 
(sku) 

Basic, Standard, Premium. You can control the amount of cache memory available on each tier by 
choosing a cache level (vm-size) from C0-C6 for Basic/Standard and P0-P4 for Premium. Microsoft 
recommends you always use Standard or Premium Tier for production systems. Also, use at least a 
C1 cache. C0 caches are meant for simple dev/test scenarios. Premium also allows you to:  

¶ configure data persistence for disaster recovery 

¶ deploy Redis cache to a virtual network for security 

¶ implement clustering to automatically split your dataset among multiple nodes 
 

cache level 
(vm-size) 

The size of the Azure Cache for Redis. Valid values are C0, C1, C2, C3, C4, C5, C6, P1, P2, P3, P4. 
 

 



Example: 

az redis create \  

    -- name " MyCache" \  

    -- resource - group [sandbox resource group name] \  

    -- location eastus \  

    -- sku Basic \  

    -- vm- size C0  

 

Redis Cache Expiration Policy  

Data expiration is a feature that can automatically delete a key and value in the cache after a set amount of time. Since 

you have limited storage with Azure Cache for Redis, you want to make sure you're only storing data that is important. 

Redis console commands to implement and manage data expiration: 

¶ EXPIRE sets the timeout of a key  

¶ TTL returns the remaining time a key has to live 

¶ PERSIST makes a key never expire 

Alternatively, using the C# ServiceStack.Redis package: 

public static void SetGroupChatName(string groupChatID, string chatName)  

{  

    using (RedisClient redisClient = new RedisClient(redisConnectionString))  

    {  

        //Create a key for group chat display names  

        string key = groupChatID + "displayName";  

 

        //Set the group chat display name  

        redisClient.SetValue(key, chatName);  

 

        //Set the expiration for one hour  

        redisClient. Expire (key, 3600); // Note: same effect as EXPIRE command from console  

    }  

}  

 

¢ƘŜ ŘŜŦŀǳƭǘ ¢¢[ ŦƻǊ wŜŘƛǎ /ŀŎƘŜ ƛǎ ƛƴŦƛƴƛǘȅ όƴŜǾŜǊ ŜȄǇƛǊŜǎύΦ LŦ ȅƻǳ ƘŀǾŜƴΩǘ ǎŜǘ ŀ ¢¢[ ŦƻǊ ŀƴ ƛǘŜƳ ƛƴ wŜŘƛǎ /ŀŎƘŜΣ ȅƻǳ ƴŜŜŘ ǘƻ 

manually remove that item. Use the Redis commands: KeyDelete or FlushAllDatabases. 

Redis Cache Eviction Policy  

Memory is the most critical resource for Azure Cache for Redis, because it's an in-memory database. Azure Cache for 

Redis supports max-memory eviction policies, which indicate how data should be handled when you run out of memory. 

There are six different max-memory eviction policies: 

volatile-LRU  
default 

evict the least recently used (LRU) keys first, among keys that have an expiry set 
 

volatile-TTL evict keys with a shorter TTL first, among keys that have an expiry set 
 

volatile-random evict keys randomly, among keys that have an expiry set  
 

allkeys-LRU evict the least recently used (LRU) keys first 
 

allkeys-random evict keys randomly 
 

noeviction return errors when the memory limit was reached 



 

 

To set the eviction policy for Azure Cache for Redis, from Azure Portal go to the Redis and select Advanced Settings > 

maxmemory-policy 

 

Store and retrieve data in Azure Redis cache 

Using any of the .NET languages, you can use the StackExchange.Redis client for accessing your Azure Cache for Redis 

resource. You can also use this Redis client for accessing other Redis implementations. When reading or writing values in 

the Azure Cache for Redis, you need to create a ConnectionMultiplexer object that creates a connection to your Redis 

server. Creating a connection is a costly operation. For this reason, you should not create a ConnectionMultiplexer 

object for each read or write operation, you should store this object and reuse it across all your code. 

 

Implement secure and optimized application cache patterns including data sizing, connections, encryption, and expiration 

Skill: Implement secure and optimized application cache patterns including data sizing, connections, encryption, and 

expiration 

https://docs.microsoft.com/en-us/learn/modules/optimize-your-web-apps-with-redis/ 

Cache-Aside Pattern 

The application will try to read data from the cache first. If the requested data is not in the cache, the application will 

retrieve it from the database and then it stores the data in the cache for subsequent requests. Next time when any user 

requests the data, it will return it from the cache directly. 

 

Now that your data is stored in a cache and a data store, you can run into problems when you try to make an update. 

Should you update both the cache and the data store? In the cache aside pattern, you invalidate the data in the cache 

and then make the changes to the data source directly.  

 

 

https://docs.microsoft.com/en-us/learn/modules/optimize-your-web-apps-with-redis/


Content Cache Pattern  

Cache static content (images, templates, style sheets). Content caching reduces the load on your server, thereby 

increasing application performance (see Redis Output Provider for ASP.NET).  

User Session Cache Pattern  

User sessions can be stored in Redis Cache to maintain application state between browser sessions (for example: 

shopping cart). Traditionally this is done with session cookies or local storage API, but these have limitations such as 

limited storage and slow performance. Instead, we can use a key and store the data in Redis Cache. 

Job and Message Queuing Pattern  

Applications often use queues to handle long-running tasks. Long running tasks can negatively affect application 

performance, so you can offload them onto a queue where they will run in sequence. This can improve application 

performance and scalability.  

Distributed Transactions Pattern  

A transaction against a back-end data store runs as a single atomic operation. Redis cache allows you to execute a batch 

of commands as a single transaction.  

 

4.2 Instrument solutions to support monitoring and logging  

Å configure an app or service to use Application Insights  

Å analyze and troubleshoot solutions by using Azure Monitor  

Å implement Application Insights Web Test and Alerts  

 

 

See text book page 219 Skill 4.2: Instrument solutions to support monitoring and logging 

Using Application Insights 

Skill: configure an app or service to use Application Insights 

https://docs.microsoft.com/en-us/azure/azure-monitor/app/usage-overview 

Application Insights is an extensible application performance management (APM) service. Application Insights is part of 

Azure Monitor. You can monitor your application while it is running by using Application Insights. Measurements, known 

as telemetry, are automatically sent to Application Insights. Using these telemetry streams, you can analyze your 

ŀǇǇƭƛŎŀǘƛƻƴΩǎ ǇŜǊŦƻǊƳŀƴŎŜ ŀƴŘ ŎǊŜŀǘŜ ŀƭŜǊǘǎ ŀƴŘ ŘŀǎƘōƻŀǊŘǎ ǘƻ ƘŜƭǇ ȅƻǳ ōŜǘǘŜǊ ǳƴŘŜǊǎǘŀƴŘ Ƙƻǿ ȅƻǳǊ ŀǇǇƭƛŎŀǘƛƻƴ ƛǎ 

behaving. 

Application insights can monitor the following: 

¶ Request/Response data 

¶ Exceptions 

¶ Page views and page loads  

¶ AJAX calls 

¶ User and session counts 

¶ Host diagnostics 

https://docs.microsoft.com/en-us/azure/azure-monitor/app/usage-overview


¶ Trace logs 

¶ Metrics and performance counters 

¶ Custom events 

You send messages from your code to Application Insights by using the TelemetryClass class. You can also send log 

messages to Application Insights by using the integration between System.Diagnostics and Application Insights. Any 

message sent to the diagnostics system using the Trace class appears in Application Insights as a Trace message. You can 

use the TraceException() method for sending the stack trace and the exception to Application Insights. 

To configure Application Insights, first we create a new Log Analytics workspace, and then we create an Application 

Insights resource. The Log Analytics workspace serves as a logical storage for your logs. Next, when you create the 

Application Insights resource, you set a property that links it to the Log Analytics workspace that was just created. 

+Create a resource  >  Log Analytics workspace   >  Create  >  fill in details (subscription, resource group, etc.)  >  Review+create 

+Create a resource  >  Application Insights  >  Create  >  fill in details including Log Analytics workspace  >  Review+create 

When created, Application Insights has an Instrumentation Key property that we use to connect from our SDK code:  

 

From ASP.NET Core, add NuGet package Microsoft.ApplicationInsights.AspNetCore . Then in the .NET Core Startup class, 

in the ConfigureServices() method, we add Application Insights telemetry using the AddApplicationInsightsTelemetry() 

method: 

 



This one line of code enables collecting telemetry data in our ASP.NET Core web application. Now we provide the 

instrumentation key from the Application Insights workspace. We add the instrumentation key to the appSettings.json 

file: 

 

After this, every issue and exception thrown in the application will be reported automatically by the SDK (we can of 

course customize this from code to be more selective if we wish). To see the captured information, we go to the Portal  

>  Application Insights  >  Overview  >  Search. 

 

We can select the exception that was thrown in order to drill down for more details. 

EXAM TIP: Remember that Application Insights is a solution for monitoring the behavior of an application on different 

platforms, written in different languages. There is no requirement to run your application in Azure. You only need to use 

Azure for deploying the Application Insights resource that are used by your application. 

Application Insights Usage Demographics  

Explore usage demographics to find out when people use your app, what pages they're most interested in, where your 

users are located, what browsers and operating systems they use. 

Users The Users feature is about how many people used your app and its features. 



Funnels The progression through a series of steps in a web application is known as a funnel. 

Impact The impact feature shows how load time and other properties of particular part of your app affect 

the usage for other parts of your app.  

Retention how many users return to your app, and how often they perform particular tasks or achieve goals. 

User Flows visualizes how users navigate between the pages and features of your site. How do users navigate 

away from a page? What do users click on a page? Are there places where users repeat the same 

action over and over? 

 

 

Azure Monitor 

Skill: analyze and troubleshoot solutions by using Azure Monitor 

 

Azure Monitor is the central location for your log files, and metrics so you can run queries on them and create graphs. 

Depending on the information that you need to analyze, you can use Metric Analytics or Log Analytics. A metric is a 

numeric value at a particular point in time of your solution such as CPU usage or free memory; you can also create your 

own custom metrics. Because metrics are lightweight, they can monitor scenarios in near real-time. Logs are events that 

occurred within the system. They may be structured or free form text with a time stamp. 

You use Log Analytics for analyzing the trace, logs, events, exceptions, etc. Log messages are more complex than metrics 

because they contain more information than a simple numeric value. You can analyze log messages by using queries to 

get information from the data stored in Azure Monitor. 

Using Azure Monitor, you can set alerts based on the value of different metrics or logs. 



 

EXAM TIP: When you try to query logs from the Azure Monitor, remember that you need to enable the diagnostics logs 

for the Azure App Services. 

Application Insights Web Tests and Alerts 

Skill: implement Application Insights Web Test and Alerts 

You can configure different types of tests for checking the availability of your web application.  

¶ URL ping test ς simple test for checking whether an endpoint URL in your application is available.  

¶ Multi -step web test ς A recording of a sequence of web requests, which can be played back to test more complex 

scenarios.  

¶ Custom test to track availability You can create your own availability test in your code using the TrackAvailability() 

method from the SDK. 

You can then configure Alerts from Application Insights when one of the tests fail.  

Alerts use Action Groups. An Action Group is a collection of notification preferences. Azure Monitor uses action groups 

to notify you that an alert has been triggered. The alerts can be configured to do things like send emails. Each action has 

the following properties: type, name, action.  

Setup availability test 

Go to Portal  >  Application Insights  >  Investigate  >  Availability  >  +Add test  >  fill in details  >  Create 

 

 



Create action group 

Go to portal  >  Application Insights  >  Rules Management   >  +Add action group  >  Save changes 

 

 

Receive and investigate alert 

For email alert types, an alert email will be sent to the configured email recipient:  

 

  



 

5. Azure services and third -party services ( 15-20%)  

This chapter discusses connecting and consuming Azure services and third-party services. 

5.1 Develop an App Service Logic App ð Out of scope  

 

 

5.2 Implement API Management  

Å create an APIM instance  

Å configure authentication for APIs  

Å define policies for APIs  

Å import OpenAPI definitions  

 

 

https://docs.microsoft.com/en-us/azure/api-management/ 

 

APIM Definitions 

https://docs.microsoft.com/en -us/learn/modules/build -serverless-api-with-functions-api-management/  

https://docs.microsoft.com/en -us/azure/api-management/api -management-key-concepts 

API Management (APIM)  

Azure API Management is a way to create consistent and modern gateways for existing back-end services. It is 

positioned between your APIs and the internet, and provides secure, scalable API access for your applications. It also 

enables you to construct an API from a set of disparate microservices. It consists of the following components: 

¶ API gateway ς accepts API calls and routes them to your backends, accessible at https://<name>.azure-api.net  

¶ Azure portal ς the administrator interface where you set up your API program 

¶ Developer portal ς web user interface for developers, accessible at https://<name>.developer.azure-api.net  

API Gateway 

An Azure API gateway is an instance of the Azure API Management service. It provides a single surface of communication 

for client web apps. 

https://docs.microsoft.com/en-us/azure/api-management/
https://docs.microsoft.com/en-us/learn/modules/build-serverless-api-with-functions-api-management/
https://docs.microsoft.com/en-us/azure/api-management/api-management-key-concepts


 

API  

a way to interface with an application without understanding the complexity.  

Developer Portal 

where developers can read API documentation, get API keys, try out API via interactive console, and access analytics 

API Products 

are how APIs are surfaced to developers. A product is a collection of APIs that make up a single application that 

developers can gain access to. Products have one or more APIs, a title, a description, and terms of use. 

API user Groups 

are used to manage the visibility of API Products to developers. There are three kinds of API Groups: Administrators, 

developers, guests. Each developer is a member of one or more developer groups. 

 

Create an APIM instance 

Skill: create an APIM instance 

https://docs.microsoft.com/en -us/azure/api-management/quickstart -arm-template 

From CLI:  

az apim create -- name myapim -- resource - group myResourceGroup \  

  -- publisher - name Contoso -- publisher - email admin@contoso.com \  

  -- no- wait  

 

From Portal: 

Create a resource > Integration  >  API Management  >  fill in details  >  Create  >  Review and create  

From Powershell: 

New- AzApiManagement - Name "myapim" - ResourceGroupName "myResourceGroup" `  

  - Location "West US" - Organization "Contoso" - AdminEmail admin@contoso.com  

 

From VS Code: 

Azure Extension > Sign in to Azure > Right-click on an Azure subscription > Create API Management in Azure. 

From an ARM template: 

https://docs.microsoft.com/en-us/azure/api-management/quickstart-arm-template
mailto:admin@contoso.com


azuredeploy.json 

{  

    "$schema": "https://schema.management.azure.com/schemas/2019 - 04- 01/deploymentTemplate.json#",  

    "contentVersion": "1.0.0.0",  

    "parameters": {  

      "publisherEmail": {  

        "type": "string",  

        "minLength": 1,  

        "metadata": {"description": "The email address of the owner of the service"}  

      },  

      "publisherName": {  

        "type": "string",  

        "minLength": 1,  

        "metadata": {"description": "The name of the owner of the service"}  

      },  

      "sku": {  

        "type": "string",  

        "defaultValue": "Developer",  

        "allowedValues": ["Developer", "Standard", "Premium"],  

        "metadata": {"description": "The pricing tier of this API Management service"}  

      },  

      "skuCount": {  

        "type": "string",  

        "defaultValue": "1",  

        "allowedValues": ["1", "2"],  

        "metadata": {"description": "The instance size of this API Management service."}  

      }  

    },  

    "resources": [  

      {  

        "type": "Microsoft.ApiManagement/service",  

        "apiVersion": "2019 - 12- 01",  

        "name": " myName",  

        "location": " EASTUS",  

        "sku": {  

          "name": "[parameters('sku')]",  

          "capacity": "[parameters('skuCount')]"  

        },  

        "properties": {  

          "publisherEmail": "[parameters('publisherEmail')]",  

          "publisherName": "[parameters('publisherName')]"  

        }  

      }  

    ]  

  }  

 

 

azuredeploy.parameters.json 

{  

    "$schema": "https://schema.management.azure.com/schemas/2019 - 04- 01/deploymentParameters.json#",  

    "contentVersion": "1.0.0.0",  

    "parameters": {  

      "publisherEmail": {"value": " elvis @example.com"},  

      "publisherName": {"value": " Elvis "}  

    }  

}  

 

Using the azure deployment ARM template and parameter file above, the APIM instance is created by deployment to a 

resource group as follows:  

# powershell example  

New- AzResourceGroupDeployment  `  

  - Name myDeployment  `  



  - ResourceGroupName  myResourceGroup `  

  - TemplateFile  "./azuredeploy.json" ó 

  - Template Parameter File  " ./azuredeploy.parameters.json "  

 

 

 

Configure APIM Authentications 

Skill: configure authentication for APIs 

API products can be Open or Protected. Protected products must be subscribed to before they can be used. Subscription 

approval is configured at the product level.  

!tLΩǎ Ŏŀƴ ŀƭǎƻ ōŜ ǇǊƻǘŜŎǘŜŘ ŦǊƻƳ ǳƴŀǳǘƘƻǊƛȊŜŘ ǿŜō ŎƭƛŜƴǘ ŎŀƭƭǎΦ ¢Ƙƛǎ ƛǎ ŘƻƴŜ ǘƘǊƻǳƎƘ subscription keys or through 

certificates.  

Access keys can be obtained by developers through the developer portal by going to the APIM Account details and 

subscriptions page: 

 

The subscription key is used from web client requests by including it with the άOcp-Apim-Subscription-Keyέ HTTP 

header. Here is how you can make an example call with a subscription key using the Postman utility: 

 



Another way to protect APIs is with certificates. Certificates can be used to provide mutual TLS authentication between 

the client and the API gateway. With APIM you configure the gateway to only allow requests with certificates containing 

a specific thumbprint.  We can configure APIM to accept client certificates as follows: 

Go to Azure Portal  >  API Management service  >  Security  >  Certificates  >  +Add   

Under Client certificate pane, provide an id for the certificate; upload the certificate file; provide a password; click the 

Add button. 

 

When the certificate is successfully uploaded, APIM will create a thumbprint that we need to copy and use from the 

client.  

 

We add the thumbprint to the inbound policy: 



 

Then in the Portal under the API policies, we paste in the code and click Save: 

 

Now when the client calls the API it must provide the certificate and the password. 

 

Define APIM Policies 

Skill: define policies for APIs 

https://docs.microsoft.com/en-us/learn/modules/improve-api-performance-with-apim-caching-policy/ 

https://docs.microsoft.com/en-us/learn/modules/protect-apis-on-api-management/ 

https://docs.microsoft.com/en-us/learn/paths/architect-api-integration/  

https://docs.microsoft.com/en-us/azure/api-management/api-management-howto-policies 

https://docs.microsoft.com/en-us/azure/api-management/api-management-policies 

APIM Policies are a capability of Azure API Management that allow changing the behavior of the API through 

configuration, thereby generating consistent behavior across disparate API microservices in a single API Product. 

Commonly used APIM policies include: access restriction, authentication and JWT handling, caching, cross-domain, data 

transformation 

https://docs.microsoft.com/en-us/learn/modules/improve-api-performance-with-apim-caching-policy/
https://docs.microsoft.com/en-us/learn/modules/protect-apis-on-api-management/
https://docs.microsoft.com/en-us/learn/paths/architect-api-integration/
https://docs.microsoft.com/en-us/azure/api-management/api-management-howto-policies
https://docs.microsoft.com/en-us/azure/api-management/api-management-policies


APIM policies are a collection of statements that are executed sequentially on the request or response of an API. They 

can perform things like: convert format from XML to JSON, restrict the number of incoming calls, enforce existence 

and/or value of HTTP header, cache responses according to cache control configuration. 

APIM policies can be applied to different scopes:  

¶ Global scope affects all APIs within the APIM instance;  

¶ Product scope manages access to the product as a single entity;  

¶ API scope affects only a single API;  

¶ Operation scope affects only one operation within the API. 

They will be applied in this order unless overridden by the <base />  tag in the policy XML file. 

There are 4 kinds of policy execution: 

¶ Inbound policies execute when a request is received. 

¶ Backend policies execute before a request is forwarded to a managed API. 

¶ Outbound policies execute before a response is sent. 

¶ On-Error policies execute when an exception is raised.   

Polices are defined using XML format.  

<policies>  

  <inbound>  

    <! --  statements to be applied to the request go here -- > 

  </inbound>  

  <backend>  

    <! --  statements to be applied before the request is forwarded to  

         the backend service go here -- > 

  </backend>  

  <outbound>  

    <! --  statements to be applied to the response go here -- > 

  </outbound>  

  <on- error>  

    <! --  statements to be applied if there is an error condition go here -- > 

  </on - error>  

</policies>  

 

Example 1:  

 

 



Example 2 ς caching: 

To set up a cache, you use an outbound policy named cache-store to store responses. You also use an inbound policy 

named cache-lookup to check if there is a cached response for the current request.  

Suppose, for example, that the board games Stock Management API received a GET request to the following URL and 

cached the result: 

http://<boardgames.domain>/stock/api/product?partnumber=3416&customerid=1128  

 

This request is intended to check the stock levels for a product with part number 3416. The customer ID is used by a 

separate policy as does not alter the response. Subsequent requests for the same part number can be served from the 

cache, as long as the record has not expired. 

Now suppose that a different customer requests the same product: 

http://<boardgames.domain>/stock/api/product?partnumber=3416&customerid=5238  

 

By default, the response can't be served from the cache, because the customer ID is different. However, requests for the 

same product from different customers could be returned from the cache if we vary by partnumber.   

<policies>  

    <inbound>  

        <base />  

        <cache - lookup>  

            <vary - by - query - parameter> partnumber </vary - by - query - parameter>  

        </cache - lookup>  

    </inbound>  

    <backend>  

        <base />  

    </backend>  

    <outbound>  

        <cache - store duration="60" />  

        <base />  

    </outbound>  

    </on - error>  

        <base />  

    </on - error>  

</policies>  

 

Example 3 ς http headers: 

A common http header found in the response from an API is x-powered-by. This header exposes information about the 

platform technology being used, which could be exploited by an attacker. 

 



To remove this header, we use the set - header  policy. We replace the default <outbound>  tag in the APIM policies file with 

this: 

<outbound>  

   <set - header  name="X- Powered - By" exists - action="delete" />  

   <base />  

</outbound>  

 

 

Import OpenAPI definitions 

Skill: import OpenAPI definitions 

https://swagger.io/docs/specification/about/ 

https://docs.microsoft.com/en-us/learn/modules/improve-api-developer-experience-with-swagger/ 

Importing OpenAPI Definitions | SwaggerHub Documentation (smartbear.com) 

https://youtu.be/pRS9LRBgjYg 

https://docs.microsoft.com/en-us/azure/api-management/import-and-publish 

https://soltisweb.com/blog/detail/2020-08-19-importingopenapiapiintoazureapim 

https://docs.microsoft.com/en-us/azure/api-management/import-api-from-oas 

OpenAPI is a description for REST APIs. It comes with a YAML (or JSON) definition file that follows a standardized format 

for describing the inputs and outputs, where the API is hosted (endpoints), operations, and what authorization is 

required to access it. The OpenAPI Specification defines how to describe a REST API. An OpenAPI enables you to 

understand and use a REST API. 

OpenAPI comes with some standard tools:  

¶ API validator ς checks whether the API confirms to industry standards 

¶ API document generator ς generates API reference documentation 

¶ API SDK generator ς generates an SDK in the language of your choice 

Swagger is an open-source set of tools to design, build, document, and use RESTful web services. It includes automated 

documentation, code generation, and test-ŎŀǎŜ ƎŜƴŜǊŀǘƛƻƴΦ hǇŜƴ!tL ƛǎ ŀ ǎǘŀƴŘŀǊŘ ǿŀȅ ǘƻ ŘŜǎŎǊƛōŜ w9{¢Ŧǳƭ !tLΩǎΣ ǿƘƛƭŜ 

Swagger is a toolset built around that standard. Swashbuckle is an open-source Swagger implementation used for 

generating Swagger documentation for .NET Core APIs using .NET reflection. 

Import an OpenAPI Using Azure Portal 

1. In Azure portal, search for and select API Management services. 

2. On the API Management services page, select your API Management instance. 

https://swagger.io/docs/specification/about/
https://docs.microsoft.com/en-us/learn/modules/improve-api-developer-experience-with-swagger/
https://support.smartbear.com/swaggerhub/docs/apis/importing-api.html
https://youtu.be/pRS9LRBgjYg
https://docs.microsoft.com/en-us/azure/api-management/import-and-publish
https://soltisweb.com/blog/detail/2020-08-19-importingopenapiapiintoazureapim
https://docs.microsoft.com/en-us/azure/api-management/import-api-from-oas


 

 

3. API Management instance > +Add API > OpenAPI  

 

 

4. In the OpenAPI specification field either enter a URL or select and upload a file. The remaining fields will autofill from 

the specification. 

 

 

5. Click the Create button. 

Import an OpenAPI using PowerShell 

The Azure APIM PowerShell commands allow you to import the OpenAPI via code.  For example: 



$ApiMgmtContext = New - AzApiManagementContext - ResourceGroupName " my- rg" - ServiceName " my- apim"  

 

Import - AzApiManagementApi - Context $ApiMgmtContext `  

- SpecificationFormat "OpenApi" `  

- SpecificationPath "C: \ Users \ Myself \ Downloads \ my- swagger.yaml" `  

- Path " my- path "  

 

PowerShell will return the newly created OpenAPI information. 

 

 

 

  



5.3 Develop event -based solutions  

Å implement solutions that use Azure Event Grid  

Å implement solutions that use Azure Notification Hubs  

Å implement solutions that use Azure Event Hub  

 

 

https://docs.microsoft.com/en-us/learn/paths/connect-your-services-together/ 

https://docs.microsoft.com/en-us/learn/modules/choose-a-messaging-model-in-azure-to-connect-your-services/ 

 

 
 

 

Event Grid 

Skill: implement solutions that use Azure Event Grid 

https://docs.microsoft.com/en-us/learn/modules/react-to-state-changes-using-event-grid/ 

https://docs.microsoft.com/en-us/learn/modules/choose-a-messaging-model-in-azure-to-connect-your-services/4-

choose-event-grid 

Event Grid is a routing service that distributes events from different Azure sources, such as Blob storage accounts, to 

different Azure handlers, such as Azure Functions or Webhooks. 

Event Grid is for discrete events that report state changes and are actionable. If something is listening (subscribed) for 

that event, it takes action when the event occurs. Subscribers can add filtering rules so only events get delivered that 

match the rules. 

https://docs.microsoft.com/en-us/learn/paths/connect-your-services-together/
https://docs.microsoft.com/en-us/learn/modules/choose-a-messaging-model-in-azure-to-connect-your-services/
https://docs.microsoft.com/en-us/learn/modules/react-to-state-changes-using-event-grid/
https://docs.microsoft.com/en-us/learn/modules/choose-a-messaging-model-in-azure-to-connect-your-services/4-choose-event-grid
https://docs.microsoft.com/en-us/learn/modules/choose-a-messaging-model-in-azure-to-connect-your-services/4-choose-event-grid















































































































































































































































































































































































































