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Forward

This document contains my study notes for the Microsoft certification ex&z204 Developing Solutions for Microsoft
Azuré. As | proceed through my career as an Azure developer, my study notes serve as a single point of reference to
refresh my memory on the exam topics as needEBukse study notes are my textbook.

| have made these study notes publicly and freely available to share with everyone. The study notes were my main too
for passing the exam and | hope they will help you to do the same.

| compiled thesestudynotes in 2021 and used them to pass the certification exanMiorosoft Certified: Azure
Developer Associat@ late 2021 To creatdhesestudynotes | began by downloading the compldist of skills
measuredfor AZ204 in 2021which ispublished by Microsoft at

https://learn.microsoft.com/enus/certifications/resources/studyguides/AZ204

The list of skills measured was then usedreatethe table of contentdor this document| then studied each skdhe-
by-one and took extensivetudynotes. The notes were collected from various sources includinigealecommended
Microsoft Learning Paths, Microsoft online documentation, you tube videos, and online courses from various sites for
which | had subscriptions. The notes were compiled using screen shotsadpgaste and my own explanations as my
knowledgeand understandingrew.| make no claim as to the accuracy and currency of these study notes, they are
simply the work of an enthusiastic student (myself) in the process of learning.

I have no wish to profit from these study notes, | just want to share them with others who might find them useful. As
such, I will not be making any efforts to update these study notes as additional topics are added by Microsoft each yea
| hope these study notes will make an excellent starting point, but you will have to check the current list of skills
measured to find out what skills have been changed or added.

GoodLuck andHappyExaming!"'

Rob Das,

Certified Azure Developer,

Owner/Manager, DTEK Consulting Services Ltd.
http://azuredev.ca

21 April, 2023
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Study Notes for AZ-204 (circa 2021)

Top Level Skill Domains

Develop Azure compute solutio@5-30%)

Develop for Azure storage (Z0%)

Implement Azure security (285%)

Monitor, troubleshoot, and optimize Azure solutions {26%)

Connect to and consume Azure services and tpady services (120%)

aprwbdPE

1. Develop Azure compute solutions (25 -30%)

Azurecomputeis an ondemand service for running clodmhsed applicationdt provides computing resources via virtual
machines and containers. It also provides serverless computing to run apps without requiring setup or configfiration
infrastructure

App Servicéhosts web apps, background applications,

.......... mobile app backends, APl

/ \ Azure Functionsespond to events
i Serverless

Computing
Batchis a VM based, scalable job scheduler

----------- ce Fabr - croser
Service Fabriases containers to deploy microservice

architected applications

1.1 Implement laaS solutions

provision VMs

configure, validate, and deploy ARM templates
configure container images for solutions

publish an image to the Azure Container Registry
run containers by using Azure Container Instance

To o To Do o



https://docs.microsoft.com/erus/learn/paths/azureadministratorprerequisites/

https://docs.microsoft.com/erus/learn/modules/networkfundamentals/

https://docs.microsoft.com/erus/learn/modules/networkfundamentals2/

'
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1 Subnet
o0 logically segmentthe VNetusing IP addressanges
o can further be subdivided intprivate and publicsubnet
0 private subnet issolated¢ blockedfrom the internet¢ but you caroverrideusing NAT
1 Routing
0 you cannot access routers directly in Azure but can you create routing rules i Metir
0 Azure automatically creates route tables for each subnet in orderdnagetraffic
1 Network Security Group
0 serves as firewall to protect virtual machines within VNet
0 restricts inbound and outbound traffic based on IP address, port, and/or protocol

Provision VMs
Skill: provision VMs

https://docs.microsoft.com/erus/learn/paths/deploya-websitewith-azurevirtual-machines

https://docs.microsoft.com/ernus/azure/backup/backumzurevmsfirst-look-arm

¢2 RSLX 28 OLINRGAAAZ2YUL *aQad &2dz ySSRY
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Storage account with at least one virtual disk for hosting the base OS
Virtual network ¥Nei
9 Network interfaceg to communicate on the network

=


https://docs.microsoft.com/en-us/learn/paths/azure-administrator-prerequisites/
https://docs.microsoft.com/en-us/learn/modules/network-fundamentals/
https://docs.microsoft.com/en-us/learn/modules/network-fundamentals-2/
https://docs.microsoft.com/en-us/learn/paths/deploy-a-website-with-azure-virtual-machines
https://docs.microsoft.com/en-us/azure/backup/backup-azure-vms-first-look-arm

1 network security group (NSG)
1 Public IP addressoptional

You also need to think about location, size, pricing,Y2% need to select Resource Group, Image (Windows or Linux)

Azure Portal
Create a resource > Compute > choose template (ex. Win 2019 Or Ubuntu) > follow the wizard

Azure CLI
https://docs.microsoft.com/erus/cli/azure/vm#az vm create

Create resource group and vm. Open port. Get public IP.

#tcreate resource group
az group create \
--name ftregd
-l ocation fAcentraluso

#create linux vm
az vm create \

#create win vm
az vm create \

- resource -gr oup At gt - resource -gr oup AT gt
--name Awiw2rdl 6 - name fl-ivmax

-image fAwin2016da\tacenterao -image AUbuntuLTSo
- admin-username f\robi o - admin-username f\robi o
--admin-password fAaReall yGoodP -- authentication -type fAs\sho

- ssh - key - value ~/.ssh/id_rsa.pub

#open port
#cC reates nsg,adds and applies rule to vm
azvmopen -port \ azvmopen -port \
- resource -gr oup AT et - resource -gr oup AT gt
-- n a mewin2016 - vmo \ - namelinux -vmo \
-port fA33890 -port f220
#get public ip
azvmlist  -ip - addresses \
- resource -gr oup AT gt
-name Awi+w2rmdl 6
Powershell

https://docs.microsoft.com/erus/azure/virtuatmachines/linux/quickcreate-powershell

New AzResourceGroup
- Name test -rg
- Location" East US"
New AzVm *
- ResourceGroupName "
- Name " win2016 - vm""
- Image " Win2019Datacenter
- Location "East US" "

test -rg""

- VirtualNetworkName "test

- SubnetName "default"

- SecurityGroupName "test

- PubliclpAddressName “test
- OpenPorts 80,3389

- wpl- eus - network"

-wpl- eus-nsg" "
- wpl- eus - pubip"®


https://docs.microsoft.com/en-us/cli/azure/vm#az_vm_create
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-powershell

Get - AzPubliclpAddress *
- ResourceGroupName " test -rg""
- Name "win2016 - vm'"

Programmatic API
You can interact with every type of resource in Azure programmatjceligre the creation and management of VMs
form part of a larger application with complex logic

Azure REST API

The Azure REST API provides developers with operations categorized by resource as well as the ability to create and
manage VMs. Operations are exposed as URIs with corresponding HTTP methods (GET, PUT, POST, DELETE, and |
and a corresponding response.

Azure Client SDK

The Azure Client SDK encapsulates the Azure REST API, making it much easier for developers to interact With Azure.
Azure Client SDKs are available for a variety of languages and frameworks, including C#, Java, Node.js, PHP, Python,
Ruby, and Go.

AvalilabilitySet
https://docs.microsoft.com/erus/learn/modules/configurevirtual-machineavailability/

An availability set is a logical feature used to ensure that a group of related VMs are deployed so that they aren't all
subject to a single point of failure and not all upgraded at the same.time

Fault Domain Fault Domain

g Virtual Machine " g Virtual Machine
Availability
Set
@ 11s1 @ lis2

g Virtual Machine - g Virtual Machine
Availability
- R

A fault domain is physicalgroup of hardware that shares a common set of hardware components, and that share a
single point of failure. You can think of it as a rack within apr@mises datacenter.

An update domain is a logical group of hardware that can undergo maintenance, or be rebooted at the same time.

By default, new VMs are locked dowApps can make outgoing requests, but the only inbound traffic allowed is from
the virtual network and from Azure Load Balancks open ports (SSH, RDP, HFTPgtc.) two steps:

1. Create a network security group.
2. Create an inbound rule allowing traffic on the ports you need.


https://docs.microsoft.com/en-us/learn/modules/configure-virtual-machine-availability/

VMs¢ ARM Templates
Skill: configure, validate, and deploy ARM templates

https://docs.microsoft.com/ergb/learn/paths/az204-implementiaassolutions/

https://docs.microsoft.com/erus/learn/paths/deploymanageresourcemanagertemplates/

https://docs.microsoft.com/erus/azure/azureresourcemanager/templates/templatesyntax

https://docs.microsoft.com/erus/azure/azureresourcemanager/templates/templateutorial-createfirst-
template?tabs=azurpowershell

https://docs.microsoft.com/erus/azure/azureresourcemanager/templates/overview

ARM template file structure:

schema the location of the JISON schema file that describess/érsion of the template required
languageandthe structure ofthe JSON data

contentVersion | the version of your template to document significant changes and to ensure required
you're deploying the right template

resources the actual items you want to deploy or update in a resource group or a subscri| required

apiProfile defines a collection of API versions for resource types opt.

parameters define values that are provided during deploymerdan be provided by a opt.
parameter file, commandine parameters, or in Azure portal

variables define values that are used to simplify template language expressions opt.

functions userdefined functions that are available within the templatsimplify your opt.
template when complicated expressions are used repeatedly

output the values that will be returned at the end of the deployment opt.

In its simplest structure, a template has the following elements:

"$schema": "https://schema.management.azure.com/schemas/2019 - 04- 01/deploymentTemplate.json#",
"contentVersion": ",

"apiProfile": ",

"parameters": { },

"variables™ { },

"functions™: [ ],

"resources": [ ],

"outputs™: { }

ARMtemplates are JSON files that define the resources to deploy for your solufttwrVMs, they aregemplates from
which to create an exact copy of a \dvito create and deploy specific configurations


https://docs.microsoft.com/en-gb/learn/paths/az-204-implement-iaas-solutions/
https://docs.microsoft.com/en-us/learn/paths/deploy-manage-resource-manager-templates/
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/template-syntax
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/template-tutorial-create-first-template?tabs=azure-powershell
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/template-tutorial-create-first-template?tabs=azure-powershell
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/overview

Create resource templates from the Automation section for a specific VM

Automation

? Tasks (preview)

$ Export template I

You have the option to save the resource template for later use, or immediately deploy a new VM based on this
template. Youcan take that template and easily-oeeate multiple versions of your infrastructure, such as staging and
production. You can parameterize fields such as the VM reamddoad the template repeatedly, using different
parametersfor each environment.

Exam Tip: Understand ARM template parameters and parameter files, functions, variables.
https://docs.microsoft.com/erus/azure/azureresourcemanager/templates/templatesyntax

https://docs.microsoft.com/erus/learn/paths/deploymanageresourcemanagertemplates/

deploy an ARM template to Azure in one of the following ways:

1 Deploy a local template
1 Deploy a linked template
1 Deploy in a continuous deployment pipeline

A deployment of Azure resources requires a resource group and an ARM template Jsimdelgloy the template
defined in the Template filause either the Azure CLI commafadeployment group create or the Azure PowerShell
commandNew AzResourceGroupDeployment

# CLI example
az deployment group create \
-- name blanktemplate \
-- resource -group myResourceGroup \
-- template -file  "{provide - the - path - to - the - template - file}"

# powershell example

New AzResourceGroupDeployment
- Name {name of your resource group}
- Location  "{location}"

Create Docker Images
Skill: configure container images for solutions

https://docs.microsoft.com/erus/learn/modules/introto-dockercontainers/

Container ImageA container image is a portable package that contains soft({gercecode, dependencies, libraries)
as a single binary deployable packals this image that, whehuilt andrun, becomes our containelt serves as the
deployment mechanism for your application. The term Container image is sometimes abbreviatedrapest



https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/template-syntax
https://docs.microsoft.com/en-us/learn/paths/deploy-manage-resource-manager-templates/
https://docs.microsoft.com/en-us/learn/modules/intro-to-docker-containers/

A container image is immutable. Once you've budbatainerimage,it can't be changedrhis is our guarantee that the
containerimage we use in production is the same image used in development and QA.

Container A container is aisolated environment that allows us to rimagesL (i @uaning instance of a container
image. Inside that container iscampiled,running instance of your application.

Azure Container Reqistry (ACR) centralized storage service based on the open source docker registry. It makes your
image accessible to all the servers that can execute your intiz@iéows you to buildstore, and manage container
images.You can thinlof ACRasa storage andtatalogingservice.

Azure Container Instances (A@xure service that allows us to run one or more containers in Azure with no servers or
infrastructures to manageACl serves as a container orchestrator that can pull down container images from ACR,
compileand run them as container¥.ou can thinkf AClasa runtime environment.

Dockeris a containerization platform used to develop, ship, andcontainers

Dockerfile

Binaries/Libraries Binaries/Libraries

Image Azure Image

Development Registry
Workstation —- s il Azure Container Instances
‘ |

& &

Buildng aContainer Image
A Dockerfile is a text file that contains the instructions we use to build and run a Docker image.

FROM defines a base container image used for subsequent
instructions in the docker file.

Example Dockerfile

RUN executes a command inside the container. In the example.
FROM mer.microsoft.com/dotnet/core/aspnet:3.1 will create a directorpamedapp inside the container image.

. WORKDIR sets the working directory for any subsequent
RUN' mkdir "app instructions in this docker file.
WORKDIR /app

COPY is used to copy application binaries into the container.

COPY . /webapp/bin/Release/netcoreapp3.1/publish ./
COPY ./config.sh ./

RUN executes scripts inside the container.

EXPOSE tells ti22 y (i | ringirBeNvhi¢h port theapplication in
RUN bash config.sh the container idistening on.

ENTRYPOINT is used to define which script or binary to start wl
EXPOSE 80 the container is started from this container image. Inside the [] i<

I oo " the command to run along with its parameters. Sometimes CML
ENTRYPOINT [ dotnet”, WEbapp a1l ] used instead of ENTRYPOINT.




Usingthis example docker filan the current directorywe execute the docker build command:
docker build - t webappimage:vl .

Thisbuildd KS O2y GFAYSNI AYI IS FNRBY (KS ,Ril0dgms Ahd thditlieditaiteK | G Q a
image with the name webappimage, and the tag v1.

Torun an instanceof this container imagen the local hosas a container

dockerrun i name webapp i publish 8080:80 i detach webappimage:v1l

The-publish specifies the port that the container is going to listen on, on the local machine, @98l as the port
that the application is listening on, inside the container, 80.

With the container running, we can use curldonnect tothe published port 8080.
curl http://localhost:8080
We can stop and remove the running webappe(containe):

docker stop webapp
docker rm webapp

Publish Image to Azure Container Reg{stGR)
Skill: publish an image to the Azure Container Registry

https://docs.microsoft.com/erus/learn/modules/deployrun-containerapp-service/

| Dockerfile

Binaries/Libraries Binaries/Libraries
Image Azure Image
Registry

Devel t
—

First, we must create an ACR. To create an ACR, we can use Azure Portal, PowerShell, or Azure CLI. For example, us
CLI:

ACR_NAME=ade@mo

az acr create \
--resource -gr oup Ot gt
-- name $ACR_NAME\
-- sku Standard

Azure Container Registry (ACR) is a centralized storage service making your image accessible to all the servers that c:
execute your image. This makes your code independent from the servers and highly portable.


https://docs.microsoft.com/en-us/learn/modules/deploy-run-container-app-service/

Note: this does not make the code live, it just puts in in a central place to make it available to the servers.

To push youcontainerimage to your ACR registry:

# 1. Log in to your Azure subscription

az login

# 2.Loginto your registry

az acr login i - name $ACR_NAME

# 3. Tag the image that you want to upload to the registry - for example webappimage:vl

docker tag webappimage:vl  $ACR_NAMEzurecr.io/ webappimage:vl

# 4. Push the image for example webappimage:vl
docker push  $ACR_NAMEzurecr.io/ webappimage:vl

Alternatively, you can push the image using ACR tasks:

az acr build i mage @ web ap p-iagnatgaes: kidgegistry SACR_NAME .

You can use ACR tasks to offload the build process of your application intcCaniagner RegistnACR tasks can be
triggered when your team commits code into source control.

Azure Container Instance®Running Containers
Skill: run containers by using Azure Container Instance

Dockerfile

Binaries/Libraries Binaries/Libraries

Image Azure A

Registry
Development
Workstation — bl Azure Container Instances.

& < [+

Before you can deployour codeto an Azure Container Instance or to a Web Afqneed to set up access using
access keydVe need to enable access to the container registry it3gfpicallythis is done by creating a service
principal. We need a container registgdministrator user id and passwor8Cl will use this to pull down the container
image from ACR.

#deploy container in to ACI
SERVER=$(az acr show i query loginServer)
az container create \

-- resource -grouptest -rg \

--name Sampy O

-- ports80 \

-- image $SERVER/weba ppi mage:v1l

Once deployed, thapp in thecontainerwill berunning in ACI. Get the URL as follows:

URL=$(az container show - name -Gamyp & query ipAddress.f gdn)
echo $URL



To testthe app point yourbrowser atthis URL.

1.2 Create Azure App Service Web Apps

create an Azure App Service Web App

enable diagnostics logging

deploy code to a web app

configure web app settings including SSL, API, and connection strings

implement autoscaling rules, including scheduled autoscaling, and auto scaling by
operational or system metrics

To To Do Io Do

Azure App Servide a fully managed PaaS environment for hosting web applications, welrappatainers, mobile app
backends, and custormade APIs.

When working in containers, be aware of these Docker environment variables for App Service:
WEBSITES_CONTAINER_START_TIME_ time to wait before evaluating the health and then restarting the container
WEBSITES_ENABLE_APP_SERVICE_S’ if true, the/home dir will be shared across container instances and files will per

WEBSITE_WEBDEPLOY_USE_SCM set tofalseto deploy a containebased web app using WebDeploy/MSDeploy

TheApp Serviceplanad 2y S 2NJ Y2NBE +aQada 0SKAYR GKS a0SySad aiONP
YIOKAYyS& FNB LI §OKSRI adkKE (G K K8 QOB KA @K OéA2 PprA DI 8 SO
an app service plan, and that app service plan is scal@bége are two types of app service plans: fisolated and
isolated.Non-isolated app servicplansare not inside a virtual networgno isolation at the network layer. Isolated app
serviceplansare fully isolated and dedicated environments for running highly scalable, high performance weleyps.
can put isolated apps into virtual networks for enhanced secufike app service plan is where you choose@®and

the pricing tier.

Web Jobss another feature of Azure App Service that enables you to run a program or script in the same instance as a web apmrAREe app.
Azure Functions provides another way to run programs and scrigt®UT OF SCOPE

App Service Environment (A$Ean Azure App Service feature that provides a fully isolated and dedicated environment for securely running App Service
apps at high scalé¢ielps ¢ OUT OF SCOPE




Create an Azure App Service Web App
Skill: create an Azure App Service Web App

https://docs.microsoft.com/ernus/learn/paths/createazureapp-serviceweb-apps/

https://docs.microsoft.com/erus/learn/paths/deploya-websitewith-azureapp-service/

https://docs.microsoft.com/erus/learn/modules/hosta-web-app-with-azureapp-service/

‘ Resource Group Subscription

$5%
‘ App Service Plan Scaling ’,

Azure App Services

‘ Web App ’ ‘ Web App

You need to create a resource group, app service plan, and then a web app.

FromAzure Portal

Youcan createa Web App fromthe Azure portab Create ResourceWeb App> follow thewizard Creating a web app
allocates resources in App Servitlan which you can use to host any wbhsed application that is supported by Azure

To publish, you can either push coleS f SOUAY 3 &2 dzNJ NHzy 0 A YS &ryou carfuse @ dobt&iner / 2 |
image asg/our application.

FromAzure CLI
Youcan createaweb app using Azure CLI.

as group create -- name my- resource -group -- location westus2

az appservice plan create -- name my- app- service -plan -- resource -group my -resource -group \
-- skusl --is -linux

az webapp create -- group my -resource -group -- planmy -app-service -plan \

-- name my-web-app --runti me fAnodeo

FromPowerShell
You can create a web app using PowerShell.

New AzResourceGroup -Name <4ngyb-Locati on o6westus?o

New AzAppServicePlan -Name <nmyandkocation O6westus?od
-Resour ceGr oup-Ngdier&iny

New AzWebApp -Na me OmelyappédLocati on o6westus?od
-AppServicePipdnmnéiteysour ce Gr oup-MNgrde 6 my


https://docs.microsoft.com/en-us/learn/paths/create-azure-app-service-web-apps/
https://docs.microsoft.com/en-us/learn/paths/deploy-a-website-with-azure-app-service/
https://docs.microsoft.com/en-us/learn/modules/host-a-web-app-with-azure-app-service/

FromARM Template

When it comes to building web apps with infrastructure as code, the native solution on Azure iR8ngmplates
From Azure Portal > Create Resourdemplate>Web App Follow the wizard teelect a resource group and provide
the inputsneeded tocreate the ARM templatéOnce we have an ARM templateewan then deployt from the Portal,
from CLI, or from PowerShell.

Enable Diagnostic Logging
Skill: enable diagnostics logging

https://docs.microsoft.com/ernus/learn/modules/captureapplicationlogsapp-service/

https://docs.microsoft.com/erus/aspnet/core/fundamentals/logging/?view=aspnetcebe)

https://docs.microsoft.com/erus/azure/appservice/troubleshootdotnet-visuatstudio

https://docs.microsoft.com/erus/azure/appservice/troubleshootdiagnosticlogs

https://mderriey.com/2020/08/08/alook-at-the-aspnetcore-loggingproviderfor-app-service/

From Azure Portal
To enableapp servicaliagnostic logging in thgortal, go to App Service monitoring >App Servicéogs.

m 5 Saarch esouroes. sarvies, and docs (G+/)

Creste & resource pluralsight110820 | App Service logs

You can enable diagnostics logs using the Azure pamtiyou can select the level of error I¢Disabled, Error, Warning,
Information, Verbose).

Options for diagnostic logging:

ApplicationLoggingSend a log message directly from your code.

Web ServelLogging3 types of web server diagnostic logs can be enaliéf]:Storage, Filesystem.

Detailed error messagefor an HTTP status code of 400 or more, a detailed log is created.

Failed request tracingrailed requests to the server can be enabled.

DeploymentloggingThis log is automatically enabled and gathers all information related to the deployment of
your application.

= =4 =4 =4 =4

From CLI

az webapp log config


https://docs.microsoft.com/en-us/learn/modules/capture-application-logs-app-service/
https://docs.microsoft.com/en-us/aspnet/core/fundamentals/logging/?view=aspnetcore-5.0
https://docs.microsoft.com/en-us/azure/app-service/troubleshoot-dotnet-visual-studio
https://docs.microsoft.com/en-us/azure/app-service/troubleshoot-diagnostic-logs
https://mderriey.com/2020/08/08/a-look-at-the-aspnet-core-logging-provider-for-app-service/

-- web- server - logging filesystem
T-name my-app
-- resource -group my -rg

Retrieving Diagnostic Logs

Use Windows File Explorer as an FTP client and create a connection to the App Service root folder in Azure. FTP
connection credentials aravailablein the publish profilewhich can be downloaded from Portal > App Service >
h@SNIBASGE YR Ot AOlAy3 2y aDSO Lzt AaK LINRPTALSE D

Or from the CLI:

az webapp log download -- log -file  \ < filename_ \>.zip -- resource -group \<_resource group nhame_ \'> -- name \ <_app
name_\ >

Writing to Diagnostic Logs with C#
Install the NuGet packagddicrosoft.Extensions.Logging.AzureAppServiées the appropriate provider to the logging
system:

/I Program.cs
using Microsoft.Extensions.Logging ;

public static IHostBuilder CreateHostBuilder(string[] args) =>
Host.CreateDefaultBuilder(args)
.ConfigureLogging(builder => builder.AddAzureWebAppDiagnostics() )
.ConfigureWebHostDefaults(webBuilder =>

webBuilder.UseStartup<Startup>();
D

In code, reference theogger as usual, with dependency injection.

public class HomeController : Controller

{

private readonly ILogger<HomeController> _logger;

public HomeController(ILogger<HomeController> logger)

{
_logger = logger;
_logger.LogError("TESTING LOGGING");

}

/'l your code hereé



install asp net core logging integration site extension

https://www.visualstudiogeeks.com/devops/installirFmspnetcore-site-extensionsfor-azureapp-serviceusingarm

https://nugetmusthaves.com/Package/Microsoft.AspNetCore.AzureAppServices.SiteExtension

Deploy Code to a Web App
Skill: deploy code to a web app

https://docs.microsoft.com/ernus/learn/modules/publiskazureweb-app-with-visualstudio/

https://docs.microsoft.com/erus/learn/modules/stagedeployapp-servicedeploymentslots/

https://docs.microsoft.com/enus/azure/appservice/deploystagingslots#AutoSwap

https://docs.microsoft.com/erus/azure/appservice/deploystagingslots#specifycustomwarm-up

https://docs.microsoft.com/erus/learn/modules/stagedeployapp-servicedeploymentslots/

For Azure App Services, Azswpportspublishing your web app througieploymentascode to the underlying services
either directly to a runtime staglor as éDockercontainer.Before configuring automated deployment, you first need to
create an Azure app servipianin a resource group, and a Wwepp in the app servicahis can be done through the
Azure Portal using the usueCreate a resouragizard approach.

Azure supportautomateddeploymentdirectly from several sources
1 AzureRepa (part of Azure DevOps)

M1 GitHub
9 Bitbucket


https://www.visualstudiogeeks.com/devops/installing-aspnet-core-site-extensions-for-azure-app-service-using-arm
https://nugetmusthaves.com/Package/Microsoft.AspNetCore.AzureAppServices.SiteExtension
https://docs.microsoft.com/en-us/learn/modules/publish-azure-web-app-with-visual-studio/
https://docs.microsoft.com/en-us/learn/modules/stage-deploy-app-service-deployment-slots/
https://docs.microsoft.com/en-us/azure/app-service/deploy-staging-slots#Auto-Swap
https://docs.microsoft.com/en-us/azure/app-service/deploy-staging-slots#specify-custom-warm-up
https://docs.microsoft.com/en-us/learn/modules/stage-deploy-app-service-deployment-slots/

9 OneDrive
91 Dropbox

You authorize Azure App Service to retrieve code from the source repository and then you enable continuous
deployment in AzureYou associate your web app to point to a branch of one of these repositories, and anytime the
branch is updated, the updatutomatically deploy$o your App Service web application.

Go to Azure Portal > App Services > your App Service > Deployment > Deployment Center.
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3. Click Finish. That will kick off the first deployment.

Azure also supports manual deployment:

Git

CLI &z webapp up)
zip deploy

WAR deploy (Java)
Visual Studio

FTP

=A =4 =8 =4 =4 =4

Deployment Slots

https://docs.microsoft.com/ergb/learn/modules/understanebpp-servicedeploymentslots/

Within a single Azure App Service web app, you can create mulgpleyment slotsEach slot is a separate instance of
that web app, and it has a separate hostnaidewever, each slot shares the resources of the App ServiceYdarncan
deploy a different version of your web app into each stre slot is the production slot. This slot is the web app that
users see when they connett/hen ready to put @ew app versiomto production deploy it by swapping its slot with
the production slotUnlike a code deployment, a slot swap is instantanetiusecessary,gu can roll back the version
by swapping the slots back.

The initial delayor compilation and otheserveractions beforeghe first page is deliveres called aold start You can
avoid a cold start by using slot swaps to deploy to productiéhen you swap a slot into production, you "watrp"
the app because your action sends a request to the root of thasigmsurethat all compilation and caching tasks
finish, and the site responds as fast as if it had been deployed for Wdysn you swap two slots, the app's
configuration settings travels to the new slot. You can override this by configuring thelot aettings

You cancreate anew slotor you cancloneanother slot.After you clone the settings, the configuration of the two slots
can be changed independentilthough you can clone settings to a new slot, you can't clone coritégtnew slot is


https://docs.microsoft.com/en-gb/learn/modules/understand-app-service-deployment-slots/

effectively a separate web app with a different hostnarvieu can control access to a slot by using IP address
restrictions.

Theswapwith-previewfeature helpsyou discover problems before your app goes live into produciiba.swap
proceeds in two phases you can test the app in the source slot to make sure it works with the target slot
configuration.If you find no problemghe hostnames for the two sites are swapped.

Auto swapbrings swagbased deployment to automated deployment pipelines. When you configa@gproduction
slot for auto swap, Azure automatically swaps it whenever you push code into thatéieh you use auto swap, you
can't test the new app version in the staging slot before the swWwapddress thigjou can deploy to a separate slot
that's dedicated for testing.

Some apps might requirustom warmup actions before the swap. TrapplicationInitializatiorconfiguration element
in web.configlets you specify custom initialization actions. The swap operation waits for this customuwpatorfinish
before swapping with the target slot.

<system.webServer>
<applicationlnitialization>
<add initializationPage =""" hostName ="[app hosthame]" />
<add initializationPage ="/Home/About" hostName ="[app hostname]" />
</applicationlnitialization>
</system.webServer>

Web App Settingacluding SSL, API, and Connection Strings
Skill:configure web app settings including SSL, API, and connection strings

https://docs.microsoft.com/ergb/learn/modules/configurenveb-app-settings/

https://docs.microsoft.com/ergb/learn/modules/configurenveb-app-settings/2configureapplicationsettings

https://docs.microsoft.com/ergb/learn/modules/configurenveb-app-settings/6-configuresecuritycertificates

Configuration of app services, including app settings and connection strings, can be done through the Azure Portal, or
scripted using JSON. In the Portal, click on the desired app service, and select Settings > Configuration.


https://docs.microsoft.com/en-gb/learn/modules/configure-web-app-settings/
https://docs.microsoft.com/en-gb/learn/modules/configure-web-app-settings/2-configure-application-settings
https://docs.microsoft.com/en-gb/learn/modules/configure-web-app-settings/6-configure-security-certificates
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Configure web app security with SSL

To use HTTPS to secure your connection, you needlt@adan SSL certificate to the web applicatiomAzure To use

SSL, you need to be using at least the Basic tier service plarPiyiple vs. private certificatdmanaged vs.

unmanaged), we can purchase from a certificate authority such as VeriSign, or we can generate private certificates
dzaA Ay 3 2dzNJ 26y OSNIATFAOI {vlll the dinKdaweds lrdsda pilivateartificatethel G S NJ 2 -
properties of your app service plan, you can enforce HTTPS and TLS (transport layer security).

To add an SSL certificate to your App Service, in the portal go to TLS/SSL settings for you Apydberaiteccess
these settings in the Configuration menu on the Settings section in the App Service blade.
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+ Add TLS/55L Binding
 MysQLIn App

e ) \:l Host name Private Certificate Thumbprint  TLS/SSL Type
1" Properties

£ Locks Mo TLS/$5L hindings configured for the app.



If you set a variable in this section that matches a variable in Web.config or appsettings.json files, the value of the

variables in the configuration files will be replaced with the value in your Azure Web App séttings.

ConfigureDatabase Connection String
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Then give the connection string a name, paste in your connection string and put in your password, and then select a
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Autoscaling
Skill: implement autoscaling rules, including scheduled autoscaling, and autoscaling by operasgsedmmmetrics

https://docs.microsoft.com/erus/learn/modules/appserviceautoscalerules/

https://docs.microsoft.com/erus/learn/modules/appservicescaleup-scaleout/

https://docs.microsoft.com/erus/learn/modules/scaleappsapp-service/

Autoscaling is a feature of the App Service Plan used by the web app.

Autoscaling requires you to configure autoscale rudagoscaling performs scaling in and out, as opposed to scaling up
and down.Autoscaling doesn't have any effect on the CPU power, memory, or storage capacity changes the
number of web serverdAutoscaling makes its decisions based on rules that speifthreshold for a metric, and

triggers an autoscale evefthange number of web servers).

Autoscaling is integrated with Azure Monitor. This means we can configure Azure Monitor to send out notifications
when scaling events are triggered.

Autoscale
Rule

Actions

Metrics
(resource/custom)

+/-VMs

Time
(schedule)

Webhook

Important: when adding a rule to scale out based on a condition, remember to add a corresponding rule to scale back i
when the condition is over.

Scheduled Autoscaling
Scale to a specific instance count according to a schedule.
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Go to App Service > Scale out (App Service plan) > Custom autoscale > +Add a scale condition
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We need to make sure we have both a scale out rule and a scale in rule to return things back to normal.

A custom implementation would collect operational and system metrics, analyze the metrics, and then scale resources
accordingly.

Scale based on a metric, such as the length of the disk queue, or the number of HTTP requests awaiting processing

System metrics are measurement types found in the system.

1.3 Implement Azure functions

create and deploy Azure Function apps

implement input and output bindings for a function

implement function triggers by using data operations, timers, and webhooks
implement Azure Durable Functions

implement custom handlers

To To Do Io Do

https://docs.microsoft.com/erus/azure/azurefunctions/functionshost-json

https://docs.microsoft.com/erus/learn/paths/createserverlessapplications/

https://docs.microsoft.com/erus/azure/azurefunctions/functionsbindingserror-pages?tabs=csharp
(link to Azure Functions error handliagd retries)

Azure Functions alloyouto host business logic that can be executed without managing or provisioning infrastructure.
With traditional enterprise architecture, you need to consider server hardware infrastructure provisioning and
maintenance up frontWith serverless computinghis is delegated to the cloud providktting you focus completely on
building the app logic.

Every Azure function hds ownfunction.jsorfile, whichdefines the trigger ang@rovides configuration information
such as binding$:unctions have one trigger, and any number of bindings.


https://docs.microsoft.com/en-us/azure/azure-functions/functions-host-json
https://docs.microsoft.com/en-us/learn/paths/create-serverless-applications/
https://docs.microsoft.com/en-us/azure/azure-functions/functions-bindings-error-pages?tabs=csharp

Thehost.jsonmetadata file contains global configuration options that affect all functions for a function app.

Create and deploy Azure Function apps
Skill:create and deploy Azure Function apps

https://docs.microsoft.com/erus/azure/azurefunctions/functionscore-tools-reference

https://docs.microsoft.com/erus/azure/azurefunctions/functionsrun-local

https://docs.microsoft.com/erus/azure/azurefunctions/functionsreference

https://docs.microsoft.com/erus/learn/paths/createserverlessapplications/

https://docs.microsoft.com/erus/learn/modules/createserverlesdogicwith-azurefunctions/

https://docs.microsoft.com/erus/learn/modules/createserverlesdogicwith-azurefunctions/3-createan-azure
functionsapp-in-the-azureportal

https://docs.microsoft.com/erus/azure/azurefunctions/functionscreate-your-first-function-visuatstudio

https://docs.microsoft.com/erus/azure/azurefunctions/functionsscale

Resource Group Subscription
$88

‘ Storage Account

U

App Service Plan ‘7

Web App Web App ‘ Function App

Azure Function Azure Function

Functions are hosted in an execution context callégnation app Function apps are used to logically group Azure
Functions and link them tolaostingplananda storage account.

Hosting plan options: app service plan, consumption plan, premium plan, dedicated plan, ASE, Kubernetes.


https://docs.microsoft.com/en-us/azure/azure-functions/functions-core-tools-reference
https://docs.microsoft.com/en-us/azure/azure-functions/functions-run-local
https://docs.microsoft.com/en-us/azure/azure-functions/functions-reference
https://docs.microsoft.com/en-us/learn/paths/create-serverless-applications/
https://docs.microsoft.com/en-us/learn/modules/create-serverless-logic-with-azure-functions/
https://docs.microsoft.com/en-us/learn/modules/create-serverless-logic-with-azure-functions/3-create-an-azure-functions-app-in-the-azure-portal?pivots=javascript
https://docs.microsoft.com/en-us/learn/modules/create-serverless-logic-with-azure-functions/3-create-an-azure-functions-app-in-the-azure-portal?pivots=javascript
https://docs.microsoft.com/en-us/azure/azure-functions/functions-create-your-first-function-visual-studio
https://docs.microsoft.com/en-us/azure/azure-functions/functions-scale

Hosting Choices Development Environment Choices

Azure Functions usually run in a “Service plan” on Azure App Service

Consumption Plan App Service Plan Premium Plan
Azure
Serverless Traditional pricing speed Azure Portal Visual Studio Fuhcg;onls Core
Automatic scale model Security [
5 min limit Reserved instances
Dock . L I Learning and Windows and C# Cross-platform CLI
CEET EElLr ocally experiments Visual Studio Code
‘On premises Development and
In any cloud testing

To create a Function App from the Azure Portal:

Create a resource > Compute > Function App

Create Function App page > Enter basic settings > Review + create > Create

From Azure CLI:

az functionapp create - g MyResourceGrp - p My AppService Plan -n My Func AppName - s MyStorageAcct
After the Function App has been created, you can publish Azure Functions to it.

From VSCode and command line, there is now a Func command. First install Azure func core tools:

npmiazure -functions - core - tools

Initialize the function app:

func init MyFunctionProject
This will create a folder named MyFunctionProject and will initialize the prajectctionapp.csproj . You will be
LINEYLIGISR F2NJAYAGAFEATFGAZ2Y LI NF YSGSNE adzOK | & NXzyd A

Thenchange directory andreate the function

cd MyFunctionProject
func new

You will be prompted for the function creation parameters such as temgleell G LJ { NJA Ifah&tibidhanieA Y S NE

Input/Output Bindings
Skill: implement input and output bindings for a function

https://docs.microsoft.com/erus/learn/modules/chairazurefunctionsdata-usingbindings/

Bindings provide a declarative way to connect to data from within your codetype of binding defines where we are
reading or sending dat# binding type can be used as an input, an output or bidthwever not all types support both
input and output.An Azure Function can have multiple input and output binding.


https://docs.microsoft.com/en-us/learn/modules/chain-azure-functions-data-using-bindings/

Examples

Azure Function Input Binding Types Azure Functions Output Binding Types
L L3 Blob St bindi Creats file in Blob St:
H Blob Storage binding - read contents of a file in Blob Storage [] ob Storage binding - Create a new e in Blob Storage
Queue Storage binding - Post a message to a queue
@ Cosmos DB binding - look up a document In a Cosmos DB database
— Cosmos DB binding - Create a new document In a database
QF/% Microsoft Graph binding - access OneDrive
bdb Many others - Event Hub, Service Bus, SendGrid, Twillo, etc

Common linding properties: Name, Type, Direction.

Bindings are defined in JSON. A binding is configured in your function's configuration file, which iumantneraljson
and lives in the same folder as your functioncatlK S bl YS LINRPLISNI & Aa K2¢g &2dzNJ O2
For example:

"bindings": [
{
"type": "httpTrigger",
"direction™: "in",
"name": "Request",

"type": "http",
"direction”: "out",
"name": "Response”

Triggers
Skill: implement function triggers by using data operations, timers, and webhooks

https://docs.microsoft.com/erus/learn/modules/executeazurefunction-with-triggers/

A trigger is an object that defines how an Azure Function is invékedy function must have exactly one trigger
associated with it.

Data Operations

Blob, Queue, Cosmos DB dfnkent Huldrigger typesare examples of data operation triggeFr example, alob

trigger is a trigger that executes a function when a file is uploaded or updated in Azure Blob dBdoadgeiggers have a
Path setting. For example

samples - workitems/{name}

The first part, sampleworkitems, represents the blob container that the trigger monitors. The second part, {name}
means that every type of file will cause the trigger to invoke the funclitie. name represents a parameter in your
Azure function that receives the name of the added file.


https://docs.microsoft.com/en-us/learn/modules/execute-azure-function-with-triggers/

Timers

A timer trigger is a trigger that executes a function at a consistent intéfuakr triggers can be used to implement
scheduled tasksrou supply two pieces of informatiotimestamp parameter name, a schedul@RONexpression). A
CRONMNexpression consists of

{second} {minute} {hour} {day} {month} {day of the week}

For example, a CRON expression to create a trigger that executes every five minutes looks like:

0*/5****

CRONexpression special characters:

Asterisk * means select every value in a field
Comma , separates items in a list

Hypheng specifies a range

Slash / specifies an increment

= =4 =4 =9

Webhooks; HTTP Request Triggers

https://docs.microsoft.com/erus/learn/modules/monitorgithub-eventswith-a-function-triggeredby-a-webhook/

HTTP triggersan be used toespondto webhooks.You supply a webhook callback to a thuarty app. The callback will
be used to call your HTTP trigger Azure Function.

Note: In addition to responding to webhooks, HTTP triggers can also be used to implement APIs (out of scope).

HTTP triggers let you customize the HTTP method (GET, POST), and the Route to control the URL of youddrunction.
example:

"bindings" [

{
"type" : “httpTrigger"
"name” : "req" ,
"direction" S "int
"methods" :[ "get" ],
"route” : “"products/{category:alpha}/{id:int?}"

h

{
"type" : “http"
"name" : 'res" ,

"direction" . out"


https://docs.microsoft.com/en-us/learn/modules/monitor-github-events-with-a-function-triggered-by-a-webhook/

HTTP triggers can be secured by requiring an authorization key with one of three authorization levels:

1 Anonymous: no key required
1 Function: key per function
1 Admin: key per function app

Example:

[ FunctionName( "HttpTriggerCSharp" )]
public  static async Task<IActionResult> Run(

[HttpTrigger( AuthorizationLevel.Function , "get" , "post" ,Route= null )] HttpRequest req, ILogger log)
{

string  name =req.Query[  "name" ];

string  requestBody = String.Empty;
using (StreamReader streamReader = new StreamReader(req.Body))

{
}

dynamic data = JsonConvert.DeserializeObject(requestBody);
name = name ?? data?.name;

requestBody = await streamReader.ReadToEndAsync();

return name;

Durable Functions
Skill: implement Azure Durable Functions

https://docs.microsoft.com/erus/learn/modules/createlongrunningserverlessvorkflow-with-durablefunctions/

Durable Functions enables you to implement stateful functimmkflowsin a serverlesenvironment.These stateful
workflows are called orchestrations, aade defined using an orchestration function.

The programming model for durable functions consiststwée function types: Client, Orchestrator, and Activity.
9 Client functionsre the entry pointWhen triggeredthey initiate a neworchestration
1 Orchestrator functiondescribe how actions are executed, and the order in which they are run.

9 Activity functionsare the basic units of work in a durable function orchestration.

Durable functions implement many common workflow patterns including function chaining, fan out/fan in, async HTTP
API, Monitor, Human Interaction

Chaining
o BXSPEY EXo¥ ERe>

Chainingorchestrates each of the desired functions in order to have the output of one function act as the input of the
next.

Fan out/fan in


https://docs.microsoft.com/en-us/learn/modules/create-long-running-serverless-workflow-with-durable-functions/
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Fan out/inhasa single orchestrator function execute multiple functions to execute in par@alout), and then wait
until they are all complete, and aggregate the results together (fan in)

Async HTTP APIs

= <> == <5

g
= 7D m—t

GetStatus

Async HTTRB whenthe APladdresgsthe problem of coordinating the state of lomgnning operations with external
clients by redirectingthe external clientdo an endpoint where they can ugmllingto learn when the operation is
finished.

<> <>

Monitor refers to a flexible, recurring process in a workflinat checks to see when something is completad
example is polling until specific conditions are met.

Human interactior{requiring manual intervention)

<P

ssssss Approval

qpoiogroni N <5

Escalate

Human interactions whendurable functionsare usedo trigger a process to notify a party and require their
intervention for the process to proceed. If no response is received wittimeframe,then other rules can be applied.

Aggregator(Stateful Entities)



<

Aggregatoriswhen the APhggregats event data over a period of time into a single, addressable entity.

1l
123

Implement custom handlers
Skill: implement custom handlers

https://docs.microsoft.com/erus/azure/azurefunctions/functionscustonthandlers

https://azure.microsoft.com/erca/updates/azurefunctionscustomhandlersare-now-generallyavailable/

https://www.youtube.com/watch?v=2mAFSNCP

https://www.youtube.com/watch?v=RPCEH247twU

Every Functions app is executed by a langtsgeific handler. While Azure Functions supports many language handlers
by default, there are cases where you may want to use other languages or runtimes. Custom handlers are lightweight
web servers that receive events from the Functions host. Any language that supports HTTP primitives can implement &
custom handler.

CUSTOM HANDLER

WEB SERVER

TRIGGER |——

o5 FUNCTIONS
77 HOsT

An Azure Function implemented as a custom handler must configuredstgson local.settings.jsopandfunction.json
files. There is also proxies.jsoriile.

A custom handler is defined by configuring the host.json file with details on how to run the web server via the
customHandler section. Use the arguments array to pass any arguments to the executable. Arguments support
expansion of environment variables (application settings) using %% notation.

Sample host.jsonustom handler sectian

{
"version": "2.0",
" customHandler ": {
"description " {


https://docs.microsoft.com/en-us/azure/azure-functions/functions-custom-handlers
https://azure.microsoft.com/en-ca/updates/azure-functions-custom-handlers-are-now-generally-available/
https://www.youtube.com/watch?v=-2mAFSNCP-I
https://www.youtube.com/watch?v=RPCEH247twU

" defaultExecutablePath ": "app/handler.exe",
"arguments": [
"-- database -connection - string",
"%DATABASE_CONNECTION_STRING%"

]
}
}
}

'workingDirectory": "app"

defaultExecutablePatr The executable to start as the custom handler process.
workingDirectory The working directory in which to start the custom handler process.

arguments An array of command line arguments to pass to the custom handler proc

local.settings.json defines application settings used when running the function locally. As it may contain secrets,
local.settings.json should be excluded from source control. In Azure, use application settings instead. For custom
handlers, set FUNCTIONS_WORKER_RUNTIME to Custom in local.settings.json.

Sample local.settings.json:

{
"IsEncrypted": false,
"Values": {
"FUNCTIONS_WORKER_RUNTIME": "Custom"
}
}

When used with a custom handler, the function.jsmmtents are no different from how you would define a function
under any other context. The only requirement is that function.json files must be in a folder named to match the
function name.

Request Payloathe Functions host sends an HTTP post request to the custom handler with a payload in th&hzody.
payload includes a JSON structure with two members: Data and MetadadData member includes keys that match
input and trigger names as defined in the bindings array irfuhetion.jsonfile. The Metadatés generated from the
event source.

Example:

{
"Data" :{
"myQueueltem” : "{message: \ "Message sent \"}"
}

"Metadata" : {
"DequeueCount" : 1,
"ExpirationTime" : "2019 - 10- 16T17:58:31+00:00"
}

}

Response Payloatlhefunction responses are formatted as key/value pagpported keys include:



Outputs response values as defined by the bindings arrdyriotion.json

Logs iKS CdzyOliaz2yQa Ay@20FiGAirz2y f
ReturnValues configured as $return in the function.json file
Example:
{
"Outputs" :{ "res" : "Message enqueued" 1},
"Logs" :[ "Log message 1" , "Log message 2" ],
"ReturnValue" : "{ \"hello \": \"world \"}"

}



2. Develop for Azure storage (1 5-20%)

https://docs.microsoft.com/erus/azure/storage/common/storagaccountoverview

https://docs.microsoft.com/ernus/azure/storage/common/storageedundancy

https://docs.microsoft.com/ergb/learn/modules/exploreazureblob-storage/5azurestorageredundancy

A storage account is a cloud repository ibobs, files, queues, tables

FYI:Storage accounts can also be used to contain unmanaged disksnaged disks are created and managegdiy Azure Managed Diskse
managed bWicrosoft Azure. Compared to unmanaged disks, Anm@aged disks provide better scalabifity VMs with VMscale setsand breaks the
limit of 20,000 IOPS per storage accquwttich will impact the number of VMs that can be created per storage account. Azure Managed Disks are
recommended by MicrosofOUT OF SCOPE

Storage accounts have 4+2 storage redundancy options:

=

Local (LR®)multiple copies of data in one data centmade synchronously
Zone (ZR)multiple copies in multiple data centers within a region
1 Geo (GR)multiple copies in multiple regions
o 3copiesin one data centewithin the primary region using LRS
0 3 async copies in secondary regiming LRS
1 Geozone (GZR&)multiple copies in multiple regions
0 3copiesin separate data centemsithin the primary region using ZRS
0 3 async copies in secondary regiming LRS
1 ReadAccess Geo (RBRSY, same as GRS but with ability to read from replicas
1 ReadAccess Geaone (RAGZRS) same as GZRS but with ability to read from replicas

=

note: zone = data center = availability zone

LRS: ZRS:

Primary region

s Storage
= Account

Copy 1 Copy2 Copy

m m o

Avallability zone 3

B Datacenter

m— Storage
== Account

7 oms



https://docs.microsoft.com/en-us/azure/storage/common/storage-account-overview
https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy
https://docs.microsoft.com/en-gb/learn/modules/explore-azure-blob-storage/5-azure-storage-redundancy

GRS: GZRS:

mm— Storage re n mm— Storage
== Account == Account

Copy1 Copy2 Copy3 Copy1 Copy2 Copy3

m m m 0 m m

The hot and cool tiers support all redundancy options. The archive tier supports only LRS, GR%R8d RA

2.1 Develop solutions that use Cosmos DB storage

select the appropriate API and SDK for your solution
implement partitioning schemes and partition keys
set the appropriate consistency level for operations
perform operations on data and Cosmos DB containers
manage change feed notification

To To Do I o

https://docs.microsoft.com/erus/learn/paths/az204-developsolutionsthat-use-azurecosmosdb/

Azure Cosmos DB is an enterprise gradematetional databaseAt the lowest level, all data in any Azure Cosmos DB is
stored in an AR@tom-record-sequenceformat, allowing Cosmos DB to achieve muaitdal database functionality.

AnAzure Cosmos Ddgcountcontains a unigue DNS nanleis the fundamental unit of global distribution and high
availability It connects your usage to your Azure subscription for billing purp@seszure Cosmos DB account is a
container for one or more databasshich arein turn containessfor one or more collections. A collection contains
documents. A document is an unstructured set of key/value pairs, read and written in JISON format.

The hierarchy of different entities:


https://docs.microsoft.com/en-us/learn/paths/az-204-develop-solutions-that-use-azure-cosmos-db/

| user-defined functions |

merge procedures |

triggers | | conflicts

Comparing Azure Cosmos DB to SQL server:

{ Container }s

Depending on the Cosmos API, a container is realized as:
C/—

| collection | | table | graph | |

@ titems |

Depending on the Cosmaos APL an item is realized as:

e —

| document | | row || node | edge |

Azure Cosmos DB

SQL Server analogy

cosmos dlaccount is like sql server hosserver

database is like database

collection(akacontainei) is like table

document is like record

unstructured key/valugair is like column valudattribute) of a record

Examplecreate a Cosmos Ddgcountusing Azure CLI

# create a cosmos db account (defaults to sql api)
az cosmosdb create -- name pluralsight

# create a sqgl database
az cosmosdb sql database create
-- name sampledb

# create a sqgl database container
az cosmosdb sqgl container create
-- account - name pluralsight

-- name samplecontainer -- partition

-- resource

- group pluralsight

-- account - name pluralsight

-- resource - group pluralsight
-- database - name sampledb

-key-path A/ employeei do




Select Appropriate ARhd SDK
Skill: select the appropriate APl and SDK for your solution

https://docs.microsoft.com/ernus/learn/modules/choosepifor-cosmosdb/

API

The API is chosen when creating tbesmo9B account andetermines the type of account to create. Azure Cosmos
DB provides fivenain APIgplusetcd)to suit the needs of your applicatipeach of which currently requires a separate
account

SQL(Core) relational the default API. You can query the hierarchical JSON documents with-ekE@nguage. The
SQL APl is the preferred choice for JSON documents.

MongoDB document allows existing MongoDB SDK clients to interact with the data as if it was an actual Mong
database. MongoDB supports JSON documents.

Cassandra | SQHike Allows youto query using the Cassandra Query Language (GlQLjelational (no joins).

Azure Table | NoSQL provides support for applications that are written for Azure Table Storage. Querying is by
OData and LINQ queries in code, and the original REST API for GET operations.

Gremlin graph provides a graptbased view over the data. You typically use a traversal language to query
graph database, and Azure Cosmos DB supports the Gremlin language (Rip&eheop).

Etcd Kubernetes Etcd API allows you to access the-kalype items in the Kubernet&cdconfigurationfolder

SQL APl is the preferred data model if you are creating a new application. If you're working with graphs or tables, or
migrating your MongoDB or Cassandra data to Azure, select relevant data models

Scenario SQLCore | MongoDB| Cassandrg Azure Table | Gremlin

New projects being created from scrat

Existing MongoDB, Cassandra, Azure
Table, or Gremlin data

Analysis of the relationships between
data

All other scenarios

SDK

Data is stored in JSON documents in Azure Cosmos DB. Documents can be created, retrieved, replaced, or deleted in
portal, or programmatically. Azure Cosmos DB provides etielet SDKs for .NET, .NET Core, Java, Node.js, and Python,
each of which supports these operations.

Selecting an SDK:
1 SQL ARtilize the latest Cosmos DB SDK for your platform
' MongoDB, Cassandra, and Gremiizda S OdzNNBy i {5YQa F2NJ iK2a$S !'tLQa&

1 Azure Table ARéverage the current Table Storage SDK

.NET starts witlthe Microsoft.Azure.DocumentDB NuGet package. This is the client library (SDK) for Azure Cosmos DB
DocumentDB (SQL) API. In code:


https://docs.microsoft.com/en-us/learn/modules/choose-api-for-cosmos-db/

using Microsoft.Azure.Documents.Client;

string endpoint = fAhttps:// what eweputin;appsettiigs.jfon om por t al
string key = fAqwertyuiopl2345678i9 pudinappséttingsfjsasnom port al
DocumentClient dc = new DocumentClient(new Uri(endpoint), key);
var uri = Ur i Fadatabasey {nfamme 0 , - cdllecyion -nameo) ;
var result = dc.CreateDocumentCollectionUri(uri, partitionkeyValue)

.GetAwaiter()

.GetResult();
var query = dc.CreateDocumentQuery<EmployeeModel>(uri, myOptions)

. Where(e => e.LastName == fiJackod) ;

foreach (var employee in query)

{
}

Console.WriteLine(employee);

PartitioningKeys anégchemes
Skill: implement partitioning schemes and partition keys

https://docs.microsoft.com/erus/learn/modules/monitorand-scalecosmosdb/

https://docs.microsoft.com/ernus/learn/modules/createcosmosdb-for-scale/4how-to-choosea-partition-key

A partition keyis adocumentproperty that defines the partition strategylit's set when you create a container and can't
be changed

Understand the following key metrics

i Total requestanade per second
9 Total throughput the rate at which data is processeatkasured in Request Units per second (RU/s)
9 Total storage measured in kilobytes (KB)

An RU is the amount of CPU, disk I/0O, and memory required to read 1 KB of data in 1 Skeaut to do a point

read, which is fetching a single item by its ID and partition key value, fBaitem is RU When you create an Azure
Cosmos DB collection, you configure a fixed maximum number of RUs. The sum of RUs that all of the operations
consume in the collection must be less than this value. If you exceed this value, requests to the database are throttled.

The partition key is used to automatically partition data among multiple servers for scalability. Choose a JSON property
name that has a wide range of values and is likely to have evenly distributed access pRtetitisning is the

distribution and grouping of your data across the underlying resources. Documents are grouped in a partition based on
the value of the partition key. You specify the partition key when you create the collegtiogffective partitioning

strategy distributes data and access evenly across partitions. Querying documents from within the same partition is les
expensive than querying across partitions.

A partitioning strategy enables you to add more partitions to your database wheneed them.This scaling strategy is
called scale out or horizontal scaljramd is defined by partition key. A partition key is the value by which Azure
organizes your data into logical divisicarsd serves as the means of routing your request to the correct partition
should be a value that does not change for the item, and it should have many different values reprébaited
cardinality)in the container.

Partition key best choice:


https://docs.microsoft.com/en-us/learn/modules/monitor-and-scale-cosmos-db/
https://docs.microsoft.com/en-us/learn/modules/create-cosmos-db-for-scale/4-how-to-choose-a-partition-key

1 Have a high cardinality. This allows data to distribute evenly across all physical partitions.
1 Evenly distribute request&eepshe RU/s is evenly divided across all physical partitions.
1 Evenly distribute storage. Each partition can grow up to 20 GB in size.

Logical partitions A logical partition is a set of items within a container that share the same partitiorykeycan divide

a container into pieces based tmis partition keycriteria. Each of these pieces is a logical partition. All items stored in a
logical partition share the same partition ke&y container can have as many logical partitions as it needs, but each
partition is limited to 20GB of storage. Logical partitions are managed by Cosmos DB, but their use is governed by you
partition key strategy.

Physical partitionsa group of replicas of your data that is physically stored on the servers. A physical partition can
contain one or more logical partitionBhysical partitions are managedtirely by Azure Cosmos DB.

Replica SetA physical partition contains multiple replicas of the data, known as a replica set. By having this data
replicated, you enable your storage to be durable and fault tolerf@eplica sets are managed entirely by Azure Cosmos
DB.

Avoid hot partitionsA hot partition is accessed more than the other partitioAgartition key design that doesn't
evenly distribute throughput requests can create hot partitipwhich results ifnefficient use of the total configured
throughput. A good partition design avoids hot partitions.

Other strategy considerations:

Throughput is distributed evenly across all of your physical partitions
Multi-item transactions require triggers or stored procedures

You will want to minimize crogzartition queries for heavier workloads
Decide upon a partition key strategy before creating your container

=A =8 =4 =4

The three indexing modes you can use with Azure Cosmos DB are:

1 Consistent The index is updated synchronously every time a new document is written to the collection. New
gueries on the collection use the updated index immediately. Query results are consistent with the updated
documents in the collection.

1 Lazy The index is updated at a lower priority. The reads and writes from the collection take a higher priority. In
lazy mode, writes are cheaper because the index isn't updated immediately. When the index is fully updated
depends on the demands on the collection. Query results don't include the updated documents until the index i
consistent with the collection.

1 None No index is created. Queries are expensive on collections that aren't indexed. If you're using your Azure
Cosmos DB collection to read records directly rather than querying the collection, it's possible to avoid the
overhead of indexing.



Set Consistency Level
Skill: set the appropriate consistency level for operations

G5Aa0GNAO6dzi SR RFEGFolasSa GKIG NBfe& 2y NBLXAOFGAZ2Y F2NJ |
GNF RS2FF 060SisSSy (GKS NBIFIR O2yaAraidSyoes I@lrAflroAfAGex
¢ Microsoft Cosmos DB Documentation

Azure Cosmos Diasfive different consistency levels: strong, bounded staleness, session, consistent prefix, and
eventual.

Strong Bounded- Session Consistent Eventual
staleness Prefix

Left to right

Lower latency, higher availability, better read scalability

Consistency Level | Guarantees

Strong Guarantees that reads get the most recent version of an itemearizability.

Bounded Stalenesg Guarantees that a read has a max lag (either versions or tReads lag behind
writes by at most k prefixes or t interval.

Session Guarantees that a client session will read its own wrifession consistency is
scoped to a client sessipandprovides predictable consistency fibrat session

Consistent Prefix | Guarantees that updates are returned in ord€his level guarantees that you

Ffglreéa NBFIR RIFIGFE Ay GKS &alryYyS 2NRSN
guarantee that you can read all the datbwrites were performed in the order A
B, C, then a client sees either A, A,B, or A,B,C, but never out of order like A,(
B,A,C.

Eventual Provides no guarantee for orde@ut of order readsUse this consistency level if
the order of the data is not essential for your application.

Cosmos DB containers
An Azure Cosmos container is the fundamental unit of scalal#llicpntainer is specialized into Afplecific entitiesAn
item can represent either a document in a collection, a row in a table, or a node or edge in a graph.



SQL API Cassandra APl MongoDBAPI | Gremlin API Table API

container Container Table Collection Graph Table

item ltem Row Document Node or edge | Item

A container is a schemagnostic container of items. Items in a container can have arbitrary sch@&yakefault, all
items that you add to a container are automatically indexed without requiring explicit index or schema management.

Perform operations on data a@bsmos DBontainers
Skill:perform operations on data and Cosmos DB containers

https://docs.microsoft.com/erus/learn/modules/accessgata-with-cosmosdb-and-sqlapi/

Azure Cosmos DB uses SQL queries, just like SQL Server, to perform query opEnaticiarned results would be a
JSON documenthe source can also be reduced to a smaller subset. For instance, to enumerate only a subtree in eact
document, the subroot could then become the source, as shown in the following example:

SELECT *
FROM Products.shipping

Any defined valid JSON value that can be found in the source is considered for inclusion in the result of ti®guery.
example:

SELECT *
FROM Products.shipping.weight

The JOIN clause lets you perform inner joins with the document and the document subroots.

SELECT p.productld
FROM Products p
JOIN p.shipping

the product IDs are returned for each product that has a shipping method. If you added a third product that didn't have
a shipping property, the result would be the same because the third item would be excluded for not having a shipping

property.

Geospatial queries enable you to perform spatial queries using GeoJSON &lmnisng you to work witka Point,
Polygon, or LineString

Stored procedures are written in JavaScript and are stored in a container on Azure Cosmos DB. Stored procedures are
the only way to achieve atomic transactions within Azure Cosmos DB; thesitienSDKs do not support transactions.
UDFs can be called only from inside queries.

Manage change feed notification
Skill:manage change feed notification


https://docs.microsoft.com/en-us/learn/modules/access-data-with-cosmos-db-and-sql-api/

https://docs.microsoft.com/erus/azure/cosmosib/changefeed

https://www.youtube.com/watch?v=sYKKXSTws4E

Change feed in Azure Cosmos DB is a persistent record of changes to a container in the order thé$hdealt.other
serverside programming approaches enable execution on the Cosmos DB engine, change feed processing enables yo
to react to data changes using sengde code outside of the Cosmos DB engine.

Change feed enables you to be notified for any insert and update on your data. Deletes are not directly supported, but
you can leverage a sefielete flag. A change will appear exactly once in the change feed. Reading data from the
database will consume throughput. Partition updates will be in order, but between partitions there is no guarantee.
Change feed is not supported for the Azure Table API.

You can trigger an Azure Function watbhange feed and start a microservice to process the change.

Event Sourcing for Microservices

Trigger Action
From Change Feed

Persistent
Event Store

New Event 29
*

‘mm

Another usecase for change feed is for creating a materialized view.

Materializing Views

Application

;9 Cosmos DB

Materialized View

Ben6  6/17/17 [
456efg Ben6  3/14/17 == Ben6 2
Jend  B8/1/16 * I " sens 1
J 3/4/17 == Joe3 1

Another usecase for change feed is to replicate data.


https://docs.microsoft.com/en-us/azure/cosmos-db/change-feed
https://www.youtube.com/watch?v=sYkKXSTws4E

Re pl ]Cati ng Data Secondary Datastore (e.g. archive)

.

.

[l

+
Replicate Records
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The change feed notification is a design pattern that triggemstification or a call to an API, when an item is inserted or
updated You canedectively trigger a notification or send a call to an APl based on specific chitéviia. the Azure
Function code would execute during each write and update, the notification would only be sent if specific criteria had
been met.

Note: change feed support is also available in Ablob storage.The purpose oblob storagechange feed is to provide
transaction logs of all the changes to the blobs and the blob metatigieovidesan ordered, readonly log of these
changes. Client applications can read these éggblingyou to build solutions that process change evemtsurringin
your Blob Storage account at a low cost.

2.2 Develop solutions that use blob storage

move items in Blob storage between storage accounts or containers
set and retrieve properties and metadata

perform operationson  data by using the appropriate SDK
implement storage policies , data archiving , and retention

o Do Do Do

Blobs are files for the cloutlinlike a local file, blobs can be reached from anywhere with an internet connegtion
REST API over HTTP/HTBRibs store unstructured data: text files (text files, logs) and binary files (images, virtual
disks).Blob storage is accessible by http or https protocol, not SMB or NFS like traditional file servers.

There are three kinds of blobs:

9 block blobs composed of blocks of different sizes
1 append blobs support only appending new data
1 page blobs designed for random access reads and WBEAK pages)



Blobs

Blob Types
oo |

Blobs are storedh blob containers, which in turn are storéastorage accounts.

~ Storage Account Blob Containers Blobs

- | ... design/logo.pn
storagepluralsight " gn/logo.png

"B videos ...
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There are three kinds atandard performancstorage accounts:

StorageV2

File Queue Table

Upgrade
(permanent, no revert)

Legacy

Storage
a BlobStorage

Blob

File Queue Table

Omitting the legacy storage account kinds, we have the following standard and premium storage account kinds:

Know the Storage Account Kinds

Standard performance Premium performance
(Magnetic drives) (Solid state drives)

StorageV2

StorageV2
Blob File Queue Table
Block

Append

Page BlockBlobStorage

File FileStorage




Move Blob storage items between storage accounts or containers
Skill: move items in Blob storage between storage accounts or containers

There are several tools that you can use for performing these tdsksie Storage Explorer, AzCapy commandine
tool for performing bulk copy operation®ython, SSkSthe SQL Server Integration Service Feature Pack for Azure can
transfer data.

However, none of these optionmovidea move operation. If you need to move blobs or containers between different
locations, you need to perform@opy, and thendeletethe source

Azure CLI
To copy blobs with the Azure CLI, usehg&orage blob copy command.

#copy asingle blob #copy container with all its blobs
az storage blob copy start az storage blob copy start - batch
-- source -account -name  acctl -- source -account -name  acctl
-- source - account -key 00000000 -- source - account -key 00000000
-- source -container images -- source -container images
-- source - blob pic .jpg
-- account -name acct2 -- account -name acct2
-- account - key 00000000 -- account - key 00000000
-- destination - container pics -- destination - container pictures
-- destination - blob pic .jpg

AzCopy Commandihe Utility
TheAzCopyommand line utility has a copy command tladiows you to copy between containers, storage accounts,
and local directoriedf you copy a directory instead of a single blob, you additionally specify the recursive flag set to true

-- recursive=true
azcopy copy  "<source -path> " "<target -path>" [-- recursive=true ]

To upload a local folder, you specify the local directory as the spamckhe URL to a containeincludingits SASas
the target.

azcopy copy " C:\ Documents " " https://mystorage url .com/mycontainer  ?[SAS] " T recursive=true

When you specify the sourakirectory like this "GDocuments”, azcopy prefixes the blobs witie directory name
& 5 2 OdzY Bigsteddég/abusea star like thisCADocuments*", azcopy will not prefix the blobs with a directory
name.

Copya singleblob between storage accounts by specifying both source and target urls.

azcopy copy "https://urll.com/mycontainer/myfile.txt ?[SAS] " "https://url2.com/mycontainer/myfile.txt ?[SAS] "

Copy all blobs from one container to another by using two container URLS.
azcopy copy "https://urll.com/mycontainer 1?[SAS] " "https://url2.com/mycontainer 2?[SAS] " i recursive=true
Copy all containerBom one storage account to anothewy using two storage account URLS.

azcopy copy "https://urll.com ?[SAS] " "https://url2.com ?[SAS] " i recursive=true



.NET Client Library
You caralsouse the .NET client library to copy blobs, but that means you have to write code.

Set and retrieve properties and metadata
Skill: set and retrieve properties and metadata

Properties and Metadata

Blob Container Blob

System User-defined System User-defined
properties metadata properties metadata
ETag ETag
LastModified String-based LastModified String-based
key-value pairs key-value pairs
Content-Type
Content-Length

x-ms-blob-type

Properties and metadata are set and retrieved via HTTP headers

System properties are information that the storage service adds to storage resources, for ekasipledified Blobs
and containeralsosupportuserdefinedmetadata in the form okeyvalue string pairsyYour apps can use metadata for
anything you like

From AzurdPortal, underContainer'Settings, you can sele@operties orMetadata.Under theOverview of a specific
blob, you can accesoperties. If you scrolown,you can acceddletadata.

If you point your browser & blob, hit F12> Network tab>Headers, you will see the properties as head&rsese
properties use standard HTTP header names. You can also see metadata as HTTP headers prefimesaneiids x

Name Heac Irevie ) nitiato: Timing

B thomasjpg Response Headers
ne Content-Length:
Content-MD5: /

Content-Type: ima

Server: windows Arure 81
x-ms-blob-type: Blockilob
x-ms-lease-status: unlocked
x-ms-meta-imagetype: head photo

X-ms-meta-person_on_image:

x-ms-request-id 806 c bd7faae000ee

X-ms-version: 2

Request Headers




Interact with data using the appropriate SDK
Skill: perform operations on data by using the appropriate SDK

https://docs.microsoft.com/erus/dotnet/api/overview/azure/Storage.Blobeadme

The Blob storage APl is REB&3ed and supported by client libraries in many popular languiagésding .NET,
JavaScript, and PHP S (b6kat .NET

Azure SDK for .NET
https://github.com/Azure/azure-sdk-for-net

Azure.Storage.Blobs
Collection of client libraries 3
NuGet package :

<service-category> <service-name> :
Azure.Storage.Queue
$ NuGet package

It lets you write apps that create and delete blobs and containers, upload and download blob data, and list the blobs in
container.

.NET Client Library

Azure.Storage.Blobs
NuGet package

BlobServiceClient BlobContainerClient BlobClient

Storage Account Blob Containers Blobs

soragepuraisont SN images NN o

You can set and retrieve properties and metadata in .NBUi.need to reference the NuGet package
Azure.Storage.Blaand then, in code, you add tlmnnection string of your storage accoumhen you create a
BlobClient.

BlobServiceClient blobServiceClient =
new BlobServiceClient(_connectionString ); /I note: blob service == storage account
BlobContainerClient blobContainerClient =
blobServiceClient. GetBlobContainerClient(_blobContainerName);
BlobClient blobClient = blobContainerClient.GetBlobClient(_blobName);
Using the blob client, you get propertiaad metadata
BlobProperties blobProperties = await blobClient.GetPropertiesAsync();

and you set properties and metadata.

await blobClient.SetHttpHeadersAsync(blobHttpHeaders);


https://docs.microsoft.com/en-us/dotnet/api/overview/azure/Storage.Blobs-readme

await blobClient.SetMetadataAsync(metadata);

Important properties that are not set are deleted, so geproperties object witlall the propertieschangethe ones
youwant, and then set them all.

You can also create and delete containers using the blob container object methods CreatelfNotExistsAsync() and
DeletelfExistsAsync().

When several users or processes simultaneously access the same storage account, Azure provides a leasing mechan
to handle contentionWhen you acquire a lease to a blobcontainet you get exclusive write and delete access to that

blob or container

Data archiving and retentiaphot, cool, and archive storage

Azure provides three different access tiers with different price and performance: hot, cool, archive.

=

Hot: frequently accessed data.

Coot infrequently accessedored for at least 30 days.

91 Archive rarely accessed and stored for at least 180 days. Available for blobs @ariynot configure a Storage
Account with this tier.

=

Cooler tiers have lower storage costs, but higher access dastsive tier blobs are stored offline amaust be
rehydrated to access therehydrating can takepto 15 hourswith standard rehydration, or one hour with high
priority rehydration ($$%)

A default online access tier of Hot or Cool can be set for the storage account. The defaulTiseHothive access tier
can only be set at the blob lev@lock blob access Tier can be set to Hot, Cold, or Archive.

Storage Account Block Blob

Default Access Tier Access Tier

Hot (default) Infe"ed Hot

Cool Cool

4
: Rehydrating
: may take several hours

Archive Offline

Access Tiers are only available to Stors@eand (Legacy) BlobStorage accounts.



Access Tiers for Block Blobs

Storage Account Kinds

fasvess 4 StorageV2

Upgrade Legacy Support

: . Access Tiers
--------- Storage (General Purpose V1)
BlobStorage

BlockBlobStorage
FileStorage

From the Azure portal, you can set the access tier for the storage account by going to the storage account > Settings >
Configuration.

thomas@thomasclaudi... g

= Microsoft Azure 2 Search resources, services, and docs (G+/) STANDARDVIRZECHNS @

g storagepluralsight01 | Configuration

Disabled Enabled

Disabled Enabled

Read-access geo-redundant storage (RA-GRS)

From Azure portal, you can set the access tier for a blob by going to the blob container and then selecting the blob. Yol
can then change the tier to Hot, Cool, Archive.

B & fa o) thomas@thomasclaudi.
X v X

Microsoft Azure O Search resources, services, and docs (G+/) Q
STANDARDVERZEXCHNIS

Change tier
thomas.jpg

rage costs by placing your data in the appropriate

Overview  Versions
)

Properties Hot (inferred)

Cool

You can also change the tier using .NET:
Await blobClient.SetAccessTierAsync(AccessTier.Cool);

And from Azure CLI:



az storage blob set - tier
-- account - key 12345
-- account - name myacct
-- container mycontainer
-- name mypic.jpg
-- tier Cool

You can also chandsob tier using lifecycle rule<zo to the storage account > Blob Service > Lifecycle Management >
+Add a rule

thomas@thomasclaudi... (8

Microsoft Azure 1 Search resources, services, and docs (G+/)
STANDARDVERZECHNIS W

g storagepluralsight01 | Lifecycle Management

Add a rule |~

Blob service Use the policy to

List View Code View

8 tifecycle Management

File service

“® File shares

Rehydrating Blob Data From Archive Tier
There are two options for rehydrating archive tier blobs:

1 copy archived blob to an online tier (recommended option)
T OKIFy3aS | o6ft20Qa | 00Saa GASNI G2 2yftAySo

Priorities available for rehydration:

9 standardg takes up to 15 hours
9 high priority¢ may complete in under one hour if blob is under 10 GB in size.

Implement storage policies
Skill:implement storage policies, data archivjrapdretention

https://docs.microsoft.com/ergb/learn/modules/managezureblob-storagelifecycle/

https://docs.microsoft.com/ergb/learn/modules/managezureblob-storagelifecycle/3blob-storagelifecyclepolicies

https://docs.microsoft.com/erus/azure/storage/blobs/storagdifecyclemanagemeniconcepts?tabs=azusngortal

https://www.youtube.com/watch?v=R YrhDD47vk

https://www.youtube.com/watch?v=XIBr4Cn26e8



https://docs.microsoft.com/en-gb/learn/modules/manage-azure-blob-storage-lifecycle/
https://docs.microsoft.com/en-gb/learn/modules/manage-azure-blob-storage-lifecycle/3-blob-storage-lifecycle-policies
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-lifecycle-management-concepts?tabs=azure-portal
https://www.youtube.com/watch?v=R_YrhDD47vk
https://www.youtube.com/watch?v=XIBr4Cn26e8

Lifecycle Management Policies

You want to automate blob transition between Hot, Cool, and Archive storageTresee is a default access tier for the
entire blob storage account.

A twcoutstonsge - Configerat x  + - o x
O & hupsy/poralazutecom t teda2t ("] = 8 F
; ek
hooard > tweloudstorage - Coniguration
= twecloudstorage - Configuration R X
d I
Setting The 5 nd the op
& conn o
Aco 4

DEFAULT

But what if we have thousands of blobs across different containers and we want to instantiate retention policies such
GKFGO G0KS 1 O00Saa GASNI gAff OKIFIy3aIS TFNRY aleastN hugbier ofidaysO 2 2 f
2 KIFG AF @&2dz ¢l yld G2 32 FNRBY O22ft (2 | NOKA@S AT TFAfSa
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< O & hugsyporslazuecom ; — S ®
l sabiel

twelowdstorage - Lfecycle Management

* twcloudstorage - Lifecycle Management
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Microsoft Azure eorch ret

Add a rule

Blobs

Snapshots

Now we can filter within the storage account which blobs we want to apply with this rule definition.

A Al orve-Mooshiue  x |OF i
e

Add a rule

A lifecycle management policy is a collection of rules in a JSON document:

{
"rules"
{
"name" : "rulel"
"enabled" : true ,
"type" : ‘"Lifecycle" ,
"definition” |
"filters" A
"blobTypes" :[ "blockBlob" 1,
"prefixMatch" ;[ “containerl/foo" ]
h
"actions" :{
"baseBlob" :{
"tierToCool" :{ "daysAfterModificationGreaterThan" 130},
"tierToArchive" :{ "daysAfterModificationGreaterThan" 190},
"delete” :{ "daysAfterModificationGreaterThan" 12555}
h
}
L
{
"name" : "rule2"
"type" : "Lifecycle" ,
"definition" )

}



Filters can be blobTypes, prefixMatch, blobIndexMatch. Actions can be tierTe@ableAutoTierToHotFromCool,
tierToArchive, deleteRun condition can bdaysAfterModificationGreaterThaor daysAfterCreationGreaterThan

Storage Access Policies
Storage access policipsovide us with an additional level of control over SAS. The policy overrides the restrictions (time
and permissions) of a SAS. SAS is not available at the container level, but access policy is.

To add stored access policies from the Azure Portal, select a storage resource and go to Settings > Access Policy

A contl - Access policy - Microsei: X + - X

@ portal.azure.com/#blade/Microsoft_Azure_Storage/ContainerMenuBlade/accesspolicy/storageAccoups62Frg2%2Fproviders%2FMicrosoft. Storage%2FstorageAccounts%2Fst1432/pat... T (g H
| g policy) Ll P g & o g 2.

S D (G e
: V2ANUBSHOTMAIL (DEFAULT DL
Heme > Resource groups > rg2 > st1432 - Containers > cont1 - Access policy
contl - Access policy X
Comainar
O Search (Ctrl+/) «| Bl sae
01 overview Add policy
Fa Access Contrel (AM) \dentifier * Permissions
Settings [ polieyn ] [2selected ~ ]
Access policy start time Expiry time
11! Properties [02n11/2020 @[ 120000 am | [02192020 ][ 120000am |
0 Metadata [ wrc1100) - current Tim... ~ | [ UTC+11:00) - Current Time.. |

3. Implement Azure security (  20-25%)

3.1 Implement user authentication and authorization

A create and implement shared access signatures
A authenticate and authorize users and apps by using Azure Active Directory
A authenticate and authorize users using Microsoft Identity Platform

https://docs.microsoft.com/erus/azure/activedirectory/develop/referenceapp-manifest

Security principatan be asignedon user, a group, a service principal (headless process), or a managed identity.


https://docs.microsoft.com/en-us/azure/active-directory/develop/reference-app-manifest

In Azure AD, aApp Manifestis the definition of an application object within tidicrosoft Identity PlatformThe
application manifest contains a definition of all the attributes ofagplication objecin the Microsoft identity platform.
It includes configuration for authentication and authorizati@xample of an App Manifest:

CommonApp Manifest attributes:

91 appldunique identifier for the app that is assigned to an app by Azure AD
appRoleghe collection of roles that an app may declare
1 groupMembershipClaimshe groups claim issued imaccess token that the app expec&upported values:
o None
0 SecurityGroup security groups and Azure AD roles
o0 ApplicationGroug includes only groups that are assigned to the application
o DirectoryRole the Azure AD roles the user is a member of
o All ¢all of theAzure ADgroups and roles that the signed user is a member of
1 optionalClaimsthe collection ofoptional claims returned by the security token service for this specific app
1 oauth2AllowlmplicitFlowwhether this web app can request OAuth2.0 implicit flow access tokens. The default is
false. This flag is used for browdmsed apps, like JavaScript singdgie apps.
1 oauth2permissionghe collection of OAuth 2.0 permission scopes that the web API (resource) app exposes to
client apps. These permission scopes may be granted to client apps during consent.
9 signinUrlthe URL to the app's home page
9 signinAudiencevhat Microsoft accounts are supported for the current applicati®upported values:
0 AzureADMyOrg
0 AzureADMultipleOrgs
0 AzureADandPersonalMicrosoftAccount
o PersonalMicrosoftAccount

=

Applications can have their own roles (appRoles in the manifest).

4 Quickstart
7 “appId": "300e33f5-e62e-4581-acd2-542ece0965¢c”,
s 3 “appRoles”: [
9 {
& Bianding 10 "allowedienberTypes”: [
11 “User”
d entication 2
D Authenticat 12

13 “description": “User readers can read basic profiles of all users in the directory",
14 "displaylame": "UserReaders",

15 "id": "a816142a-2e8e-46c4-9997-F984facch625",

16 “isEnabled”: true,

DeCIa re & fesn 2 “lang": null,
o 18 “origin": "Application”,
ners 19 “value": "UserReaders”

- 1 Manifest 20 b
roies in s ||
22 “allowedMemberTypes": [

Support + Troubleshooting
23 "User"

K Troubleshooting 24 ]

A - 25 "description”: "Directory viewers can view objects in the whole directory.”,
« New support request 2 “displayName": "DirectoryViewers®,

27 "id": “72ff9v‘52-8811-49ee-aam-rubhzszeaka”,

~t 2 "isEnabled": true,
a n I es 29 "lang": null,
30 "origin®: "application”,

31 "value": “DirectoryViewers"

Certificates & secrets

< APl permissions

33 "oauth2AllosUrlPathHatching": false,

34 “createdDateTime": "2019-07-24T06:53:372",
35 "groupembershipClaims": "SecurityGroup",
36 "identifierUris": [



Once roles are added to the application, you can assign theéimkoS | LILJas&rO | G A 2 y Qa

Assign users to roles

X o x
. +
3 users selected. : ° s and grouy > [~ )
3 users selected
None Selected Admin
— Select Role 5
None Selected Approver
" Observer
Writer

The roles will then appear in the Microsoft Identity Platform id tokens and access tokens.

"aud": "30@e33f5-e62e-4581-acd2-542ece@965¢cc”,
"iss": "htps://login.microsoftonline.com/536279f6-15cc-45f2-be2d-61e352b51eef/v2.0",
"iat": 1563969244,
"nbf": 1563969244,
“exp": 1563973144,
"aio": “AeQAG/BMAAAAYPOQY4ROQXWGbt+LpH37Q8I=",
"groups": [
"MSDemoUsers™

» 1
O es In “name": “Kalyan Krishna",
“nonce": "6369956633167913NDUwODIO",

"oid": "98d51ac8-a756-43ef-876f-e7e64c89b323",

"preferred_username": "kkrishna@contosoorg.net”,

token ~>"
"DirectoryViewers"

1.

"sub": "bGcfwO94xuVM7Dv-0628b76Z1B9RzHa@R-481tQgKEE"

“tid": “536279f6-15cc-45f2-be2d-61e352b51eef",
"WQBN7mDb2UygVE7fPrIfAA",
"ver": “2.0"

In your .Net application code, you can authorize based on these roles.

Asp.net core middleware configuration

// startup.cs

public void ConfigureServices(IServiceCollection services)
// Other code

// By default, the claims mapping will map claim names in the old format to accommodate older SAML application.
// ‘http://schemas.microsoft.com/ws/2008/86/identity/claims/role’ instead of ‘roles’

// This flag ensures that the ClaimsIdentity claims collection will be built from the claims in the token
JutSecurityTokenHandler.DefaultMapInboundClaims = false;

services.Configure<OpenIdConnectOptions>(AzureADDefaults . OpenIdScheme, options =>

// The claim in the Jwt token where App roles are available.
options.TokenvalidationParameters.RoleClaimType = "roles";

s

// In code..(Controllers & elsewhere)
[Authorize(Roles = “DirectoryViewers")]

1/ or
User.IsInRole("DirectoryViewers");

Privileged Identity Management
Privileged Identity Managemeil@®IM)is a feature for protecting privilegeaiminaccounts in Azure AD.

Mutual TLS Authentication
Mutual TLS authenticatiois used for SSL certificates in Azure App ServVice.ertificate is in the ¥YARRClientCert
HTTP headelt isBase64 encoded. The mutual TLS authentication service will not validate the certificate for you, it will



simply make sure that it's present in the HTTP header. You have to write code in your application to validate the
certificate.

Shared Access Signature (SAS)
Skill: create and implement shared access signatures

When working with storagaccounts you need to control who and how much time a process, person, or application can
access your data.

1 Shared Key Authorizatiog use one of the two access keys configured at the Azure Storage account level. Azure
Storage account keys are like the root password of the Azure Storage actberlient embeds the shared key
in the HTTP Authorization header of every request, and the Storage account validates tifi¢hesgrimary key
is compromised, change each app to use the secondary key and regenerate the primary key. Consider this as t
new secondary key.

9 Shared Access Signatucaise Shared Access Signatures (SAS) for narrowing the access to specific containers
AYyaARS (KS { (2N} 3S ! 002dzyi® ¢KS FTRGFIyGlF3aS 2F dzaAiy
I 002dzyiiQa I O00Saa (Seéd ,2dz Oy Ffaz2 O2yFTAIdz2NE I KA

Three types of SAS

1. Userdelegation SABg SQNB y 20 dzaAy3d GKS adG2NF3S I O002dzyi 1S8e 2
credentials Available for blob storage use only.

2. Service SA®vith stored access policg)scoped to a specific service within your storage accowgmi& SAS is
secured with a storage account key and delegates access to a resource in only one of Azure storage services (blob
file, queue, or table)Service SAS is also linked to a Stored Access Policy.

3. Account SA&scoped to one or more services within your storage account. Combines all operations available to use
and service SAS plus additional operations that apply to services such as get/set service properties; secured with a
storage account key and delegates access to a resource in one or more of Azure storage services (blob, file, queue
or table).

Userdelegation SAS and account SAS typeg\dreloa; you put in things like start time and expiration. With the service
SAS type, the Stored Access Policy has the start time and expiration.

Userdelegation SAS is considered to be a best prabéoause it uses Azure AD credentials instead of the storage
account key; use whenever possible (available ®iob storage only

You can configure each SAS with a different level of access:

Services grant access to only the services required (blob, file, queue, or tak
Resource types grant access to a service, container, or object

Permissions configure the permissions the user is allowed to perform
Expiration configure the period for which the SAS is valid

IP address grant access to a single IP address or range of IP addresses

Protocol HTTP®nly or HTTP and HTTPS. You cannot grant access taiiy'1



You append the SAS token to the URL that you use for accessing your storage resource. One of the parameters of a S
token is the signature. The Azure Storage Account service uses this signature to authorize access to the storage
resources

Accounts that store user data have two typical designs:

91 Clients upload and download data through a fremtd proxy service, which performs authenticatidinis design
becomes complicated or expensive to scale for high volume transactions.

D

Dq_ Upload/Download Data _>!<_ Save/Read Data —> Microsoft Azure Storage

Front End Proxy Service

1 A lightweight service authenticates the client, as needed. Next, it generates a SAS. After receiving the SAS, the
client can access storage account resources directly.

Authenticate and Get SAS —» ! <4— Read/Save User Auth Info

SAS Provider Service —l
< Save/Read Data » Microsoft Azure Storage

Azure AD
Skill: authenticate and authorize users and apps by using Azure Active Directory

An Azure subscription has a trust relationship with Azure Active Directory (Azure AD). A subscription trusts Azure AD t
authenticate users, services, and deviddsitiple subscriptions can trust the same Azure AD directory. Each
subscription can only trust a single directory.

One-to-many

Azure AD | Azure Subscription

Trust relationship between Azure AD and Subscriptions



Azure ALl Register Apps
Before your application can use the Azure AD service for authenticating users, you need to register the application in
your Azure AD tenanthis establishes a trust relationship between the app and Microsoft Identity Platform.

To register your appAzure Portal > Azure Active Directory > Manage > App Registratiolew wizard

Your application needs tesecertificates and secret§ 2 LINE GA RS GKS | LI AOF A2y Q& AF
with any other authorization system in C#, you need to add the [Authorized] attribute to any resource that you want to
protect.

Typicallyyou create an appsetting for the Clientld and pass it in when your app interacté\guitie You get the value
of Clientld from the Azure Portal, Azure AD blade when you register the app.

Azure A Authenticate Users
You need to consider whether the users of your application would be

9 Users from your organization onlgjny person that hava user account in your Azure Active Directory tenant
would be able to use your application.

1 Users from any organizatiolou use this option when you want any user with a professional or educational
Azure Active Directory account to be able to log into your application.

1 Users from any organization or Microsoft account®u use this option if you want your users to log into your
application by using professional, educational, or any of the freely available Microsoft accounts.

Azure Az Federated Services

AzureADFederated Servicgaovides simplifiedveb single sigion (SSO) capabilitigsnabling usersaccess resources in
Azure withon-premises credentialddentity federationgives users access Azureapplications by confirming their
credentials through the ofpremises directory.

RBAC, Control Access to Resources

Azure RBAC is an authorization system built on Azure Resource Manager that providesifieé access management

of resources in Azur&ou grant access by assigning the appropriate role to users, groups, and appliddtestopeof

a role assignment can be a subscription, a resource group, or a single resource. A role assigned at a parent scope alsc
grants access to the child scopes contained within it.

In the Azure Portal, RBAC is managed for a resource by selectiagabss Control (IAM)ane for that resource.



Home > Resource groups > sales-projectforecast - Access control (AM)
.‘ sales-projectforecast - Access control (IAM)
Resource group
0O Search (Cirle)) € o Add role assignment  E2 £dit colurns () Refresh @ Remove
(®) Overview "~ Checkaccess Roleassignments  Deny assignments  Roles
B actity log Manage access to or users, groups, senvice d managed indentities at this scope by
7
[ — craating role assignments. Learn mor 2
@ Tags Name @ Type @
[ search by nome or emait | [ v
Events Role @ Scopz @
Settings [ 5 selected ~ | [ A scopes ~]
Group by @
4 Quickstart Role -
© Resource costs B
9 items (6 Users, 1 Groups, 2 Service Principals)
Deployments ] name Tvee roLe score
5 policies
iZ Properties BACKUP OPERATOR
& Locks Alain Ch
g ser Backup Operator @ This resource
E3 automation script
Monitoring BILUNG READER
@ Insights (preview) -
Sales Admins  Group Billing Reader @ Subscription (Inherited)
Alerts
~ ~

To create a role assignment, you need three elements: a security principal, a role definition, and dlsiodépaf.these

elements as "who", "what", and "where".

(1] Security principal Role definition (2]
) ? - Built-in
b4 ukd —
™ Contributor =5, Contributor
U: G Reader L
=l e principal = "Actions™: [
Backup Operator .
|-
: "NotActions": [
Virtual Machine Contributor “Auth/*/Delete”,
“Auth/*/Write”,
Custom “Auth/elevateAccess/Action”
Reader Support Tickets L
Virtual Operator "DataAction™: [],
"NotDataActions™: [1,
"AssignableScopes”: [
Py
]

Arole assignmenis the process of bindingrale definitionto a security principaht a particularscope for the purpose

of granting access.

Four fundamental buitin roles:

=A =4 =8 =4

Scope

Subscription
[0 Resource
8 group
Resource
e

Ownerg full access to all resources, including the right to grant access to others
Contributor¢ create and manage aifpes ofl T dzZNB NB a2 dzNDSa =
Readerg view existing Azure resources

User Access Administratgmanage user access to Azure resources

o dzi

Ol yQi

ING y

Azure RBAC is an allow modg&d, if one role assignment grants you read and a different role assignment grants you

write, you will have read and write permissions on that resource grblagpActions are subtracted from Actions to

compute the effective permissions.

Authenticate and authorize users using Microsoft Identity Platform

Skill:authenticate and authorize users using Microsoft Identity Platform

https://www.youtube.com/watch?v=uDU1QTSw7Ps

https://docs.microsoft.com/erus/learn/paths/m365identity-associate/



https://www.youtube.com/watch?v=uDU1QTSw7Ps
https://docs.microsoft.com/en-us/learn/paths/m365-identity-associate/

https://docs.microsoft.com/erus/learn/modules/gettingstarted-identity/

https://docs.microsoft.com/erus/learn/modules/gettingstarted-identity/2-different-token-types

https://docs.microsoft.com/erus/azure/activedirectory/develop/

https://docs.microsoft.com/erus/azure/activedirectory/develop/v2overview

https://docs.microsoft.com/erus/azure/activedirectory/develop/appobjectsand-serviceprincipals

https://docs.microsoft.com/erus/azure/storage/common/storagauth-aad-app
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Microsoft Identity Platformprovidesan authentication service, opesource libraries, and application management
tools. ltoffers users a unified way to authenticate into apps with work, school, or personal accounts.

Supported 0 Azure AD

Work and school accounts

Personal accounts

MSA

Customer and partner accounts
Azure AD External Identities (includes Azure AD B2C)

identities
>

% B B G =

C2NJ RSPSt 2 LISNA

Authentication Service

> AdQa

OpensSourcelibraries

Ly S@2ftdziazy 27

I T dzNB

Application Management

1 Azure Active Directory T MSAL (authentication library) 1  Gallery andhon-galleryapps
1  Azure AD Connect 1  Microsoft.Identity.Web 1  Single Tenant anillulti-Tenantapps
1  ADFS (federated service) 1  OpenlD connect 1  Authorization
1  Somuchmore... 1 Consent
1 Logs
1

Basics of modern authentication:

Apps request tokens from Microsoft Identity

Authentication happens over shared web surfaces to provide SSO
App passes Access Token to API

API validates Access Token before returning the result

Hownh e

And much more..

'50

The MSAL librarwraps the complexity of working at the protocol levey providing straightforwardmethodswith
behindthe-scenexapabilities such as passwordless authentication, MFA, and B&@adt majority omodern

authenticationcan be performed bgsking the MSAL library to sign in the user:

MSAL.loginPopup()
user could authenticate

simply ask to sign in the useimplicitly supports all of the ways that a

-
:


https://docs.microsoft.com/en-us/learn/modules/getting-started-identity/
https://docs.microsoft.com/en-us/learn/modules/getting-started-identity/2-different-token-types
https://docs.microsoft.com/en-us/azure/active-directory/develop/
https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-overview
https://docs.microsoft.com/en-us/azure/active-directory/develop/app-objects-and-service-principals
https://docs.microsoft.com/en-us/azure/storage/common/storage-auth-aad-app

MSAL acquireTokenSilent( getaccessi 21 Sy & &AAfSyidfte sAlGK2dzi Ayl

MSAL.acquireTokenPopup() if Microsoft Identity does need to talk to the user, then it falls back to
acquiring the access tokens interactively

Modern authentication refers t@rotocolsthat scale to the size of the internet. They can provide secure access to users
and devices that are outside the corporate network. There is a distinctionbetweenthe identity provider who

LINE GARSA | dziKSYyGAOFGA2y &ASNWBAOSAZ yR GKS aSNWAOS LINI
to secure resources. The application is no longer concerned with managing user credehggisely on claimgor
characteristicyof the user. To keep these claims safmdern authenticatiorprotocolssuch as the Microsoft Identity
Plattorm,K I #S YSOKIyAayvya (2 @GSNATe (KI {MdlérSauthanti@dtidnueéols K &S
are also stateless. The identity provider never remembers which party a given authentication request was for, and the
NBf AL Yy(d LI NIe whichidestyy Qrividdhiy $eao ifrm authentication.

Use case Iclient app wants to authenticate a user to sign in and allow user to access the client app itBetbken
An ID token is a security token that allows the client to verify the identity of the user.

Usecase? Of ASyd LI gtyida G2 FdziKSYyGdAOFrdiS dzaSNJ FyR 3Si
(resource provider) on behalf of the user access tokenAccess tokens enable clients to securely call APls protected by
Azure AD.

Developers also need to think about user provisioning. How do your customers add their users to your application?
Developers shouldse Azure AD with a SCIM endpoint. Microsoft Identity Platform builds on SCIM, an industry standarc
sothat Microsoftldentity Platform works across the identity industry.

Azure Active Directory for provisioning users

£ /R

7 N { N )
HR 2pP 7 New LB
LY /'/‘ N\ /\’\ =
N\ | Microsoft Azure [
_ Sy aeoreaoy 16 ) SCIM
Join/move/leave \ /
- 2
Self-service capabilities |
\
Access reviews C)
N,

Microsoft Identity Platform also performs publisher verificatemthat users are more accepting of your applicatign
providing themwith confidencethat they are getting the right application.

Microsoft Identity Platforngives developers

libraries for implementing standardsased authentication & authorization
identity protection and conditional access

easy access to Microsoft 365 data from Microsoft Graph

user provisioning through Azure AD

publisher verification

=A =8 =4 =4 =



Azure AD B28nables users in an organization to securely share files and resources with users in another organization.

Azure AD B2€nables an organization to provide customer facing apps that enable users to sign in with an identity that
GKSe |t NBFRe KI@S 6FI1 0806221 3AYIFAETX X0 2NJ ONBFGS Iy |

Microsoft Graphs a gateway to the cloud. It allows developers to build applications that can provide users with access
to their data, by authenticating with Microsoft Identity.

OpenlD Conneetxtends the OAuth 2.0 authorization protocollie used as an authentication protocpéllowing you to
implement single sigon (SSO). It uses #D tokenc a JSON Weboken JWT) security tokegthat allows the client to
verify the identity of the user, contains basic profile info about the user, and claims about theAusess tokensg a
JSON Web Token (JWT) security tok#érat enable clients to securely call APIs protected by Azure AD.

OpenlID Connect (API) OpenlID Connect Tokens
[ web |

Access Token

Azure AD
“

l;wcess Token Access Token ID Token Refresh Token

Downstream API

Microsoft Authentication Library (MSA4 ) wellmaintained OpenlD Connect library that is kept up to date by Microsoft
to ensure that your implementation is as secure as possible.

Single Tenant appsingle AD directorg no one outside your organization can sign in and use the application.

Multi-tenant appsmultiple AD directorieg more than just users from your organization can sign in and use the
application. Multitenant apps can also allow users to sign in using their personal Microsoft account. Building multi
tenant apps can be a challenge because of the different policies that as set by different administrators in different
tenants.

Application objectlefines what the developer knows about the application (awrems, secrets, certificates,
LISNXY¥A&daAizyas NRfSax Xod !'TdzNB !'5 | LI AOFGA2ya FNB RS-
resides within the Azure tenant where the app was registefidek application object is the glolmfinitionof the app

across all tenants.

Service princigl defines how an application will operate within your tenant. Bleevice principails created when an
application is granted permission tsea resource in a tenanfhe grvice principais the locainstanceof the app in a
specific tenant.

Application objects have a ofte-many relationship wittservice principal.



Microsoft identity platform

http://aka.ms/|dentityPlatform

‘What type of app are you building?

f

A

)

1

1

Single-page Web a Web API Background process and Mobile app {Android, Duesktop console app
app (SPA) PP automation (daeman) 105, Xamarin) (Win, Linux, Mac)
Register app + Register app + Register app REgister zpp + Register app + Register app +
Lon‘pl_ew quickstart cqrnpl_ew quickstart complete quickstart complete quickstart complete guickstart
[Sign-in users & call {Sign-in users & call (Sign-in users & call (Shgn-in uters & call
AP pattern) AP| pattern) API pattern) APl pattern)
Configure app with
code sample
Configure Configure permissions
permissions {sient flows)
validate ID token validate access token
[on Windaws]
Aciuire Acquire Acquire token
. _ OCnnfi re token taken via via Integrated
Configure Cornfigure g interactively device code Windows
secrets & secrets & secrets & flow Authentication
certificates certificates certificates
Configure Configure Configura O Configure Canfigure
permissions & permissions & permissions B permissions & parmissions & .
call AP of chaice call AR of choice Call APl of choice

call API of choice call APl of chaice call AP of cheice

Control acgess to
web app
{autharization)

store token cache

Control access 1o
weh AP
fauthorization)

stors token ceche

O store token cache

Stors token cache

J

b ' ' Ty ' i) )

O Launch the app in
production

Basics Ownership Branding Privacy Sacurity Implementation End—!.lser Testing
httpsfaka.ms/dentityFlatformChecelist experience
B® Microsoft

Metro map showing several application scenarios in Microsoft identity platform

Azure Function Authorization Levels
9 Function
1 Anonymous
T Admin

Function and Admin levetequire keys.

3.2 Implement secure cloud solutions

A secure app configuration data by using the App Configuration and Azure Key Vault

A develop code that uses  keys, secrets, and certificates stored in Azure Key Vault



A implement solutions that interact with Microsoft Graph

Secure App Configuration Data
Skill: secure app configuration data by using the App Configuration and Azure Key Vault

lf 0K2dAK &2dz OFy ONBIGS O2yFAIdzNI GA2y aSGiAy3a F2NI &:
manage when you use a centralized configuration service.

Azure App Configuration Service

Azure App Configuration servisea centralized configuration service that allows you to share the same configuration
between different Azure App Service instances. You can also use it with containerized applications or with applications
running inside virtual machine®/hen you work with Azure App Configuration, you need to deal with two different
componentsTheApp Configuration store and the SDK

You create keyalue pairs for storing your configuration and you use the key for retrieving the value from thestare.
can also add a label attribute to a key. By default, the label attribute is null. You can use the label for making values
different using the same key. This is especially useful when used for deployment environments: The following three
examples are different keys because the labels are different:

1 Key = AppSample:DBConnectlabel = Develapent
1 Key = AppSample:DBConnectoloabel = Stagg
1 Key = AppSample:DBConnectploabel = Production

To use Azure App Configuration service from code camusea connection strindor nortproduction environments,
but you shouldconsider using Managed Service Identity for production environments, instead of using connectio
strings.

Azure Key Vault

Azure Key Vault allows you to securely stkegs secretscertificates and any othesensitivesettings that your

application may need. You can use the Azure Key Vault in conjunction with Azure App Configuration by creating
references in Azure App Configuration to items stored in the Azure Key Yaultan store Key Vault information in
software or hardware security module (HSM), but HSM requires the Premium sku. By default, the Key Vault endpoint i
publicly available, but can be secured using VNetsand NS&&.  + | dzAf & Aa | @F At 6tS dzy RSN
and Premium.

Different Planes

Management plane | Data plane
Manage Key Vault itself Manage Key Vault contents
Role-based access control Access policy and firewall rules
Uses Azure Active Directory Uses Azure Active Directory

Custom and built-in roles Custom or templates in portal

% 53




When adding a secret to Key Vault, Azure creates a URL dhetsdcretcan be accessed programmatically.

Azure Key Vauteferencesre strings which include a special prefix that we can use within our configuration settings. It
will take care of configuring a managed identity to go and get this value from Azure Key Vault.

(Seehttps://docs.microsoft.com/ernus/azure/appservice/appservicekey-vault-references)

Azure Key Vault lets yaontrol permissiongor users, developers and administrato¥ou can receive logging so you
always know how your secrets are accessed.

Main benefits:

Separation of sensitive info from code
Restricted access with access policies
Centralized secret storage

Logging and monitoring

= =4 =4 =9

Creating a key vault from the portal: All services > Key vaults > +CGrdatow wizard

Creating a Key Vault with PowerShell:

New AzKeyVault -Vaul t Name O MyR/kasuduréce Gr oup-NOdméL dcagti on 6East USH

Creating a Key Vault with CLI:

az keyvault create - resource -group -6O0H6 [ éEéoptional parametersé ]

Soft delete key vault allows you to recover accidentally deleted secrets or even whole key vaults within the retention
period (7 to 90 days)You can force a hard delete using the PURGE operatidess Purg®rotection is enabled.

Home > Key vaults > cmk-key-vault-6297

Key vaults

+ Add Z* Manage deleted vaults O Search (Ctrl+/

Filter by name Omories
Name +. E Acivity log

= Access control (AM)
@ amkekey-vaut-6297 4 ®

@ Tags

2 Diagnose and solve problems

£ Events
Settings
Keys
G secrets
¥ Cenificates
i= Access policies
! Networking

©Q Security

7= cmk-key-vault-6297 | Access policies
Key vault

O Refresh

Enable Access to:
[ Azure virtual Machines for deployment
azure Resource Manager for template
deploymen! Management plane is secured using RBAC
[[] Azure Disk Encryption for volume encryption &
Permission model (®) vault access policy

O Azure role-based access control (preview)

+ Add Access Policy

Data plane is secured using access policies
Current Acceg

Name Email Key Permissions Secret Permissic

USER

s Adrian Godin AdGodin@contosohq... | @ selected V| | 7selected


https://docs.microsoft.com/en-us/azure/app-service/app-service-key-vault-references

There is only one builh RBAC roleo configure access tthe management plane: Key Vault Contributor. This role gives
access to manage the key vault with@dcess to thelata. You can also create custom roles for the management plane.

# PowerShell command to assign role to a user
New AzRoleAssignment *
-UserPrincipal Name fArob@home. como
-- Scope ($myKeyVault).Resourceld °
- Rol eDefinitionName AKey Vault Contributoro

To configure access to the key vault data plane, we use access policies. Access policies are applied to all objects in a |
vault of a given type (keys, secrets, or certificates). Access policies assign permissions to an Azure AD object (applicat
group, or user)Permissions include things like gegt, list, create,delete, etc.

# PowerShell command to assign key vault access policy to a user
Set - AzKeyVaultAccessPolicy
-- VaultName fiMy Vaul t o

--ResourceGroupName @AMyRgo
-Permi ssionsToSecrets (figeto, olisto, 0set o)
-Permi ssionsToKeys (figeto, olisto,ocreateo)
- UserPrincipal Name fArob@here.xyzo
¢2 aSOdzaNB I 1S@& O dzZ 6§ Qa LJdzot A O N& B ByyN$G. Y I 1S | LINRK @I
Private Endpoints

Key Vault Azure Vnet Local Network

E® | | 523
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Once your key vault has been adequately secured, you can start adding keys, certificates, or secrets to your key vault
using the Azure Portal, command line, or API/StIK example:

# PowerShell command to create a key in key vault

Add- AzKeyVaultKey *
-Vault Name AMyKeyVaulto
- Name fAMyKeyo

Manage keys, secrets, and certificates by using the Key Vault API
Skill: develop code that uses keys, secrets, and certificates stored in Azure Key Vault

https://docs.microsoft.com/erus/learn/modules/managesecretswith-azurekey-vault/

https://docs.microsoft.com/erus/learn/modules/managesecretswith-azurekeyvault/5-accesssecretsfrom-web-
app?pivots=csharp



https://docs.microsoft.com/en-us/learn/modules/manage-secrets-with-azure-key-vault/
https://docs.microsoft.com/en-us/learn/modules/manage-secrets-with-azure-key-vault/5-access-secrets-from-web-app?pivots=csharp
https://docs.microsoft.com/en-us/learn/modules/manage-secrets-with-azure-key-vault/5-access-secrets-from-web-app?pivots=csharp

Usingldentity AccessManagement and RBAC, you can confiqaaeesgolicies for granting access to your Key Vault.
Developers no longer need &tore this sensitive information on their computeendyou can apply fingrained access
control, allowing access to specific secrets only

Getting a token from Azure Active Directory requires a secret or certificate because anyone with a token could use the
app identity to access all of the secrets in the vadinagedidentities for Azure resources is an Azure feature that your
app can use to access Key Vault and other Azure services without having to manage even a single secret outside of th
vault.

The Azure Key Vault APl is a REST API that handles all management and usage of keys and vaults. Each secret in a\
has a unique URL, and secret values are retrieved with HTTP GET requests.

With ASP.NET Core's AddAzureKeyVault method, you can load all the secrets from a vault into the Configuration API
startup. This technique enables you to access all of your secrets by name using the same IConfiguration interface you
use for the rest of your configuration. Apps that use AddAzureKeyVault require both Get and List permissions to the
vault. AddAzureKeyVault only requires the vault name as an irpatitomatically handles managed identity
authenticationt when used in an app deployed to Azure App Service with managed identities for Azure resources
enabled, it will detect the managed identities token service and use it to authenticate.

To use the Key VauNETAP| you needMicrosoft.Azure.KeyVaulpackage (available from NuGeYour application
authenticates using itservice principaso Azure will know who you aréou themeed to get an access token for
authenticatingwith the Azure Key Vauliou create a KeyVaultClient object that is responsible for the communication
with the Azure Key Vault services.

/I components of the secretds URL

var vaultName = AMyKeyVaulto;
var objectType = fANsecretso;
var secretName = AMySecreto;

var version = fA20;
var baseURL= $fi ht t p sfvadltName} . vaul t. azure. neto

/I get authenticated key vault client

var provider  =new AzureServiceTokenProvider(); /l'uses  service principal
var tokenC B = provider.KeyVaultTokenCallback;

var authC B = new KeyVaultClient.AuthenticationCallback(tokenC B);

var client = new KeyVaultClient( authC B);

/I get value of secret
var secret = await client .GetSecretAsync ($ 0 { b &RBLE/ {objectType} [/ {secretName}/{version} 0);
console.log($0{secret.value}o;

/I create new secret
secret Name = fANewSecreto;
await client. SetSecretAsync(baseURL, secret Name, AThis is a secret value

/ delete a secret
await client.DeleteSecretAsync(baseURL, secretName);

The Key/ault API provides specialized methd@t, List, Set, Deletéor each item typdsecrets, keys, certificates)

Most of the methods that work with items require the vault URL and the name of the item that you want to dtcess.

you try to create a new secret, key, or certificate using the same name of an object that already exists in the vault, you
are creating a new version of that object.

You can also access your key vault secrets through other types of code such as ARM tem@laktEsr example



az keyvault create \
-- resource - group learn - 950b3a03 - fe30 - 4clf - 815d - d259db8eff26
-- location centralus \
-- name ridvaultname

az keyvault secret set \
-- name SecretPassword \
-- value reindeer_flotilla \
-- vault - name ridvaultname

Implement solutions that interact with Microsoft Graph
Skill: implement solutions that interact with Microsoft Graph

https://docs.microsoft.com/erus/learn/paths/m365msqgraphassociate/

\

https://docs.microsoft.com/erus/learn/modules/msqgraptbuild-aspnetmveapps/

https://docs.microsoft.com/erus/graph/overview

https://developer.microsoft.com/erus/graph/getstarted

Gateway to your data in the Microsoft cloud

B =@ 8 &

Your app Web Apps Device & Native Bots Background

Apps processes
Gateway Microsoft Graph
Office 365 Windows 10 Enterprise Mobility + Security
Your or your
customer’s Pyt | @
data LR \ ( ) {‘_’
Microsoft Rich Deep Real-time

identity content insights updates

Microsoft Graph is a REST API that can be used to interact with MicrosofMB86soft 365 is a term that encompasses
the collection of products and services Microsoft has to offer, including OfficeMi6bsoft Graph is a unified
programming model to access the tremendous amount of data in the clbigh proxy, which serves #se gateway to

all your data in the Microsoft Clouicrosoft Graph enables developers to build applications that provide users access
to their data.Developers and usersgaccess their data with Microsoft Graph by authenticating and authorizing users

with Microsoft identityframework L G Q& | f a2 Iy

SELIRAS RIGlF 20SNJ WKGGLIAQ &z

FtL

Ad

OKFG @2dz Oly dzasS (2
as Azure; it provides a single end point and tools to connect to all of these services. Micfaaph is a restful API to
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need to authenticate with Azure AD and obtain an OAuth accesmntoMicrosoft Graph, acting as a proxy to many of
the services in the Microsoft cloud, provides acogas singletop-levelendpoint, https://graph.microsoft.com.

O
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https://docs.microsoft.com/en-us/learn/paths/m365-msgraph-associate/
https://docs.microsoft.com/en-us/learn/modules/msgraph-build-aspnetmvc-apps/
https://docs.microsoft.com/en-us/graph/overview
https://developer.microsoft.com/en-us/graph/get-started

APIs centralized and consistent

https://graph.microsoft.com By [

Operation Service endpoint

GET my profile 2//gr i f

GET my mail i com/v1.0/me/

GET my calendar https://graph.mi .0/me/cal r
GET my contacts
GET my photo
my Ties a
GET my manager ://graph.mi

GET last user to modify file foo.txt  httpsy//graph.mi m, i ildre ifi
GET users in my organization icrosoft.com/v1.0/users

GET group conversations https://graph.micros K <id>, Vi

GET people related to me https://graph.microsoft.com/beta/me/people

GET my tasks https://graph.microsoft.com/beta/me/tasks

GET my notes https://graph.mi

GET files trending around me https://graph.microsoft.com/beta/me/insights/trending

Apps only need to authenticate once and obtain a single access token that can be used to retrieve data from multiple
sources, greatly simplifying the development process.

Accessing the Microsoft Graph

Direct REST A®any platform, language, or frameworkative SDKs utilizes different implementations, abstracts the
details of REST requests over HTTP, .NET, I0S, Android, Php, etc.

Graph Explorer is a tool to query all the protected data.

Devices Growsn -

“Microsoft Graph is a = » (:,, : ~

gateway to DATA and a B @ ¥ g ~

intelligence in o oy oo s U
Microsoft 365” 8 . C E

“Microsoft Graph is a

Restful API to expose https://graph.Microsoft.com/v1.0 R

DATA over ‘https’”

“Microsoft Graph offers
Graph Explorer to query D Clients / SDK
all the protected DATA”

Microsoft Graph App Patterns



Scenario: A Web app calling Graph

Scenario: A Web app calling Graph

Authorization

code flow
2 ® &5)

Web App MS Graph
IConfidentialClientApplication confidentialClientApplication = ConfidentialClientApplic
ationBuilder
.Create(clientId)

.WithRedirectUri(redirecturi)
.WithClientSecret(clientSecret) // or .WithCertificate(certificate)

.Build();

AuthorizationCodeProvider authenticationProvider = new AuthorizationCodeProvider(confid

entialClientApplication, scopes);
GraphServiceClient graphServiceClient = new GraphServiceClient(authenticationProvider);

https://docs.microsoft.com/azure/active-directory/develop/scenario-web-app-call-api-overview

https://docs.microsoft.com/azure/activlirectory/develop/scenarieveb-app-callapioverview

Scenario: Mesktopapp calling Graph

Scenario: Desktop app calling Graph

Authorization code flow

Integrated Windows
Authentic ation
A Usemame/Password gl
=, 5
Desktop App MS Graph
IPublicClientApplication publicClientApplication = PublicClientApplicationBuilder

.Create(clientId)

WithTenantId(tenantID)

.Build();

InteractiveAuthenticationProvider authenticationProvider = new InteractiveAuthenticatio

nProvider(publicClientApplication, scopes);
GraphServiceClient graphServiceClient = new GraphServiceClient(authenticationProvider);

IntegratedWindowsAuthenticationProvider authenticationProvider = new IntegratedWindowsA
uthenticationProvider(publicClientApplication, scopes);
GraphServiceClient graphServiceClient = new GraphServiceClient(authenticationProvider);

https://docs.microsoft.com/azure/active-directory/develop/scenario-desktop-overview

https://docs.microsoft.com/azure/activalirectory/develop/scenariedesktopoverview



https://docs.microsoft.com/azure/active-directory/develop/scenario-web-app-call-api-overview
https://docs.microsoft.com/azure/active-directory/develop/scenario-desktop-overview

Scenario: A WeAPIcalling Graph

Scenario: Web API calling Graph

On behalf of flow

5 =

API App MS Graph

IConfidentialClientApplication confidentialClientApplication = ConfidentialClientApplic
ationBuilder

.Create(clientId)

WithRedirectUri(redirectUri)

.WithClientSecret(clientSecret)

.Build();

OnBehalfOfProvider authenticationProvider = new OnBehalfOfProvider(confidentialClientAp

plication, scopes);
GraphServiceClient graphServiceClient = new GraphServiceClient(authenticationProvider);

https://docs.microsoft.com/azure/active-directory/develop/scenario-web-api-call-api-overview

https://docs.microsoft.com/azure/activlirectory/develop/scenarieveb-apicallapioverview

Scenario: aemonapp calling Graph

Scenario : Daemon app calling Graph

IConfidentialClientApplication confidentialClientApplication = ConfidentialClientApplic
ationBuilder

.Create(clientId)

.WithTenantId(tenantID)

WithClientSecret(clientSecret)

.Build();

ClientCredentialProvider authenticationProvider = new ClientCredentialProvider(confiden
tialClientApplication);
GraphServiceClient graphServiceClient = new GraphServiceClient(authenticationProvider);

https://docs.microsoft.com/azure/active-directory/develop/scenario-daemon-call-api?tabs=dotnet

https://docs.microsoft.com/azure/activalirectory/develop/scenarieadaemoncallapi?tabs=dotnet



https://docs.microsoft.com/azure/active-directory/develop/scenario-web-api-call-api-overview
https://docs.microsoft.com/azure/active-directory/develop/scenario-daemon-call-api?tabs=dotnet

Scenario: Browserlesspp calling Graph

Scenario: Browserless app calling Graph

IPublicClientApplication publicClientApplication = PublicClientApplicationBuilder
.Create(clientId)
.Build();

DeviceCodeProvider authenticationProvider = new DeviceCodeProvider(publicClientApplicat
ion, scopes);
GraphServiceClient graphServiceClient = new GraphServiceClient(authenticationProvider);

https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-oauth2-device-code

https://docs.microsoft.com/azure/activlirectory/develop/v2oauth2-devicecode

Scenario: Mobileapp calling Graph

Scenario: Mobile application calling Graph

Authorization

2 B —— -

Mobile MS Graph
App

os @ € =8

IPublicClientApplication publicClientApplication = PublicClientApplicationBuilder
.Create(clientId)
.Build();

InteractiveAuthenticationProvider authenticationProvider = new InteractiveAuthenticatio
nProvider(publicClientApplication, scopes);
GraphServiceClient graphServiceClient = new GraphServiceClient(authenticationProvider);

https://docs.microsoft.com/en-us/azure/active-directory/develop/scenario-mobile-overview

https://docs.microsoft.com/azure/activlirectory/develop/scenariemobile-overview



https://docs.microsoft.com/azure/active-directory/develop/v2-oauth2-device-code
https://docs.microsoft.com/azure/active-directory/develop/scenario-mobile-overview

4. Monitor, troubleshoot, and optimize solutions ( 15-20%)

This chapter discusses monitoring, troubleshooting, and optimizing Azure solutions.

4.1 Integrate caching and content delivery within solutions

A configure cache and expiration policies
A configure cache and expiration policies for Azure Redis Cache
A Implement secure and optimized application cache patterns including data sizing,

connections, encryption, and expiration

https://docs.microsoft.com/erus/azure/cdn/cdroverview

https://docs.microsoft.com/erus/learn/modules/createcdn-staticresourcesblob-storage/

https://docs.microsoft.com/erus/learn/modules/optimizeyour-web-appswith-redis/

https://docs.microsoft.com/erus/learn/paths/architecimodernapps/

https://docs.microsoft.com/ernus/learn/modules/workwith-mutable-and-partialdata-in-a-rediscache/

configure cache and expiration policies
Skill: configure cache and expiration policies

Caching is the act of storing frequently accessed data in menMoryneed to control the lifetime and validity of your
FLILX AOFGA2yQa 202S00a & eshElShR latksy; méseuprdatezon@nt. #Fhed wu répkatell &
an object on the server, you need to also replace it in cache. This is sometimes done manually through purging or file
renaming.

When you cache an object, you assigntitrae-to-live (TTL). Once the TTL has expired, the cache checks the file in the
cache against the file on the host. If they are the same, then the TTL is reset. If they are different, then the cashed file
replaced and assigned a new TTLL is controlled by setting tineaxagecachecontrolHTTP headesn the web server.

This can be done in different ways

1 Caching policies (rules) can be used to control how TTL values are asgmmedn creatglobal rulefor all objects
within the cache, or you can useistom ruledor different file types or paths within your app.

1 InASPNET web applications you can control the TTL by setting the ClientCache property in the web.config file.

1 Also,in .ASP.NET you can control the caching behavior by setting the HttpResponse.Cache property
programmatically.

Web.config example:


https://docs.microsoft.com/en-us/azure/cdn/cdn-overview
https://docs.microsoft.com/en-us/learn/modules/create-cdn-static-resources-blob-storage/
https://docs.microsoft.com/en-us/learn/modules/optimize-your-web-apps-with-redis/
https://docs.microsoft.com/en-us/learn/paths/architect-modern-apps/
https://docs.microsoft.com/en-us/learn/modules/work-with-mutable-and-partial-data-in-a-redis-cache/

<?xml version=01.007>
<configuration>
<system.webserver>
<staticcontent>
<clientcache cachecontrol mode=0UseMaxAgeo cachecontrol maxage=03.00: 0(
</staticcontent>
</system.webserver>
</configuration>

Programmatic example:

public class HomeController: Controller

{
public ActionResult Index()

{
Response.Cache.SetExpires(DateTime.Now.AddHours(1));

Response.Cache.SetCacheability(Public);
Response.Cache.SetLastModified(Date Time.Now);

Return View();

Azure CDN Cache Couofation
Azure CDN supports two approaches for configuring caching:

1 global caching rule (overrides HTTP cache headers)
1 custom caching rules (overrides global caching rule)

Azure CDN cactdurationbehavior:

N

 BypassCacheR2y Qi OF OKS FyeiKAy3a FtyR A3Iy2NB OF OKS KSIR
1 Overrideg ignore cache duration in headengse config values
1 Setif Missing; uses the config value if duration header is missing

Azure CDN query string handling:
I Bypass Cachingasset is not cached, query string always passed to origin

9 Ignore Query String query string is only used on initial fetch from oriditefaulf)
1 Cache Every Unique URIURL with query string used to set cache value

configure cache and expiration polid@sRedis caches
Skill: configure cache and expiration policies for Azure Redis Cache

https://docs.microsoft.com/erus/learn/modules/optimizeyour-web-appswith-redis/

https://docs.microsoft.com/erus/learn/modules/aspnesession/



https://docs.microsoft.com/en-us/learn/modules/optimize-your-web-apps-with-redis/
https://docs.microsoft.com/en-us/learn/modules/aspnet-session/

Redis (REmote Dictionary Server) cache is an-eparce, inmemory key value pair storét can be used as a database,
cache or message brokézure Cache for Redis is typically used to improve the performance of systems that rely
heavily on baclkend data storesYour cached data is locatedrimemory on an Azure server running the Redis cache as
opposed to being loaded from disk by a databdssch data value is associated to a key that can be used to look up the
value from the cache.

Guidelines for choosing keys:

1 Avoid long keys.
f Use keys that can identify the daf@or example, "sport:football:date:200®-02"A & o6 S G SRH §iK | y ¢
1 Use a convention such &sbject:id", as in "sport:football".

Data is stored in Redis by using nodes and clusters. A node is a single storage location and a cluster is a set of three c
more nodes.

You can create a Redis cache using the Azure portal, the Azure CLI, or Azure PoWwer&heikect to an Azure Cache

for Redis instance, you'll need the host name, port, and an access key for the cache. You can retrieve this information
the Azure portal through the Settings > Access Keys pemre also offers a connection string which bundles this data
together into a single string.

Typically, a client application will use a client libraych asStackExchange.Rediis .NETto execute commands on a

Redis cachélhe main connection object is the ConnectionMultiplexer ¢hagschabstracts the process of connecting

to a Redis server. It's optimized to manage connections efficiently and intended to be kept around while you need
access to the cach@nce you are done with the Redis connection, you can Dispose the ConnectionMultiplexer. This will
close all connections and shutdown the communication to the server

Configure Redis Cache
Set these parameters:

Name The name has to be unique within Azure because it is used to generate afabiig URL to
connect and communicate with the service.

Resource  You can either create a new resource group, or use an existing one.
Group

Location Determine where the Redis cache will be physically located by selecting an Azure region. Impt
Put the Redis cache as close to the data consumer as you can. Connecting to a cache in a dif
region can significantly increase latency and reduce reliability.

Pricing tier  Basic, Standard, Premium. You can control the amount of cache memory available on each tie
(sku) choosing aache levefvm-size) from C&6 for Basic/Standard and 4@ for Premium. Microsoft
recommends you always use Standard or Premium Tier for production systems. Also, use at l¢
C1 cache. CO caches are meant for simple dev/test scenarios. Premium also allows you to:
1 configure data persistence for disaster recovery
1 deploy Redis cache to a virtual network for security
1 implement clustering to automatically split your dataset among multiple nodes

cache level The size of the Azure Cache for Redis. Valid values are C0O, C1, C2, C3, C4, C5, C6, P1, P2, |
(vmsize)



Example:

az redis create \
-- name " MyCache" \
-- resource - group [sandbox resource group name] \
-- location eastus \
-- sku Basic \
-- vm- size CO

Redis CachExpiration Policy
Data expiration is a feature that can automatically delete a key and value in the cache after a set amountSQihtme.
you have limited storage with Azure Cache for Redis, you want to make sure you're only storing data that is important.

Redis consoleommands to implement and manage data expiration

1 EXPIREets the timeout of a key
1 TTLreturns the remaining time a key has to live
1 PERSISiiakes a key never expire

Alternatively, using the C# ServiceStack.Redis package:

public static void SetGroupChatName(string groupChatID, string chatName)
{

using (RedisClient redisClient = new RedisClient(redisConnectionString))

{

/ICreate a key for group chat display names
string key = groupChatlD + "displayName";

/ISet the group chat display name
redisClient.SetValue(key, chatName);

//Set the expiration for one hour
redisClient. Expire (key, 3600); // Note: same effect as EXPIRE command from console

¢KS RSTlLdzA G ¢¢[ F2NJ wSRA& /I OKS A& AyTFAyAdGe o0ySOSNI Si
manually remove that item. Use the Redis commands: KeyDelete or FlushAllDatabases.

Redis CachévictionPolicy

Memory is the most critical resource for Azure Cache for Redis, because iifnemory databaseAzure Cache for

Redis supportsnaxmemoryeviction policies, which indicate how data should be handled when you run out of memory.
There are six differemhaxmemoryeviction policies

volatileLRU evict the least recently used (LRU) keys first, among keys that haaxpagset
default

volatile TTL evict keys with a shorter TTL first, among keys that havexairyset
volatilerandom evict keys randomly, among keys that havesapiryset

allkeysLRU evict the least recently used (LRU) keys first

allkeysrandom evict keys randomly

noeviction return errors when the memory limit was reached




To set the eviction policy for Azure Cache for Refdisn Azure Portal go to the Redis amdest Advanced Settings
maxmemorypolicy

Store and retrieve data in Azure Redis cache

Using any of the .NET languages, you can us8tidekExchange.Redikent for accessing your Azure Cache for Redis
resource. You can also use this Redis client for accessing other Redis implementations. When reading or writing value
the Azure Cache for Redis, you need to creagBmanectionMultiplexeobject that creates a connection to your Redis
server.Creating a connection is a costly operation. For this reason, you should not create a ConnectionMultiplexer
object for each read or write operatiogou should store this object and reuse it across all your code

Implement secure and optimized application cache patterns including data sizing, connections, encryption, and expirati
Skill:implement secure and optimized application cache patterns including data sizing, connections, encryption, and
expiration

https://docs.microsoft.com/erus/learn/modules/optimizeyour-web-appswith-redis/

CacheAside Pattern

Theapplication willtry to read data from the cache first. If the requested data is not in the cache, the application will
retrieve it from the databasandthen it stores the data in the cache for subsequent requests. Next time when any user
requests the data, it will return it from the cache directly.

1.Data in cache?

&— L= B

Application Cache

3. Get data

Now that your data is stored in a cache and a data store, you can run into problems when you try to make an update
Should yowpdate both the cache and the data st@rén the cache aside pattern, yovalidate the data in the cache
and then make the changes to the data source directly.

ate  # <@ 1 Invalidate cache et
&Updt {sllldt ha %

Application Cache Database

~__

2. Update data


https://docs.microsoft.com/en-us/learn/modules/optimize-your-web-apps-with-redis/

Content Cache Pattern
Cache static content (images, templates, style sheets). Content caching reduces the load on your server, thereby
increasing application performangsee Redis Output Provider for ASP.NET

User Session Cache Pattern

User sessions can be stored in Redis Cache to maintain application state between browser sessions (for example:
shopping cart)Traditionally this is done with session cookies or local storage API, but these have limitations such as
limited storage and slow performanciastead,we can use a key and store the data in Redis Cache.

Job and Message Queuing Pattern

Applications often use queues to handle lemgning tasks. Long running tasks can negatively affect application
performance, so you can offload them onto a queue where they will run in sequ&hisecan improve application
performance and scalability.

Distributed Transactions Pattern
A transaction against a baekd data store runs as a single atomic operation. Redis cache allows you to execute a batct
of commands as a single transaction.

4.2 Instrument solutions to support monitoring and logging

A configure an app or service to use Application Insights
A analyze and troubleshoot solutions by using Azure Monitor
A implement Application Insights Web Test and Alerts

See text book page 219 Skill 4.2: Instrument solutions to support monitoring and logging

Using Application Insights
Skill: configure an app or service to use Application Insights

https://docs.microsoft.com/erus/azure/azuremonitor/app/usageoverview

Application Insights is an extensible application performance management (APM) s&pplieation Insights is part of
Azure Monitor.You can monitor your application while it is running by using Application InsMbgsurenents,known
astelemetry, are automatically sent to Application Insightsing these telemetry streams, you can analyze your

FLILX AOFGA2YyQa LISNF2NXIFYOS IyR ONBFGS FfSNIa FyR RIaKkg
behaving.

Application insighteanmonitor the following:

Request/Response data
Exceptions

Page views angdageloads
AJAX calls

User and session counts
Host diagnostics

=A =4 =4 =4 =4 =9


https://docs.microsoft.com/en-us/azure/azure-monitor/app/usage-overview

1 Trace logs
1 Metricsand performance counters
I Custom events

You send messagé®m your codeto Application Insights by using tAelemetryClasslass.You can also seridg

messageso Application Insights by using the integration between System.Diagnostics and Application Insights. Any
message sent to the diagnostics system using the Trace class appears in Application Insights as a Trace message. Y0
use the TraceException() method for sending the stack trace and the exception to Application Insights.

To onfigure Application Insightéirst we create a new Log Analytics workspace, and then we create an Application
Insights resource. The Log Analytics workspace serves as a logical storage for your logs. Next, when you create the
Application Insights resource, you set a property that links it to the Log Analydigspace that was just created.

+Create a resource bog Analytics workspace Create > filh details (subscription, resource group, etc.) > Review+create
+Create a resource > Application Insights > Create irrdéHailsincluding Log Analytics workspace Review+create

When created, Application Insights haslastrumentation Keyproperty that we use to connect from our SDK code

Investigate
== Application map

& Smart Detection

4 Live Metrics

Failed requests & Server response time 2

ARLERRRLE =Rl b

From ASP.NEJore add NuGet packagddicrosoft.Applicationinsights.AspNetCorehen in the .NET Co8tartupclass,
in the ConfigureServic€smethod, we add Application Insights telemetising theAddApplicationinsightsTelemetry()
method:

- ® [SohiionEepions
B Carsisland. WebApp « | 3 Carsistand. WebApp Startug <1 ® Startup(iConfiguratior figuration) Y @8
17 public class Startup e Search Solution |
18 { ) Solution 'Ci
19 public Startup(IConfiguration configuration) 4 B Carslsla
& Com
Configuration = configuration; b 2 Depe
» ¥l Prop
" " b & wwn
public IConfiguration Configuration { get;
8 { get; } » Dois
This method gets called by the runtime. Use this method to add services to the container 4 Exter
// For more information on how to configure your application, visit https://go.microsoft.com/fwlink/2Lis b Page
public void ConfigureServices(IServiceCollection services) b Servi
{ » Shan
services.AddRazorPages(); B _mp
TP —————— B Aop
rv .AddApplicationInsightsTelemetry();
[u ices.AddApplication htsTelemetry() I > T apps
rvi AddHttpClient<] I >(configureClient e
XY - services.A pClient<iCarsisliandipiService, arslslandipiService>(cos ured ent =>
b c St
{
configureClient.BaseAddress = new i(Configuration.GetSection(“CarsIslandApi:Url”).value);
)]
JAddPolicyMandler(GetRetryPolicy(services))
.AddPolicyMandler(GetCircuitBreakerPolicy(services));

Solution Explorer

ice>();

Properties

%% - © Nolsuestound Fv 4 b1 om1 sc cRiF  |om |6 K

Output >3 x



Thisoneline of code enablecollectingtelemetry data in our ASP.NET Core web applicablonv we provide the
instrumentation key from the Application Insights workspadke add the instrumentation key to the appSettings.json
file:

w File Edt View Project Build Debug Test Analyze Tools Extensions Window Help Search (Ctri+Q P
o - B2 W& Debug =~ AnyCPU « P CarslslandWeblpp - & - & B . & =7 N
appsettings.Developmentjson 8§ = X v &
Schema: <No Schema Selected> L .
1 { -
2 “DetailedErrors™: true,
" ing": {
"Information”,
: “Warning”,
fosting.Lifetime”: “Information”
}
3
I»
1 "CarsIslandapi®: { 1
11 “https://localhost:5€01/"
12 L
13
14 ApplicationInsights™: {
15 "InstrumentationKey”: “8faS5d6bl-c75e-477b-adc1-d8c5¢939493b"
1€ }
17 3
18
-
96 % - © No issues found 15 Ch65 SPC CRIF

After this, every issue and exception thrown in the application will be reported automatically by the SDK (we can of
course customize this from code to be more selective if we wish). To see the chjtimenation, we go to the Portal
> Application Insights > Overview > Search.

Microsoft Azure

Duzhboard » Res

ource groups » rg~can-idand ) appi-cars-iand

@ appi-cars-island | Search  # X

VI Serme
o ¢ ok
L]

v

measts O Grouped results (7) ot oy e (SIS Cidest i |

We can select the exception that was thrown in order to drill down for more details

EXAM TIP: Remember that Application Insights is a solution for monitoring the behavior of an application on different
platforms, written in different languages. There is no requirement to run your application in Azure. You only need to use
Azure for deploying the Application Insights resource that are used by your application.

Application Insights Usa@emographics
Explore usage demographics to find out when people use yournvemt, pages they're most interested in, where your
users are located, what browsers and operating systems they use.

Users The Users feature is about how many people used your app and its features.



Funnels The progression through a series of steps in a web application is known as a funnel.

Impact The impact feature showsow load time and other propertiesf particular part of your app affect
the usagdor other parts of your app.

Retention ~ how many users return to your app, and how often they perform particular tasks or achieve go

User Flows visualizes how users navigate between the pages and features of youdsitedo users navigate
away from a page? What do users click on a page? Are there places where users repeat the s
action over and over?

Azure Monitor
Skill: analyze and troubleshoot solutions by using Azure Monitor

Azure Monitor Structure

— @ Azure Monitor ~
N

an
|nm£ms 9 i E] e
Application  Container W™ Monitoring
Solutions
Application
Vlsu.[lm.- @ E "l
Operating System L Dashboards ~ Views  Power B  Workbooks
Metrics
: . Ana[yxe 1lil "nﬂ
Azure Subscription w l Metric Analytics Log Analytics
Azure Tenant B
Rcsp[ond ; n
Custom Sources L Alerts Autoscale
e 14 B
L Logic Apps Export APIs
\ J

Azure Monitor is the central locatidior yourlog files, and metrics so you can run queries on them and create graphs.
Depending on the information that you need to analyze, you can use Metric Analytics or Log Aralyiitsc is a
numeric value at a particular point in time of your solution such as CPU usage or free mgouwocgn also create your
own custom metrics. Because metrics are lightweight, they can monitor scenarios in neameedlogs are events that
occurred within the system. They may be structured or free form text with a time stamp.

You use Log Analytics for analyzing the trace, logs, events, exceptions, etc. Log messages are more complex than me
because they contain more information than a simple numeric value. You can analyze log messages by using queries |
get information from the data stored in Azure Monitor.

Using Azure Monitor, you can set alerts based on the value of different metrics or logs.



Azure Monitor

Alerts

 S— Rie |

Metrics

Actions

autoscale

Logs

EXAM TIP: When you try to query logs from the Azure Monitor, remember that you need to enable the diagnostics logs
for the Azure App Services.

Application Insights Web Tests and Alerts
Skill: implement Application Insights Web Test and Alerts

You can configure different types of tests for checking the availability of your web application.

=

URL ping test simple test for checking whethen endpoint URL ipour application is available

1 Multi-step web testg A recording of a sequence of web requests, which can be played back to test more complex
scenarios.

1 Customtestto trackavailability You can create your own availability test in your code using thekAvailabilitg)

method from the SDK.

You can then configuralerts from Application Insighta&sthenone ofthe testsfail.

Alerts use Action Groups. An Action Group is a collection of notification preferences. Azure Monitor uses action groups
to notify you that an alert has been triggered. The alerts can be configured to do things like sendEacailaction has
the following propertiestype, name, action.

Setup availability test
Go to Portal > Application Insights > Investigate > Availability > +Add test > fill in details > Create

Dashboard > Reso ps > rg-cars-island > appi-cars-isiand

oUrce groups > 19-C ppi-cars Create test X
@ appi-cars-island | Availability 2

Select availability test
AVAILABIITY TEST . 20 MIN AVAILABIITY . DUR

I Overall... 100.00% 71.03% 350

© Get i wv., 100.00% 100.00% 238 v Alerts



Create action group
Go to portal > Application Insights > Rules Management > +Add action group > Save changes

Microsoft Azure F Search resources, services, and docs (G,

Dashboard > Resour ps 7 rg-cars-island > appi-cars-isiand > Rule

ource get all available cars-appi-cars-island 2 X
B swe X D m] g
0 - - m
Actions
ctions whe e ating 3 e

Alert rule details

Receive and investigate alert
For email alert typesanalert email will be sent to the configured email recipient

“ Reply all

A An Azure Monitor alert is activated for get all
available cars-appi-cars-island

The availability test get all available cars-appi-cars-island has failed at 1 locations
within the last § minutes.

View application availability >

Time of alert November 3, 2020 8:34 UTC
Availability test
Subscription

Condition

Failed locations




5. Azure services and third -party services ( 15-20%)

This chapter discusses connecting and consuming Azure servictsrdrehrty services.

5.1 Develop an App Service Logic App & Out of scope

5.2 Implement APl Management

create an APIM instance
configure authentication for APIs
define policies for APIs

import OpenAPI definitions

To T Do I

https://docs.microsoft.com/erus/azure/apimanagement/

APIMDefinitiors
https://docs.microsoft.com/en -us/learn/modules/build -serverless api-with-functions-api-management/

https://docs.microsoft.com/en -us/azure/api-management/api -management-key-concepts

APl Management (APIM)

Azure APl Managementdsway to create consistent and modern gateways for existing-badkserviceslt is
positioned between your APIs and the internahdprovides secure, scalable APl access for your applicaticadso
enablesyou to construct an API from a set of disparate microservitesnsists of the following components:

1 API gateway, accepts API calls and routes them to your backeadsessible dtttps://<name>.azureapi.net
1 Azure portak the administrator interface where you set up your API program
1 Developer portat web user interface for developeraccessible dittps://<name>.developer.azurapi.net

API Gateway
AnAzure API gateway an instance of the Azure APl Management serltigeovides a single surface of communication
for clientweb apps.


https://docs.microsoft.com/en-us/azure/api-management/
https://docs.microsoft.com/en-us/learn/modules/build-serverless-api-with-functions-api-management/
https://docs.microsoft.com/en-us/azure/api-management/api-management-key-concepts

Web API
Jtstentell Database

Web App @ ..........
o iKY API Gateway @

& |- o

Database

©

API
a way to interface with an application without understanding the complexity.

Developer Portal
where developers can read APl documentation, get API keys, try out API via interactive console, and access analytics

APIProducts
are how APIs are surfaced to developésgroduct is a collection of APIs that make up a single application that
developers can gain access Ryoducts have one or more APls, a title, a description, and terms of use.

APl user Groups
are used to manage the visibility API Poductsto developers. There are three kinds of API Groups: Administrators,
developers, guests. Each developer is a member of one or more developer groups.

Create an APIM instance
Skill: create an APIM instance

https://docs.microsoft.com/en -us/azure/api-management/quickstart -arm-template

From CLI:

az apim create -- name myapim -- resource - group myResourceGroup \
-- publisher - name Contoso -- publisher - email admin@contoso.com \
-- no- wait

From Portal:

Create a resource tegration > APl Management fill in details> Create> Review and create

From Powershell:

New AzApiManagement - Name "myapim" - ResourceGroupName "myResourceGroup" "
- Location "West US" - Organization "Contoso" - AdminEmail admin@contoso.com

From VS Code:
Azure Extension > Sign in to Azure > Ritjbk on an Azure subscription > Create APl Management in Azure.

Froman ARM template:


https://docs.microsoft.com/en-us/azure/api-management/quickstart-arm-template
mailto:admin@contoso.com

azuredeploy.json

"$schema": "https://schema.management.azure.com/schemas/2019 - 04- 01/deploymentTemplate.json#",
"contentVersion": "1.0.0.0",
"parameters™: {
"publisherEmail": {
"type": "string",
"minLength": 1,
"metadata": {"description": "The email address of the owner of the service"}

}

publisherName": {

"type": "string",

"minLength™: 1,

"metadata": {"description": "The name of the owner of the service"}
2
"sku": {

"type": "string",

"defaultValue™: "Developer",

"allowedValues": ['Developer", "Standard", "Premium"],

"metadata": {"description": "The pricing tier of this APl Management service"}

h
"skuCount": {

"type": "string",

"defaultValue": "1",

"allowedValues™: ['1", "2"],

"metadata": {"description": "The instance size of this API Management service."}

}
L
"resources": [
{
"type": "Microsoft.ApiManagement/service",
"apiVersion™: "2019 -12-01",
"name":"  myNamé,
"location": " EASTUS,
"sku": {
"name": "[parameters(‘sku’)]",
"capacity": "[parameters(‘skuCount’)]"
h

"properties": {
"publisherEmail": "[parameters(‘publisherEmail’)]",
"publisherName": "[parameters(‘publisherName')]"
}
}
]
}

azuredeploy.parameters.json

{ "$schema"; "https://schema.management.azure.com/schemas/2019 - 04- 01/deploymentParameters.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"publisherEmail": {"value™: " elvis @example.com'},
"publisherName": {"value": " Elvis "}
}
}

Using the azure deployment ARM template and parameteafileve the APIM instance isreated bydeploymentto a
resource group as follows:

# powershell example
New AzResourceGroupDeployment
- Name myDeployment °



- ResourceGroupName myResourceGroup °
- TemplateFile “"./lazuredeploy.json" o0
- Template Parameter File " ./azuredeploy.parameters.json

Configure APIM Authentications
Skill: configure authentication for APls

API products can be Open or Protected. Protected products must be subscribed to before they can be used. Subscripti
approval is configured at the product level.

ltLQa OFy |faz2z 6S LINRPGISOGSR TNRY dzgubsizipiotkéy®d dr BrBughs So  Of |
certificates.

Access keys can be obtained by developers through the developer portal by going to the APIM Account details and
subscriptions page:

Account details

Subscriptions

Subscription details Product  state Action

Thesubscriptionkey is usedrom web client requestby including it withthe 6OcpApim-SubscriptioAKey HTTP
header. Here is how you can make an example call with a subscription key using the Postman utility:




Another way to protect APIs is with certificates. Certificates can be used to provtlgl TLS authentication between
the client and the API gatewaWith APIM you configure the gateway to only allow requests w#éittificates containing
a specific thumbprint. We can configure APIM to accept client certificates as follows:

Go to Azure Portal > API Management service > Security > Certificates > +Add

Under Client certificate pane, provide an id for the certificagload the certificate fileprovide a passworcclick the
Add button.

......

5 apim-cars-island | Certificates

.........

When the certificate is successfully uploaded, APIM will create a thumbprint that we need to copy and use from the
client.

apim-cars-island | Certificates

We add the thumbprint to the inbound policy:
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1 <policies> a ———
<inbound>
<base />
<choose>
<when cdndition="@(context.Request.Certificate == null ||
context JRequest.Certificate.Thumbprint |= “DDA4074F 706A8920E 3D83BE94F 1FB2E9C7779307") ">
<refurn-response>
<set-status code="403" reason="Invalid client certificate" />
</rdturn-response>
1 </when>
11 </choose>
12 </inbound> T
13 <backend>
<base />

</backend>
<outbound>
<base />
</outbound>
<on-error>

<base />
2n </on-error>
22 </policiesy

Now when the client calls the API it must provide the certificaid the password

Define APIM Policies
Skill: define policies for APIs

https://docs.microsoft.com/erus/learn/modules/improveapiperformancewith-apim-cachingpolicy/

https://docs.microsoft.com/erus/learn/modules/protectapison-apimanagement/

https://docs.microsoft.com/ernus/learn/paths/architectapiintegration/

https://docs.microsoft.com/erus/azure/apimanagement/apimanagementhowto-policies

https://docs.microsoft.com/erus/azure/apimanagement/apimanagemenpolicies

APIMPoliciesare a capability of Azure APl Management that allow changing the behavior of the API through
configuration therebygenerating consistent behaviacross disparate APl microservices in a single API Product
Commonly usedPIMpoliciesinclude: access restrictioauthenticationand JWT handlingaching crossdomain,data
transformation


https://docs.microsoft.com/en-us/learn/modules/improve-api-performance-with-apim-caching-policy/
https://docs.microsoft.com/en-us/learn/modules/protect-apis-on-api-management/
https://docs.microsoft.com/en-us/learn/paths/architect-api-integration/
https://docs.microsoft.com/en-us/azure/api-management/api-management-howto-policies
https://docs.microsoft.com/en-us/azure/api-management/api-management-policies

APIM mlicies are a collection of statements that are executed sequentially on the request or response of BmepPl.
can perform things likeconvert formatfrom XML to JSQMestrict thenumberof incoming callsenforce existence
and/or value of HTTP headenche responses according to cache control configuration

APIM mlicies can be applied to differestopes

Globalscope affects all APIs within the APIM instance;
Productscope manages access to the product as a single entity;
APlscope affects only a single API;

Operationscope affects only one operation within the API.
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They will be applied in this order unless overridden by<base /> tag in the policyXMLfile.
There are 4 kinds of policy execution:

Inboundpolicies execute when a request is received.

Backendbolicies execute before a request is forwarded to a managed API.
Outboundpolicies execute before a response is sent.

On-Errorpolicies execute when an exception is raised.

= =4 =4 =9

Polices are defined using XML format.

<policies>
<inbound>
<! -- statements to be applied to the request go here - >
</inbound>
<backend>
<! -- statements to be applied before the request is forwarded to
the backend service go here - >
</backend>
<outbound>
<! -- statements to be applied to the response go here - >
</outbound>
<on- error>
<! -- statements to be applied if there is an error condition go here - >
</on - error>
</policies>

Example 1

<policies>
<inbound>
<rate-limit calls="5" renewal-period="10" />
<cache-lookup vary-by-developer="false" vary-by-developer-groups="false" must-revalidate="true" downstream-caching-type="none" caching-type="internal" />
<base />
</inbound>
<backend>
<base />
</backend>
<outbound>
<cache-store duration="60" />
<base />
</outbound>
<on-error>
<base />
</on-error>
</policies>|



Example Z; caching

To set up a cache, you use an outbound policy named estohne to store responses. You also use an inbound policy
named cachdookup to check if there is a cached response for the current request.

Suppose, for example, that the board games Stock Management API received a GET request to the following URL anc
cached the result:

http://<boardgames.domain>/stock/api/product?partnumber=3416&customerid=1128

This request is intended to check the stock levels for a product with part number 3416. The customer ID is used by a
separate policy as does not alter the response. Subsequent requests for the same part number can be served from the
cache, as long as the record has not expired.

Now suppose that a different customer requests the same product:
http://<boardgames.domain>/stock/api/product?partnumber=3416&customerid=5238

By default, the response can't be served from the cache, because the customer ID is difereeter requests for the
same product from different customers could be returned from the catte vary by partnumber.

<policies>
<inbound>
<base />
<cache - lookup>
<vary - by-query - parameter> partnumber </vary -by-query - parameter>
</cache - lookup>
</inbound>
<backend>
<base />
</backend>
<outbound>
<cache - store duration="60" />
<base />
</outbound>
</on - error>
<base />
</on - error>
</policies>

Example 3, http headers:

A common http header found in the response from an APpieweredby. This header exposes information about the
platform technology being used, which could be exploited by an attacker.

¥ Response Headers  view source
Content-Encoding: grip
Content-Type: application/json; charset=utf-8§
Date: Tue, 30 Apr 2019 12:3@:51 GMT
Server: Kestrel

Transfer-Encoding: chunked

Vary: Accept-Encoding
X-Powered-By: ASP.NET



To remove this header, wese theset - header policy. We replacéhe default<outbound> tag in the APIM policies file with
this:

<outbound>
<set - header name="X- Powered - By" exists - action="delete" />
<base />

</outbound>

Import OpenAPI definitions
Skill: import OpenAPI definitions

https://swagger.io/docs/specification/about/

https://docs.microsoft.com/erus/learn/modules/improveapideveloperexperiencewith-swagger/

Importing OpenAPI Definitions | SwaggerHub Documentation (smartbear.com)

https://youtu.be/pRSILRBgjYg

https://docs.microsoft.com/erus/azure/apimanagement/importand-publish

https://soltisweb.com/blog/detail/202008-19-importingopenapiapiintoazureapim

https://docs.microsoft.com/erus/azure/apimanagement/importapi-from-oas

OpenAPl is a description for REST APIs. It comes with a YAML (or JSON) definition file that follows a standardized forl
for describing the inputs and outputs, where the API is hosted (endpoints), operations, and what authorization is
required to access it. THBpenAPI Specificatiaefines how to describe a REST API. An OpenAPI enables you to
understand and use a REST API.

OpenAPI comes with some standard tools:

9 API validator, checks whether the API confirms to industry standards
1 API document generataygenerates API reference documentation
1 API SDK generatqrgenerates an SDK in the language of your choice

Swagger is an opesource set of tools to design, build, document, and use RESTful web services. It includes automated
documentation, code generation, andtedtk 8 S IASYSNI GA2y® hLISy!tL Aa | adlyR
Swagger ia toolset built aroundhat standard.Swashbuckle is an opeource Swagger implementation used for
generating Swagger documentation for .NET Core APIs using .NET reflection.

Import an OpenARJsing Azure Portal
1. In Azure portalsearch for and select APl Management services.

2.0n the API Management services page, select your APl Management instance.


https://swagger.io/docs/specification/about/
https://docs.microsoft.com/en-us/learn/modules/improve-api-developer-experience-with-swagger/
https://support.smartbear.com/swaggerhub/docs/apis/importing-api.html
https://youtu.be/pRS9LRBgjYg
https://docs.microsoft.com/en-us/azure/api-management/import-and-publish
https://soltisweb.com/blog/detail/2020-08-19-importingopenapiapiintoazureapim
https://docs.microsoft.com/en-us/azure/api-management/import-api-from-oas

APl Management services

- add Ec D Refresh

n settings

- Don't see 3 subscription virectory + sul

Subscriptions: »

~ | [attags ~ | [ Mo growping_~

[ Fier by nom: | [ Al subseriptions ~ | [ Allre ro.~ | [ Al locations .
status Tier Location Resotirce group T4
@ online Developer central Us o
@ online Basic East US
@ online Developer

@ online Developer

bsoltisapimdemo-apim | APIs

/Aﬁd a new AP|

Blank 471

Lagic App

Loe——

4. In the OpenAPI specification field either enter a URL or select and upload a file. The remaining fields will autofill fron
the specification.

Create from OpenAPI specification

* OpenaPl hitps: ceapl.azurewebsites.net?format=json or Select a file
specification (maximum size 4 MB)
* Display name Demo Conference AP1
* Name demo-conference-api
Description A sample AP1 with information related to a technical conference. The available resources Include *Speakers®,

*Sessions™ and *Topics™, A single write operation is available to provide feedback on a session.

URL scherme OHTTP  EIHTIPS O Bath
API URL suffix conference
Base URL

https://apim-hello-world.azure-api,net/conference

Tags e.9. Booking
Products Unlimited «

Gatewars ===n

Version this APT? (m)

Bl o ]
5. Click the Create button.

Import an OpenAPI using PowerShell
The Azure APIM PowerShell commands allow you to import the OpenAPI via code. For example:



$ApiMgmtContext = New - AzApiManagementContext - ResourceGroupName " my-rg"

Import - AzApiManagementApi - Context $Ap|l\/lgthontext
- SpecificationFormat "OpenApi"
- SpecificationPath "C: \ Users \ Myself \ Downloads \ my- swagger.yaml"
-Path" my path "

PowerShell will return the newly created OpenAPI information.

PS C:\WINDOW: 32> SAPIMNTCONTeXT ~ New-AZApiManagementContext -ResourceGroupName tisapimdeno-r
Import-AzapiManagementApi -Context $ApiMgmtContext -SpecificationFormat "Openspi® -specificationpath “c

B501T15DemoAPT
Demo APT for testin

Authori zatmn_.erverld
Authori zati
openidrroviders
i nguethod
riptionkeyteaderName
Scripti onkeyQueryparannane

fonRequired
onpescription
nsetescription

ApiversionsetTd

d /resourceGroups /bsoltis.

a/providers/Microsoft. ApiManagenent/service/bsoltisapindeno-apin/apis/

Resour ceGroupName pindemo-rg
tisapindeno-apin

PS C:\WINDOWS\:

- ServiceName "

my- apim"



5.3 Develop event -based solutions

A implement solutions that use Azure Event Grid
A implement solutions that use Azure Notification Hubs
A implement solutions that use Azure Event Hub

https://docs.microsoft.com/erus/learn/paths/connectyour-servicestogether/

https://docs.microsoft.com/ernus/learn/modules/choose-messagingnodetin-azureto-connectyour-services/

Comparing Events and Messages

Events Messages

Lightweight notification of a state Application data from a source system
change to be consumed elsewhere
Publisher does not know (or care) how There is an expectation that a message

the message is handled will be handled by a receiver

Follows a publisher/subscriber model Can follow either a publisher/subscriber
or a producer/consumer model

Event Grid
Skill: implement solutions that use Azure Event Grid

https://docs.microsoft.com/erus/learn/modules/reacito-state-changesusingeventqgrid/

https://docs.microsoft.com/erus/learn/modules/choosea-messaginegmodetin-azureto-connectyour-services/4
chooseeventgrid

Bvent Grid is aguting service that distributes events from differelturesources, such as Blob storage accounts, to
different Azurehandlers, such as Azure Functions or Webhooks.

Event Grid is for discrete events that report state changes and are actionable. If something is listening (subscribed) for
that event, it takes action when the event occurs. Subscribers can add filtering rules so only events get delivered that
match the rules.


https://docs.microsoft.com/en-us/learn/paths/connect-your-services-together/
https://docs.microsoft.com/en-us/learn/modules/choose-a-messaging-model-in-azure-to-connect-your-services/
https://docs.microsoft.com/en-us/learn/modules/react-to-state-changes-using-event-grid/
https://docs.microsoft.com/en-us/learn/modules/choose-a-messaging-model-in-azure-to-connect-your-services/4-choose-event-grid
https://docs.microsoft.com/en-us/learn/modules/choose-a-messaging-model-in-azure-to-connect-your-services/4-choose-event-grid






















































































































































































































































































































































































































































































































































































































